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Executive summary

About Xenea

Xenea Wallet is a blockchain-based digital wallet designed for seamless financial transactions and
rewards, offering an intuitive interface and social login support.

Summary of the review

Safe Edges ran a grey-box penetration test of the Xenea Wallet Android app, its wallet APl and its admin
endpoint between 26 February and 21 March 2025, using test credentials provided by Xenea. Forty
issues were identified: four Critical, seven High, sixteen Medium and thirteen Low. The Critical issues
were unauthorized access to the admin API, an IDOR that disclosed other users’ information, an insecure
broadcast receiver that allowed arbitrary file writes, and sensitive data stored unprotected in a local
database. Xenea fixed twenty-seven issues and acknowledged thirteen.

Findings by severity

CRITICAL HIGH MEDIUM LOW INFORMATIONAL

Findings by status

STATUS ISSUES
® Resolved 27
® Acknowledged 13
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Scope

Test type Grey-box penetration test (test credentials provided)
Platform Android app, wallet APl and admin API

Language Not recorded in the original report

IN-SCOPE TARGETS

Xenea Wallet Android app (xenea-wallet.apk)
Wallet API: https://mobile-api.staging.xenea.app/wallet/v1l/
Admin endpoint: http://api-stg.xenea.network/api/v1/

Only the application build and endpoints listed above were tested, during the test window shown in
Document information. Changes made after that window are not covered by this report.
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Methodology

Methods recorded for this engagement: Automated and manual security testing of the Android app,
wallet APl and admin endpoint.

Mapping

Testers map the application’s screens, APl endpoints, roles and data flows, and agree test accounts
and boundaries with the client.

Manual testing

Each feature is exercised as a normal user and as an attacker, probing authentication, authorization,
session handling, input handling and data storage.

Tool-assisted testing

Intercepting proxies, decompilers, dynamic instrumentation and scanners are used to confirm
suspected issues and reach behaviour the interface does not expose.

Retest

After the client addresses the findings, each issue is retested and its final status recorded.
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Severity and status

Severity levels

SEVERITY DEFINITION

Critical Direct loss or permanent lock of funds, or full compromise of the protocol, with few or
no preconditions. Must be fixed before deployment.

High Significant loss of funds, broken core functionality or manipulation of critical state
under realistic conditions. Should be fixed before deployment.

Medium Limited loss or degraded functionality, or issues that need specific conditions or
privileged access to exploit. Should be fixed.

Low Minor impact, low likelihood, or deviations from best practice. Fix when practical.
Informational Code quality, documentation, gas and style observations with no direct security
impact.

Status definitions

STATUS DEFINITION
® Resolved The issue was fixed and the fix was verified.
Partially resolved The risk was reduced but not fully removed.
® Acknowledged The client accepted the issue without changing the code.
® Open The issue was not addressed at the time of the report.
Not recorded The original report did not record a resolution status for this issue.
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Findings summary

Xenea Wallet App Penetration Test | Security Audit

ID TITLE SEVERITY STATUS

C-01 Unauthorized Access to Admin Api Critical ® Resolved

c-02 Unauthorized IDOR leads to Information Disclosure Critical ® Resolved

C-03 Insecure Broadcast Receiver Leading to Arbitrary File Write Critical ® Acknowledged

C-04 Sensitive Data Stored Unsecured in Local Database Exposes Critical ® Resolved
Privacy Risks

H-01 SSL Pinning Bypass via Root-Level Certificate Installation High ® Resolved
and ReFlutter

H-082 Improper Implementation of Root and Emulator Detection High ® Resolved
Mechanisms

H-03 IDOR Leading to Account ID and NFT Ticket data Exposure. High ® Resolved

H-04 Sensitive Data Stored in Android Memory. High ® Resolved

H-05 Unprotected SQlite Database Susceptible to SQL Injection High ® Acknowledged
Attacks

H-06 Unlocked and Reassigned: Bypassing App Integrity High ® Resolved

H-07 Session token in URL High ® Resolved

M-01 Anti hooking not implemented Medium ® Resolved

M-02 Improper Input Validation Medium ® Resolved

M-03 Application Data can be Backed up Medium ® Resolved

M-04 Application logs sensitive information Medium ® Resolved

M-05 CBC mode leads to oracle padding attack Medium ® Resolved

M-06 Exposed Debugging Symbols in Library Medium ® Resolved

M-87 Insecure Random Number Generation Vulnerability in Medium ® Acknowledged

safeedges.in
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M-08

M-09

M-10

M-11

M-12

M-13

M-14

M-15

M-16

L-01

L-02

L-03

L-04

L-05

L-06

L-07

L-08

L-09

L-10

L-11
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Sensitive information disclosure through auto-generated
screenshot

Missing Security Headers

Account lockout not properly configured

No rate limit leads to Dos.

PIN History Not Enforced

Public JWKS Exposure

Cross-Origin Resource Sharing (CORS) Vulnerable
Session active after logout

Improper use of Printstacktrace function

Android Export flag is enabled

App can be installed on a vulnerable upatched Android
version

App creates temp file
Deeplink Misconfiguration Enables Unauthorized Navigatio

Sensitive Google API Key Leaked in Android App Source
Code

Remote Access Tool Detection not properly implemented

Sensitive Data leakage via application screenshot (Screen
Caching)

Permission Overload: Dangerous Access Granted

Weak Encryption Algorithm Compromises App Data
Security

Missing cookie attributes - httponly,secure,SameSite and
path set to root

Concurrent login allowed
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Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Low

Low

Low

n Low

Low

Low

Low

Low

Low

Low

Low

® Resolved

Resolved

Acknowledged

Resolved

Resolved

Acknowledged

Resolved

Resolved

Acknowledged

Acknowledged

Resolved

Acknowledged

Acknowledged

Resolved

Resolved

Resolved

Acknowledged

Resolved

Acknowledged

Acknowledged
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L-12 JWT injection Low ® Acknowledged
L-13 Disabled X-XSS-Protection Header Leading to Increased XSS Low ® Resolved
Risk

safeedges.in Page 10 of 134



-
safe -dges Xenea Wallet App Penetration Test | Security Audit
-

06

Detailed findings
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c-01  Unauthorized Access to Admin Api

Severity  Critical Status @ Resolved Category Broken Access Control

TESTING DETAILS
e Original finding number: 5.4
e Tools used: Burp Suite

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that the application allows unauthorized access to admin APIs, enabling
non-admin users or unauthenticated attackers to perform administrative actions. This occurs due to
improper authentication and authorization checks on admin endpoints. Non-admin User able to
access userld, walletld, nodes of all users.

VULNERABLE LOCATION

http:// api-stg.xenea.network/api/vl/admin/wallets?page=1&size=100 http://api-
stg.xenea.network/api/vl/admin/nodes?page=1&size=10

TECHNICAL IMPACT

Improper authentication and authorization checks on admin endpoints allow non-admin users or
unauthenticated attackers to access sensitive administrative functionalities. This could lead to
unauthorized access to critical user datg, including user IDs, wallet IDs, and node details. Attackers
could exploit this vulnerability to enumerate users, manipulate account information, or perform
administrative actions without proper privileges.

BUSINESS IMPACT

Unauthorized access to admin APIs can result in a severe data breach, exposing sensitive user
information and compromising the integrity of the platform. This could lead to regulatory non-
compliance, legal repercussions, financial losses, and reputational damage. Additionally, if attackers
exploit this flaw, they could gain control over user accounts, leading to potential fraud, identity theft, or
further security compromises.

REMEDIATION

e Implement Proper Access Control to restrict access to user and wallet data.
e Use Indirect Identifiers instead of sequential or predictable values.

e Validate and Enforce Authorization Checks on APl endpoints.

» Mask or Encrypt Sensitive Identifiers before exposing them in responses.

 Limit Data Exposure in APl Responses to only what is necessary.

REFERENCES
* Insecure Authentication/Authorization
¢ |dentification and Authentication Failures

e OWASP Authorization
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Casel:

1. Using a normal user’s cookies from the mobile wallet, we were able to access the admin [wallets API,
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which can lead to the exposure of wallet IDs and user IDs.

EZEE

Request

Pretty  Raw  Hex  JWs

JSON Web Takens

1 GET /api/vl/admin/vallets?page=lisize=100 HITP/1.1
accepr: */*
Auchorizavion: Bearer
eyIraugioid 1 SM4R1ATKZSyeHRORY
pmunu.c:hhaunnsuﬂmms ey JzAVIi0iTiN2YOY2Fi0C0=MDAXLTculTREZIZ
THLCIIb, EWyThe
VSyc“lD:\ldGHHJiR svz-xlrm,tmlny-{ermmmzmwxcsjh :\uaXRvLWlkLCS
heC 2L RSk
1dBMHTALCT2 ZXJtaUEuIJByLI’.‘JJhGllhanaﬂ]lD)] WESWR:J:GQiZJR}ﬂ\IGle”J
paVRwdnlzHS s InSyaWdph L9k 10101 ZnEw0Te3Ni03VT IxLTRINTYE Y TFRMCO2Z
3k xYTYZNCUSH 1iLCI0boE b 1S LenUi0idhY 2 N1eaki LCI =Y 29w ES 16 InF3ey5ibad
UaXRYLNNpZ25phi61e2VyLuFlbUlulHEoh 81 1GIwZWEp2CEwen uavn L IGVETWLST
AwiTHV0AFS0aWL1T]oxNzQxNTy20Te3L0T LeHAL0I EINDEOMzAXNT s InlRACIENT
OMINONZE10CwE anBp1] 0L ZDFATI TOND et 0TTSHCO0 YU 3LTL LN QrMDk YUl T 12T
2eyTiviarlenShbWUL0L Inh2SnbGY (HTAyCDEZOTY 2l He0DY 3HTg40D Q2 0. WST
VoA J4Ted THZ, QeTD
DT WEHicy sND L5 38 Th W BTk Fbn3oT_nOyLEWs § 1M7A3HE x ¥EVThLp Wg)30-C0
7

QFunayd 35gr3ITRRT 7 QVZAE'V"YD Iap-08Ea
315722DGACiBTw Tt I00KL ragxTI 22 Tqnnil

NIpHvSk1£YEDBODa ipZngT_gdm5E7_nsTONALCTHrOSCINITK gs HGE.]:U Einond
GSE£LBGw

User-Agent: PostmanPuntime/7. 43 0
Postnan-Token: cecf6adl-Del3-46c1-9478-309d99c£986

Host: api-stg.xenea.network

Accept-Bncoding: gzip, deflate, br

Commestion: kespoalive

Cackis: AVSALE:

HAD7AC Culx Vs LEVURgyaT: T
Sgxt+UmU+nenlYI8 1S5RS Lnn3/ +0RagSC/ATuoPHI0 Tt ok Br o] UNUX g¥vah ;

A @ €2 [samn o)

Done

0 highlights

Case 2:

1. Again using a normal user's cookies from the mobile wallet, we were able to access the admin [nodes

Response

Pretty  Raw  Hex

Pragma: no-cache
14 Empives: O

15 X-Frame-options
Content-Lenqth:

DENY
10834

"stacusCode®: 200,
"datar
“wallets: [

1

i rs77icait-Dace_acsshaLalsmi761c07]
TotaTusTI0.
“£vmeinual
“user_ians

LdY: 44047008 -B025- 4094 adTE-TCE5255 TS e,
rscatus’:0,

reypen-mull,

raser_idr:

19704344106 1-70b4- Lad £~ ELeLhT4cSdBA" ,

raccess_voren®:mull]

"id":"99564a03-0lac-4bEL-2E2a-a2300 4S£ET0",

“type”inull,

» 0 highlights

[ IEIES

API, which can lead to the exposure of wallet IDs and the user ip's.

ETEE ©

Request
JSON Web Tokens

Pretty  Raw  Hex  JWS

GET fapi/vl/admin/modes?page=lasize=10 HTTP/L 1
2 acecept:
2 Authorization: Bearer
eydraUqioiy 2M4R1ACR Sy HRORY
PHRTOSLCIhbCei0lISU=TINITS. eszdW'[xu)Jll\l‘YﬂY Fi0COZMDAXLTeuNTECZHZ

Response

Pretty  Raw  Hex

Vary: Origin
Vary: Access-Control-Request-Method
Vary: hecess-Control-Request-Headers
#-Content-Type-Options: nosniff
2-¥SE-Protection: 0

no-cache, no-store, max-age=0, must-revalidate

ions: DENY

OSLLT TMiLCIIb: EWydnec,
Ve 40dL4CHHT £R2SY2 2111105 Inlaey 1€ [uh0dHB=0 v 3h2 duavaLWl)-n:Cs 13 Pragma: mo-cache
het 14 Expires: 0
LAGMHTiLCI2ZRTzalS Ul JoyLCIhCLLbnR £aWQi01 e FRNGpIMRT | 1

Al RoculizlS 15 TSy addpb 1 9Bk 043 28w Teal 103V T 1L TRIIZFE Y TFRHC0E
S PTYANGUSHS T1LEI0b e 111512 0L 0§ THY2LSMILC T2 2 SuZS TE T 3eyS hod
WUARRVLNNPZZ Ephisle 2VyLnFihWluIKEch 251 ICEwZIWEpZCBwenSmaWx 1 ICVLYWlsT
LA TAV0AFS0AULLT 10 ¥ QNIITGZ 0 Te L CI 1 eHAL ) ENDEON2 ANIITgs InLhAC T EINTe
ONTHOMzc10Cws anBp1101 2DF 179 TOND et 0TV SHCODYMULTL LI QEHDIE STaUlTT 127
ZeyL 1w L enSHBNUL 01 71 2SmbGY ENTAYODEZ0TYaH M4 0D YINT g40D 02 (0. 497
Vo 120zan jatesmey LiHzigetD
TN MOLEJOI AL AR08 Oy B AN BT U330 0O
ar 3Sqr3TERRIpEaT e8U3AB2VITe_Jdb-05Ea
3){5Jz=DGdClBTVJccSDqun{!Jle’__U
HI1pHSELEYED800A_pEngT_g4nse7_ns7ONALE THE0SCINLIK_gS_WGSKU_Elngna
GO ELEGYw

User-Agent: PostmanBuntine/7.43.0

Pastman-Token: 7451547~ £hON-4De7-8e 2-98aa71 (505

Hout: Api-sig senes netvork

hecept-Eneoding: gaip, deflace, br

EhO9HT] 5

yel 0 highlights
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1¢ Content-Length: 1E5§

“statusCode” : 200,
"data’:{
"nodes": [

44

id":"B23410£0-3077-4E06-98cd-3568TeTdadd3”,
“domain®
"823412£2-37
a.network
"ip":"54 754 101 248",
"unitelist”: false,
"status":0

4826-98ed-2568T

da4d3.sty.xene

"id":"ch24d87-130h-4Ted-h35e-02E72a52652

“domaintc
“eD£24d57-136b- 4720 h3Se-DeETIATEE3T. STy, kene
anecvork?,

@ & €[> [searn £ onighlights

Target: hitp://api-stg xeneanetwork /9

Inspector
Request attributes
Request query parameters
Request body parameters
Request cookies

Request headers

Response headers

wer (3)

& x g
2 v g
‘
2
a
A
0 v
B
2 v
z
2
D v B
5 v

11,629 bytes | 208 millis

Target: hitp://api-stg.xeneanetwork /5 HTTP/1 (3)

Inspector
Request attributes
Request query parameters
Request body parameters
Request cookies

Request headers

Response headers

L@ X |5
N -
2
3
2
2 v =
o~
B
2 o~
=
g
g
g ~ | B
2 ¥

2,449 bytes | 215 millis
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C-02 Unauthorized IDOR leads to Information Disclosure

Severity  Critical Status @ Resolved Category Broken Access Control

TESTING DETAILS
 Original finding number: 5.5
e Tools used: Burp Suite

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that the application lacks proper authorization checks on admin APIs,
allowing non-admin users to retrieve sensitive details such as user ID, wallet ID, nodes, IP address,
access token, and username. Additionally, non-admin users can modify the whitelist settings for any
user’s node, enabling unauthorized changes to security controls like IP addresses and devices. This
vulnerability leads to Insecure Direct Object References (IDOR), allowing attackers to bypass access
restrictions, modify security settings, and potentially escalate privileges or disrupt services.

VULNERABLE LOCATION

http://api-stg.xenea.network/api/vi/admin/wallet?walletid=5771e34f-0acc-4c98-8b3f-1a1921781c07
http:// api-stg.xenea.network/api/vl/admin/node?nodeld=823412f2-3c77-4626-98cd-35687c7da4d3
http:// api-stg.xenea.network/api/vi/wallet/pre-recovery http://api-
stg.xenea.network/api/vl/nodes/f7177a68-a0ac-4302-935b-95177alff005

Parameter: Walletld, checksum, nodeld & whitelist

TECHNICAL IMPACT

User Privacy Violation: Unauthorized users can retrieve or manipulate personal data. ID Enumeration
Attack: Sequential or predictable user IDs enable mass data scraping. Privilege Escalation: Attackers
can access admin or other restricted accounts by modifying requests.

BUSINESS IMPACT
Regulatory Violations (e.g., GDPR, HIPAA) due to improper data protection. Loss of User Trust if sensitive

data is exposed or misused.

Potential Financial and Legal Consequences if attackers exploit user data for fraud.

REMEDIATION

e Enforce Proper Authorization Checks on all user data endpoints.

« Use Role-Based Access Control (RBAC) to restrict user permissions.

« Implement Object-Level Security by verifying ownership before returning or modifying data.
» Avoid Exposing User Identifiers in URLs or Responses unless hecessary.

e Use UUIDs Instead of Sequential IDs to prevent enumeration attacks.

e Validate Requests Server-Side instead of relying on client-side controls.

e Monitor Logs and Apply Rate Limiting to detect and prevent mass data access attempts.
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REFERENCES

e c7-enforce-access-controls
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* www-project-application-security-verification-standard

e final

e qaccess-control

STEPS TO REPRODUCE

Casel:

1. Using the obtained wallet IDs of all users, modify the walletld parameter to another user's wallet ID.
Send the request and observe the response, specifically checking the checksum value returned.

Request
Pretty Raw  Hex  JSON Web Token
i GET /apifvl/adminfwalletivalletIdfST71c34e-Oace-aco8-op3ttaiszi7aie0r Hrresi L

z accept: /%

3 Authorization: Bearer
eyJraWii0idpY 1 EVVwvZIHAR1dERD RT0iLCIAbGei0iISUsTINIIS eyTedWl
404 TANTUOMGE30COLMGUxLT cwl) ctMWUxML 0x 0GT4YWI L ZDA4M] 04LCT b2 duaX Rvmdyb IVucy TEWy TheClub3T0aGVhe 34THVS
Ye240d1dGMHT ER2SVZIX1TL0¢ Imlacy 16 InhOAHB 2 01wwXC S 4b 2 duaRyLLk cCSheClub 330 ACVhe IQEHS ShEWFEDS Shd MUY 2e
EXCSheC lub3J0a6Vhe J0eMY Sy cTd 0d 1 dGHHT 4 LCT 22T zaWSuT joyLCT 3bG11bnR £V 01 INVES TWREGA2Z ) PNGP 1M Jpal
wAnMaN5 s TnSyaWdphlSqdClk 104 TxNIBuMVE1Z10vNakzLTQSHTECYIZ1TA01YTRI Y xY2E20DgiLCIObZC Ib1S1cUL04T
Le3MiLCI2YISwZSIE InF 3oy 5 I duaXByLoNpZ 2 spbisleTVyL 11C8 LICVEYWLSTivwiToV
0aFS0aV11I30xNzQxNDEYMZGVLCY LeHAL 0] EINDEZHI ECNzNs I 1hAC IENTCONTUZNTI 3lywi anBpl) o AMDM2NDZ LMVHC Hul 4y
OYnYOLWFhZGHE OWZ3 M V12T T4M Uy T dvi dXI1 emShbWUL 01 Inh 2 SnbGY {HTEONTA40 IMTY4In0. 3b
VDSeZ A_Scdx_ {~PD-pWUVRFUCT sXCY1-CETHUOUUD TwqXZr 2x RIRT dqk S Y98E-ns THIhoMOETISLO_xATr TxmM
nbT o o iMEv-ps_BOUB3Ix2xX4 EUTSUPRUNIL] CRYZSSEhuhEYTRS
YFRhALEUZKLLLqgsBOT 2 xBe LInOVK £a¥hd L INS w1 xHapUY__4bg2ucOqlEadsT] SRYRHBY 510 110vD4g0LVNLauL
clrlo-T3t_O-zalz_ICATxZWHbNGVSzQ

4 User-Agent: PostmanBuncime/7.43.0

5 Cache-Control: no-cache

¢ Postman-Token: 3e5935ac-4ab0-4218-8570-90c£2d0B777¢
Host: api-stg. xenea network
Accept-Encoding: gsip, detlate, br

@& €[> seach £ ohighlights

QB w =

=H

Case 2:

Response

tty Raw Hex
1 X-XSS-Procection: O
Cache-Control: no-cache, no-store, max-age=D, must-revalidate

3 Pragma: no-cache

Expires: 0
X-Frame-Options: DENT
Content-Length: 57

(
“statusCode”:200,

"data”: {
“wal
:"5771e344-Oace-4e96-8b3¢-1al921761e07",
stacus:0,
11,
user_id": "0784aat8-3001-70dc-Sl
"access token®:null
I
"nedes”: |

Ul
5
n

[oecrmmr 57505

SeBEB054d 8788155072 thh £5b2ChhE 103 A5a4600b05C 75818381 2" ,

Tedes T T

@@ € || | search

£ 0highlights

1. Chaining the above case, we can now use any checksum value obtained from the response. Modify
the checksum parameter in the API request by replacing it with another user's checksum value and
send the request. Observe the response to verify unauthorized access.

Request

Pretty Raw Hex  JSON Web Token I n =

VDSeleqXssA_Sedx_GPWwKdraX-PD-pWUVRFUCT sXCY1-CSTXUoUus TwarZexRIRT dqke Sk YSBE-nsTHIhoNOETTSLO_x4Tr TxnM
nbTE=Y 0Sem7sugZrOer 30 iMEv-ps_BOUB3 ¥ x¥4Bu7SUppwiiL)Cowz SsthubE¥TnT
3VFRRALEUZXLLLYG=B07 TVF Phgghql xBel LOVX tn¥h I LbINScuTxMepUY__abgZucBqleas 71 S RVEHBYS LoTi0vD4g0LVNLEUL
ckQo-T3t_U-zals_SCATXZVHRNGVS2Q
Content-Type: applicacion/json
User-Agent: PostmanPuntime/7.43.0
& Cache-Contrel: no-cache
Postman-Token: Of035hff-7TbOb-41l6-a72£-c21702£24573
5 Host: api-stq. xenea network
5 Accepc-Encoding: gzip, deflate, br
Gonnection: kesprali
11 Co
1 Cookie: AWSALB=
rPDEcZuxaSSxé ShV3cBU4AL gL TS T447FvV4GlS+92r PTAOHE 0 SD 09 78ggOEUKA Yx Qi § 3 arHZ fDwi dve AmIbK2IWI L1 SHODLUR 31
MTcoESvalTs tysusZDUyKyct; AWSALBCORS=
rPDECZwxaSSx6ShVIcBU4AL gLi1ST44 7PV V4GNS + 22 FTAOHE0SD 08 76gg0E Ui YxQk §)ar HZ IDwi dve AnIbKIWI L ISHEDLUR+ ) &
M7eoE5vacTs tysusZDUYRyc+

a1

[Fchecksua": "5750972325e868054d-ed7001b5¢ 72 Ihh (SH=ChbE 103 a5AAE00R0GC 758103010

1s| )

@& € > seach O onighlights

Case 3:

Response

Pretty Raw  Hex 1d

xpires: O
X-Frame-Options: DENY
Content-Length: 331

(
"statusCode”:200,
~data":

"updatedVallets”: [
3

O:==
Bw =

“4d": "e4247¢6a-20Ea- dceb-DheB-334889d050E5 ",
“createdAc®: 1741412701050,
1741412701050,

ogle_l14508981439272017168",
“ehecksun®

87¢40a78-50e1-7027-1e12-18¢0abed0824",

©08723292 0600564426 47081bS 72 fhb £5h 2 cbbE 1032522500505 T50 £83a12"

@@ €| 2| | Search

P | 0highlights

1. By changing nodeld to another user nodeld, sending requests and observing the response body.
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https://owasp.org/www-project-proactive-controls/v3/en/c7-enforce-access-controls
https://owasp.org/www-project-application-security-verification-standard
https://csrc.nist.gov/publications/detail/sp/800-162/final
https://learn.microsoft.com/en-us/security/develop/access-control

Xenea Wallet App Penetration Test | Security Audit

Target: http://api-stg xeneanetwork /7 HITP1 (3)

== | jngpecor ¥« ] @ X a
Request Response
Pretty Raw Hex s JSON Web Tokens n = Pretty Raw Hex W = Request attributes 2 v = |
e i ]
L GET /api/vl/admin/node?nodeld=823412£2-3077-4626-98cd-35687c74adaz 50 RQQ/0 103D EHU TZMQRQELCHCOMETNC ; 2
| m1TR/1.1 Expires=Fri, 14 Mar 2025 1£:42:47 GMT; Path=/ Request query parameters 1 v g
2 asespe: /% Set-Cookie: AWSALBCORS
2 Authorization: Bearer mnwnxsuhcpuzwnsejPryasxpmwznvvmlumcquunuuunumzcas
eyITaWQioid “M4R1ATK2yeHRORY TRQQ/0: TZHPARiO+COMETNC 2 Request body parameters o X
pHRTDxLCJh}zchDxJSUzIL]\L\.JE EYJ:(WU.U).J).I‘_ 2Fi0COZMDAKLTcWlTECZIZ Expires=Fri, 14 Mar :n:s 16:47:42 GNT; Path=/; SameSite=None B
THLLCTIBE EWyIneC, 7 Wary: Origin v
VEy R e uaXRvLYiJ.):LCS 2 Vary: Access—Control-Bequest-Method Seauestraoties 4 z
hec. 29EHETRCC Vary: Access-Control-Request-Headers 2
lb\EHHhLCJ_ZXJzaWEuI]UYLCJJH"'" P£AWQL01IC] FRNGRLNZT Type-Options: nosniff Request headers s v &
PaVRudnHeHET s TnSy aWdph 1 Sqdll L0111 ZnEu0Te 31 D3V T I« LT RINSY Y TFRUCO2Z K-¥SS-Protection: 0
1 xYTY2NCUSH T LCI0b2E Lb 1S 1eTlL 0L ThY N e 3M1 LC I2Y2SuES 16 InF Sey S bad CarheConirol  net dReREs HOSSEURE, RaNsawe T, st revalidate
Response headers -

WaXBYLANpZ2Ephisle Ty LnFlbUluTHEch 8116w IWEpZCEwen SnaWs L IEVEYWLST Praguas Aeocasks
lvmeaFEDaU]]'ljBxﬂzﬂxﬂTq‘ﬂTLZLCJlaﬂllﬂjEJ!\I'DEDHzAxNquInlh(\CIEHTC 14| Bxpires: O
OMTHOMze10CwianBpTjol ZDFiTIYONDetoT =7
zcyl)v)d}d-ﬂc-Sh]:WLDLJn.l:“inhcvfﬂTLyDDR nwzujmnnv:nrgqnnq In0 us-l

ions: DENY
PR

Vo 120Z4MT §4TeITHL] L1HZiQeTD
TDTY‘kU‘lﬂ-{xysNDaLEJBJTAEVR!JXRhnSnR nOYLFWs 1iMTA3NEE J¥YEVThlpIUgi3a-c ¢
35z 3TERRIpFal 7:5V3)B'V'YB Jap-058a

SkSJzzbsdth TwittS0aKiragxTI22M,
NIpHvSk1fYEDB0a_ipZngT_gim557_nsTONALCTHIOSCINiIK g5 T ussw Einond
GSE£LBGw

User-Agent: PostmanPuntime/7 43 0

Postnan-Toksn: 03££6dfb-Dela-4ate-B8a7-E103sssfhaat

Host: api-stg.xenea.nstwork

7 Accept-Rncoding: gzip, deflate, br P e e
[ . e “atacus
Cooirie: AUSALB )
Ta62gKi 15 Bx 414 By xum a6 7 SZADVIRURSSWxHL5 10dp 44D i uSht cnB 1AL GHD 7 GHSNe L }

@@€2 [samn 5| onighights | (D @ €][> | searen £ onighignts

Done 981 bytes | 211 millis

Case 4:

1. Modify the nodeId inthe URL after /nodes/ , forward the request, and observe the response body.
Verify that we can access any user's ID and check that the whitelist parameteris setto false .

m ) Par; Target: http:/api-stoxeneanctwork /2 HTTRA (3)
a== Inspector w3 @ X 5
Request Response
Pretty Raw Hex ws JSON Web Tokens w n Pretty Raw Hex Rende no= Request attributes Z ~ B
L . i . bl
1 GBI /api/vl/admin/node?nodeldf823410£2-3c77-4626-98cd-35607c7dadd3 o 1KQQ/Onk cHUGO 1D EHUTHED SCOTZMQPQELO+COMETIG ; 2
HTTR/1.1 Expires=Fri, 14 Mar 2025 16:42:47 GMT; Path=/ Request query parameters 1 v 8
2 aceeps: */* Set-Cookie: AWSALECOD:
3 Authorizacion: Bearer NLEQTnxecshe BLATV+0se JKTyaSxDEY fuo=0v LVl AMIC QXD turme 4 LD 1baMk 203 £
ey IraWQitid, ZM4R1dtE2SyeHhORV enmCSOXK FHBTEQ] / Onk cMUq0 jDrHUMB 0 2NF SESCOTZMQPQEL 04 Coll£ THE ; Request body parameters o ™
pmuuucm:suumummas ewzauu:uu 2YOYZFi0COZMDAXLTewNTEEZIZ Bxpires=Fri, 14 Mar 2025 15:42:47 GUT; Path=/; SameSite=None B
THLLCI B &uyanec 7 Vary: Origin et coc B
vsy 240d1dGHHI £R25VITx 1 T10s TnloeyTETuR0EBE0LWvKCE h2uaKRVLULECES | © Vary: Access—Control-Bequest-Method Eae z
nec. 2 Shazm CoheC. 2404 Vary: Access—Control-Request-Headers 2
LdCHHTILCI2ZHI 2 2WEUT § oyLCTIbCL bk aW0L 01T 2NVESYVE b Cd 22§ RRNCp LIST et et Tk DRL RS CALHIEE Request headans s v &
PpaVRudnlolSTs InSy aWdph 1 Sqdik 171 ZnEutTe 35 03V T IxL TR LNV YTRRMCO2Z XXES-Protection:
IRxTTTNGUSH] TiLEI0b e Lb 1S 1eai0 L ThT AN Le 3 LCI =Y 2w S 1E TnF Jey 5ibad Cache-Contral: mo-cache, no-store, max-age=0, must-revalidate
Respanse headers 15 v

UaXBLnlpZI5phisle Ty LnFkbluTHEob 511 G9wZWSp2CEwen Snals LI EVEYWLST
iwiU0aFS0aWl1T]0xNz0xNTg 0T 3LET LeHAL 0] EINDROME AxNTgs TnlhdCTENTe
OMTMOMzc10Cwi anBpLjoi EDFLYIYONDetoT

zeyTiwidALenShbWUi 01 Inb29nbGY (HTAyODEZ0TY M3 M40DY3HT 40D Q2 Ind  WST

Pragma: mo-cachs
Expizes:

prions: DENY
Content-length: 188

Vo 12024MT) 34Ted THO1]
TDTY:VEH:ysHDALETBITA EwRPnZoR_nlyLPUsiiNNASNE: JYBUThLpdUg)3a-C0 i
QFunaxy’ 15gr3IEKRIpFul 7r‘5V3AB"v”Yn Jan-D5Ea "statusCode®: 200,
ragxT T2 2Uqmnl f
NIpHvSkLYED800A_ipZngT_ginse7_ns7ONALCTHEOSCINLIK_go_t wss]:w Elngng "id":"B23412£2-3077-4626-56ed- 3558 e TdaddR"
GEE£LBGYY “domain®:
Ussr-Agent: PostmanPuntime/7.43.0 "B23412£2-3¢77-4526-980d- 35687 Tdadd?. sty xenea nstwork"

Postman-Token: 03£f8Afh-Dele-4aTe-88aT-6103ecethaas
Host: api-stg.xenea.network

Accept-Encoding: gzip, deflate, br
3 o

g,

T e

[T ;
a2 gRL L SR 4114 oy a7 SZADBIEOROS WL HLE 10 dp AU §uShit e 1L GHD7SHE L ¢

G €[> [sarn o] onigniignts | B [ €] 2] | searn 2| onigniights

2. Modify the domain and IP parameters to arelated node 823412f2-3c77-4626-98cd-35687c7da4d3 in
this request. Additionally, change the whitelist parameterto true

" a
Request Response
Pretty Raw  Hex WS JSON Web Tokens W s n o= Pretty Raw Hex = B
7 i, B 3
TTRUT Jpi /vl aduin/oode /STIALE E2- 37T 4676 50ed 3568727dnAd3 HITR/L L T 3
% | mensne Ser-Cackie AUSALE- g
Authorization: Bearer eydralQioil: 1 o oTesSEBTpAaTAE T 12K/ FUSHIISuDS. 7D0eT D £hsB8381I04/TIRACL
£1k191e2UiliJhVINLe3MiLCIZY2OWZS 16! B2 2Pk LesVyLlnFrbWluIHBoh 251 1CIwZWsEE 1D 1sc. ; Expires=Fri, 14 Mar 2025 17:07:2& GMT; Path=/
; e 2 Time o vk Lescntoa; | 6 mesankie AGShLSEORA
4 Content-Type: application/isen oTes3GBTpAaVhASGhT g2/ USHIISuDS. 7B0eT EPEhsBIBLIOA/TINEGE | [B)
5 Postman-Token: £958ad73f-S7ea-43ad-8b54-30ci4dfSEanE 1D 19t 7 Expires=Fri, 14 Mar 2025 17:07:2& GMT:; Patl ;
¢ Hust: spi-stg.wxenea.mevwork SameSitestione z
7 Aceept-Encoding: gaip, deflats, br ? Vary: origin 2
c ton: lee Vary: Access-Gontrol-Request-Method ;

Vary: Access-Control-Request-Headers
Type-Options: nosniff

~Protection: 0

no-cache, ne-store, max-age=0, must-revalidate

Tont ent “Length:
10 Cookie: AWSALB=SKsTLQSUzZRz7eviBDINIwEQUhIq5355gglqUDTLASK /aceTqBRIE:

H-xss
Cache-Contro,
Pragma: no-cache
Expizes: O
¥-Frame-options: DENY
Content-length: 187

4676-56cd-35687cTdadd3. sty xenea network"

{

4id":"803410£2-3077-4626-9Bed-3568 e Tdadd3"
“domain®

3. Verify this by sending the first request in the Repeater tab and observe that the whitelisted status can
be updated.
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@ concer [ <1 Target: http://api-sto.xeneanetwork /°  HTTEA (3)
==

2
Request Response 2
Pretty  Raw  Hex  JWS  JSONWeb Tokens ® w = Pretty  Raw  Hex = E
L CET /api/vl/admin/nodelnodeTdfE2341215-3277-1E2E-Shca- 358872 7dadas JAITP/L. L 4 Conn n° kespoalive 2
2 aceept: /% 5 Sec-Cook g
3 Auchorizacion: Bearer THCLCAUNedLTEE Ta/nt CHIE 1uD3 quyLE goATRE ZUFap /- 111 s /00enCaET/BVRE
ey TraWlifid: L M4 R1dERDS TOLLCIRbGei0iTsUzI1 1XaCzhIxWWlpxDBADSACKWEX InsSeHdy2y; Expires=Fri, 14 Mar 2025 17:09:31 GMT; Path=/
135 eyJzdUT 104 JiN2YOY2FL TCullTRCZ321 051172 mHiLCTibE v | 6 s e: AUSALBCORS=
Y TheC Lub 270ACThe? QM Sy 2 40dLACHHT £02 5027 1 TL 06 Tnl zcyTE Tnh0 (B 20 LuvHC8 b2 du Bl it Shet T+CLCRUNCALTES T q/6rt OHIB YLSgoATESZUap/ L1 sovencarrevns | @
-SRI SO She. Z40d14GUHI1LCIZEX T2 VST oyLC xDEADEACKVKx inbScHdy2]; Bxpires=Fri, 14 Mar 2025 17:09:31 GMT; Path=/;
IBELIBNELANGL0L I ErGpLM 15 15qdGi1 0191 InEwC T INL0ITT L =
TR INYCTTPRHCORZ 3k Y TYalIGUSH] [1LCI0b 26 Lb15 1 oUL 01 JhY LM LC 2T SwZS 16 TnF ey b 2dustRel g
1IGVEYWLsTiwi 11TjoxNzQxMTg20T 3

nlpE25pbi5LleVylnFibWluTHEab 251 T
©3LCT1eHAi03 ENDEOMeAx N Tgs TnlhaC 1EHT cONTHOMz o L0

anPpTjoiZDFiYiYONDe OTYSHCOOYAlZLTLING G
T1z¥zeylividQILenShbWUL0iInb2Snb oV (M TAYIDE20TYZHIN4 0DV IUTg40DA2 In0. WS TVodlhiv 78R,

120z4mz JaTesmizi 1182502 TDTDT 1 <
_MOYLPWs1iNNASNEr JYBVTh1pJUy: 35gr 3TEKRIpFull TrSVIABIWD 12 Cache-Control: max-age=0, must-revalidate
7l i F g7 12 gL Tirrdng U NIpHvSKLEYED |13 pragma: me-cache
IpZngT_q4mSE7_ns ONALE THE OSCINLIF,_q5_WGSKY_E1aBuB69E FLBG ypires: 0
4 Dser-Agent: Poscmanbuncime/7.43.0 Frame-Options: DENY

S Postman-Token: DIffEdfh-Ocle-4ale-88a7-5l03ccefhaas  Content-Length: 187
¢ Host: api-stg xemea network

Accept-Encoding: gzip, deflate, br 18

"statusCode”: 200,
e

9Bcd-35687cTdadds”

18PxAI+ By runas 15 Z4DWIEORESWRHLE LD TdLEHDTEHS Ne 12t 542 rdoTa .
-58cd-35687c7dadd3. sty xenea. network”,

YELLAUCg75at81GEPgRIULSQLPTqEEhoSus; AUSALECORS=
TaB2gKi15Rx4l+8y umas75Z4DUIEILE sWRHE 10dp 1416MD 7EHE e 1205947 ydOTo
HBLLAut g7SatBiGSPgRIud SULFYgfEboSux

O [€] 3] | searn 2| onignights | (3 &} (€3] |searen 2| onighlights

Done 980 bytes | 169 millis

c-03  Insecure Broadcast Receiver Leading to Arbitrary File Write

Severity  Critical Status ® Acknowledged Category Improper Authorization

TESTING DETAILS
e Original finding number: 5.17
e Tools used: adb am

» Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that the application registers an exported broadcast receiver that
allows arbitrary file write operations due to improper access control. The broadcast receiver listens for
the event com.xenea.wallet.stg.MY_CUSTOM_EVENT, and an attacker can abuse this by sending a
crafted ADB command to execute arbitrary commands and write files inside the application’s data
directory (/data/data/com.xenea.wallet.stg/files/).

VULNERABLE LOCATION

AndroidMainifest.xml

TECHNICAL IMPACT

Unauthorized apps can exploit the insecure broadcast receiver to perform arbitrary file writes,
potentially leading to data tampering, privilege escalation, or remote code execution.

BUSINESS IMPACT

This vulnerability can result in data corruption, unauthorized modifications, regulatory non-compliance,
reputational damage, and financial losses due to exploitation.

REMEDIATION

If com.xenea.wallet.stg.MY_CUSTOM_EVENT does not exist in AndroidManifest.xml, but can still be
triggered, it means the Broadcast Receiver is dynamically registered in the code. To fix this, modify the
registration by restricting it to internal use:
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e Unregister the dynamically registered receiver if not needed:
context.unregisterReceiver(myBroodcostReceiver);

 If required, register it securely within the app using LocalBroadcastManager:

LocalBroadcastManager.getinstance(context).registerReceiver(myBroadcastReceiver, new
IntentFilter("com.xenea.wallet.stg.MY_CUSTOM_EVENT"));

REFERENCES
e Understanding Android Broadcast Receivers
e lLocal Broadcasts

* Dynamically Registering a Broadcast Receiver

Sending Alarm Broadcast to a Dynamically Registered Receiver

STEPS TO REPRODUCE

1.Run the adb am tool to create a file in the Android path /data/data/com.xenea.wallet.stg/files .
Once the command is executed, navigate to the specified file path to verify that the file has been
successfully created with the injected content via the broadcast intent, confirming the vulnerability to
arbitrary file write.

PS C: \Usezs\sampx\Deaktop\eNAPT\TonlS\pl:tFolm-tools> \adb exe 127.0. B 3x 21533 shell am bloadcast com.xenea.wallet.stg/com.xenea.wall
et.stg.MY_CUSTOM_EVENT "emd" la J 2ne g/f s /W

PS C: \Usﬂls\sampr\Desktap\eHADT\TonIS\pIatFQrm tncls> \adb exe 127. G 0. 1 21533 shell

ASUS_Ze1QD:/ # 1s /data/data/com.xenea.wallet.stg/files/
PersistedInstallation.WORFRKFVTFRd+MToxMDkOMDQyMzY1MzQwOmFuZHIvaWQ60TNhYTNmZTgyMGEONT LhMDIxNmM10Q. json hydrated_box.lock

Write.txt libCachedImageData.db

datastore libCachedImageData.d

flutter_callback_cache.json libCachedImageData.db-wal
generatefid.lock profileInstalled
hydrated_box.hive

ASUS_7010D:/ # cat /data/data/com.xenea.wallet.stqg/files/Write.txt

Broadcasting: Intent { act=com.xenea.wallet.stg/com.xenea.wallet.stg.MY_CUSTOM_EVENT flg=0x400000 pkg=exploit (has extras) }
Broadcast completed: result=0

ASUS_Z01QD:/ #
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https://stackoverflow.com/questions/28709219/sending-alarm-broadcast-to-a-dynamically-registered-receiver

-
safe -dges Xenea Wallet App Penetration Test | Security Audit
-

c-04  Sensitive Data Stored Unsecured in Local Database Exposes Privacy Risks

Severity  Critical Status @ Resolved Category Insecure Data Storage

TESTING DETAILS
 Original finding number: 5.25
e Tools used: adb

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that sensitive information, including the private key, authentication
token, access token, user account ID, email ID, and IP address, is being stored in the Android local
storage without proper security measures.

VULNERABLE LOCATION

Persistedinstallation.WORFRKFVTFRA+MToxMDQIMTIYNTYWMjI5OmMFuzZHJvawQ6MzklIOWYxMzYOMzIh
NmISODIMNjQwYw.json hydrated_box.hive libCachedimageData.db-wal com.xena.wallet.stg/cache/*

TECHNICAL IMPACT

Exposure of sensitive data stored in local storage can lead to unauthorized access, credential theft, and
account takeover.

BUSINESS IMPACT

Compromised user data can result in financial loss, reputational damage, and hon-compliance with
data protection regulations.

REMEDIATION

Encrypt sensitive data before storing it locally and use Android's EncryptedSharedPreferences or
Keystore for secure storage.

REFERENCES

e Android Data Storage

STEPS TO REPRODUCE

1. First logout the account from the app and navigate to local storage path and observe the
PersistedInstallation.WORFRkFVTFRA+MToxMDQIMTIYNTYWMjI5OmMFuzZHJvawQ6MzklIOWYxMzY
OMzIhNmI5ODImNjQwYw.json and observe the content.

0 V}data/uéer:
PersistedInstallation. WBPFRRFVTFRd+HTn:MDHBHDQyNzle QwOmFuZHJIvaWQ60TNhYTNmZTgyMGEGNTLhMDIXNmM10Q. json
datastore
H.uttex _callback_cache.json

leLarhe(tImageDara ]

LlibCachedImageData.db-shm

libCachedImageData.db-wal

profilelnstalled

profileinstaller_profileWrittenFor_lastUpdateTime.d

at PersistedInstallation ,L\IGRFRHFVTFRdJrMTGxMDkGMDD‘yN zQwOmFuZHJvaWQ60TNhYTNmZTgyMGE DIxNmM10Q. json <
) "eyJhbGci0iJFUzI1NiIsInR5cCI6 9.eyJhcHBJIZCISIFE6MTASNDABH jM2NTMBMDphbmRyb21k0jkzYWEZZmULMjBhNDU

SYTAYMTZjNTkilLCJI1leHAI0FE3NDEUMD UUE10DdkWLILQm9t Z1EiLCIwem9gZl YmVyIjoxMDKkOMDQyMzY1MzQwfQ . AB2LPVBwWRQIhAPBz1WFjv76delh5coYzwmDe

2-R24Fg vl _cdQsIwAiBGugiV-qmFxpyw W v‘DlUFlpl'qulbuag\.‘odew RefreshToke UNSgOAdQZDjfjlp2nHdl_ IQCOQKmw1z3y+q9_uFCrIlézeghwbg3yUls

QuBpyM-tzMIWHCXLaXeItQBKBhvmyk-EQ_ ", "TokenCreationEpochInS " 1741223734, esInSecs":604800}ASUS_I005DA: fuser/®/com.xenea.wallet.stg/files #
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2. cat hydrated _box.hive and observe the access token, user account id, email id & ip address.

ASUS_I00S5DA: /data/user/0/com.xenea.wallet.stg/files # cat hydrated_box.hive
t UserCubit

user_state

account_id

gems_total

gems_today

url_avatar nick_nameemail
email_zealy
email_galxezone_idcountry
country_namreg_time
last_loginlast_ip

link_zealy

link_galxe

Llink_chat3

wifiProvider

freeWifiTime®
backupTypeNONE#>#AuthenticationCubit

auth_state

accessToken
isSignedInloggedOutReasonsystem
isLoggingOutrefreshingToken®

*0

LocaleCubit

app_localeene@dAuthenticationCubit
auth_state

accessTokenkeyJraWQiOiJPYVEYOUxxZWRuRXoySFZEVIRvQmZRMUtrVVwvZ2MUR1dtK29yeHhORVPpHRTOiLCIhbGci0iJSUzI1INiJ9 . eyJzdWIi0iJjNzAPOGE30CT jMGEXLTewZjctNjUINCEYNFBiOGY
hMDISODIiLCJIjb2duaXRvOmdyb3VweyI6WyJheClub3J8aGVhe3QtMVIyc2U40d1dGMHIFR29vZ2x1I10sInlzeyI6InhOdHBzOlwvXC9jb2duaXRvLWLlkeC5heClub3J0aGVhe3QtMSShbWF6b25hd3MuY29
tXC9hcClub3J0aGVhe3QtMVIyc2U40d LdGMHIiLCI2ZXJzaWIuljoyLCIjbGLLbnRFaWQi0iI2NWESYWRrbGUzZ jRhNGp1M2IpaWRwdmMzMSIsIm9yaWdpbl9qdGki0iIOMWZLMGIKMCOxXYTEOLTQSYTKEY R
hMy11MThkODFLZWF1YmQilCJ@b2t1b191c2Ui0iJhY2N1c3MilCIzY29wZSI6ImF3cy5jb2duaXRvLnNpZ25pbi51c2VyLmFkbWluIHBob251I1G9wZWSpZCBwemImaWx LIGVtYWLsIiwiYXVOaF98aWllIjo
xNzQxMjAzOTU2LCILeHAIOJE3NDEYOTAZNTYSImLhdCI6MTcOMTIwAzkINiwianRpIjoiY jUxZWU2NTCctNZEOMCOOZGMYL Tg4MmQtYWYZOWNOMjYUNZzgxIiwidXNLecm5ShbWUi0idnb29nbGVFMTEGNTALOTY
xNDM5MjcyMDE3MTYUIn®. W82CT7VdepNnJTRaKJIXFUrOFnwEk82EfOmtF7P6VUxdShIgwpBFcbKeilBhWS2qV1ThsXSx7UycGNPO-sWzP25-DbL-YSBKQXT jtgRtVEKx9tX_dX8Y3n471Qj87YadCeFNpBbfp
dnLbq1DHEosy-GZRJObBBzeFHLMU-SdM3mAy—Jvq6fFIVTME9vWicJdzdBteHKotAwgY_8TYrmGQU-aSEzL19P3XV5YixDuSUE-1GOCFwt6im8rEIxsNK_NqqHPNIbUpmACRHXZTAzDt2hoegFZF-vOYLE]_
91wRK2CH-T7IT5E-920T8NGLP8VGXx5NZ5mcCWpIGFditAy3wVVA

isSignedInloggedOutReasonsystem

account_id1346676394515496960
gems_total@
gems_today@
url_avatar nick_nameCWALLET7947992emailsampritdas39@gmail .com
email_zealy
Asia/ShanghaicountryIN
country nameTndireg_timees'VyB
110.224.99.98}JyBlast_ip
link_zealy
link_galxe
Llink_chat3
wifiProvider
freeWifiTimel
backupTypeNONE4G#6¢
WalletBloc
wallet

addresses
currentAddresnetworks
currentNetworktokens

showBalance
showLoadingmessage¢Ceoe
WalletBloc
wallet

addresses
currentAddresnetworks
currentNetworktokens

showBalance
showLoadingmessage#¢¢5
WalletBloc
wallet

addresses

address*0x2da77097b07+doffhdah501f7eRafhf2dfF18cTONameCWALLET794799imported createdAtee(VyB avatarUrlehttps://cross-wallet-stg-public—files-bucket.s3.ap
-northeast-1.amazonaws.com/1346676394515496960_0x2da77097b07+deffbdBb501fTe8afbf2dfF18c70_Avatar Wallet_Addressf7c7lc6c-6blb-U1bb-9569-2e506ba8eTa2indexacco
unt®e¢"geAbalancecurrentAddress

address*@x2da77097b07+d0ffbd8b501f7e8afbf2dff18cTOnameCWALLET794799imported createdAtee(VyB avatarUrlehttps://cross-wallet-stg-public-files-bucket.s3.ap
-northeast-1.amazonaws.com/1346676394515496960_8x2da77097b87fd@ffbdBb501fTe8afbf2dff18c70_Avatar Wallet_Addressf7c7lc6c-6blb-41bb-9569-2e506baBeTa2indexacco
unt®¢"9eAbalancnetworks

3. cat the libCachedimageData.db-wal and observe that it also disclose the account id.

ASUS_I005DA: /data/user/0/com.xenea.wallet.stg/files # cat libCachedImageData.db-wal
Te-9bo ¢ +00ue6ooboe . 08" 000
eoooitteQtablecacheObjectcacheObjectCREATE TABLE cacheObject (id_metadata (locale TEXT)bo¢.e0¢e|feeebee. 94u6q0l

_id integer primary key,

url text,

key text,

relativePath text,

eTag text,

validTill integer,

touched integer,

length integer
oo¢ . ¢A¢$[d?cctableandroid_metadataandroid_metadataCREATE TABLE android_metadata (locale TEXT)be¢.¢ ¢0Ie<¢bee. eveeNe[e
©?4?]Qhttps://xenea-prod-public-files-bucket.s3.ap-southeast~1.amazonaws.com/networks/xenea.pnghttps://xenea-prod-public-files-bucket.s3.ap-southeast-1.amaz
onaws . com/networks/xenea.pngaf739cU0-fa28-11lef-ad3b-eblbeb6bcT6a. png"e7195cbaa573UduoUsf3beSefibeltdy3 " oo  ¢iseboe, oojoke
oo
ook
©9YQhttps://cross-wallet-stg-public-files-bucket.s3.ap-northeast-1.amazonaws.com/1346676394515U96960_0x2da77097b07+d0ffbdBh5A1£TeRafhf2dfF18c70_Avatar_Walle
t_Addressf7c71c6c-6blb-U1bb-9569-2e506ba8eTa2https: //cross-wallet-stg-public-files-bucket.s3.ap-northeast-1.amazonaws.com/134667639U4515496960 0x2da77097ba7f
doffbd8b501f7e8afbf2dff18¢T0_Avatar _Wallet_Addressf7c71c6c-6blb-Ulbb-9569-2e506ba8e7a2af9d9270-fa28-11ef-ad3b-eblbeb6bc76a. *"afecdbelleGlaalv8esdaTOelabd7ubs
TUecatie o
+247] tht;‘:s ://xenea-prod-public—files-bucket.s3.ap-southeast-1.amazonaws.com/networks/xenea.pnghttps://xenea-prod-public-files-bucket.s3.ap-southeast-1.amaz
onaws .com/networks/xenea.pngaf739cU@-fa28-1lef-ad3b-eblbeb6bc76a.png"e7195cbaa573udueud+f3beSefubelddd3" oo  ¢ieeASUS_IOO5DA: /data/user/0/com.xenea.wallet.stg/f
iles #
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4. Navigate to com.xena.wallet.stg/cache/* and observe that it discloses the account ID and email ID.
Download the file to your system and analyze its contents.

pr\Desktop\eMAPT\Tools\platform-tools>adb -s 127.0.0
/ # /data /0/com.xenea.wallet
nea.wallet.stg
ampritdas39@gmail .com_xenea_backup_qr_code_17U411343641

p 134667639U515496968_sampritda: mail.com_xenea_backup_qr_co 364100897.png /sdcard/
ASUS_I885DA: /data/user/0/com wnallet.stg/cache/U5f2c7fc—fd3b-U060-bfcli-a22791Ufd@7d # exit

MAPT\Teols\platform-tools>adb.exe pull /sdcard/134667639U515496960_sampritdas39@gmail.com_xenea_backup_qr_code_1741134364180897.png
960_sampritda gmail.com_xenea_backup_gr_code_17411343641688897.png: 1 file pulled, @ skipped. 8.3 MB/s (27367 bytes in 6.089Us)

platform-tools X +

< T G @ Startbackup > eMAPT > Tools > platform-tools Search pl

‘m-tools Q

@) New X% (18] g ® W N sort = View B setasbackground (2 Rotate left < Rotate right (B Details

) Home ’

P Gallery

@ Samprit - Personal
5 1346676394515496960_sampritdas3o@q.. 06-03-2025 0147 PNG File 27KB

8 Desktop
3 Downloads
4 Documents

A Pictures

& Music g "

& videos
Static
platform-tools
Memory dump

12.Improper Im #

» Il This PC

> Wl Network

21items 1 item selected 26.7 KB

5. Open the file and observe that it contains the private key QR.

6. The QR is disclosing from another directory also.
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ASUS_TOOS5DA:

/data/user/8/com.xenea.wallet.stqg/cache # 1ls

U5f2c7fc-fd3b-U060-bfcl-a227914fd074 6c8bb1l5d-T7cc8-Ud2f-8a71-U7e881377e99 a70277df-a025-U086-abeb—fcf3fff8e957 libCachedImageData
ASUS_1005DA
ASUS_T@05DA
1366763945
ASUS_T@05DA
ASUS_T@05DA

ASUS_I@05DA

:/data/user/0/com.xenea.wallet.stg/cache # cd 6c8bblbd-"7cc8-Ud2+-8a71-U7e8813"7e99/
:/data/user/0/com.xenea.wallet.stg/cache/6c8bbl5d-7cc8-Ud2+-8a71-U7e881377e99 # 1s

5496960_sampritdas39@gmail.com_xenea_backup_qr_code_1741134364100897.png

:/data/user/0/com.xenea.wallet.stg/cache/6c8bbl5d-Tcc8-Ud2+-8a71-147e881377e99 # cd
:/data/user/8/com.xenea.wallet.stg/cache # cd a70277df-a025-U4086-abeb—fcf3ff+8e957/
: /data/user/@/com.xenea.wallet.stg/cache/a70277df-a025-4086-a6eb—fcf3fff8e957 # ls

arcode-179193833-f5316b97¢565528d8600685U1c59279. pna

ASUS_T@0O5DA:
ASUS_T005DA:
ASUS_TI@05DA:

/data/user/0/com.xenea.wallet.stg/cache/a70277df-a025-4086-abeb—fcf3fff8e957 # cd
/data/user/@/com.xenea.wallet.stg/cache # cd libCachedImageData/
/data/user/@/com.xenea.wallet.stg/cache/libCachedImageData # ls

at739clo-+a28-11ef-ad3b-eblbebbbc76a.png at9d9270-+a28-11lef-ad3b-eblbebbbc76a. *

ASUS_LUWUSDA:

safeedges.in
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H-01  SSL Pinning Bypass via Root-Level Certificate Installation and ReFlutter

Severity High Status @ Resolved Category Insecure Communication

TESTING DETAILS
e Original finding number: 5.1
e Tools used: Burp Suite Certificate, ReFlutter, and Burp Suite Proxy.

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that the application implements SSL pinning; however, it is not properly
enforced. As a result, SSL pinning can be bypassed by installing a custom certificate at the system level.
Additionally, ReFlutter can be utilized to repackage and modify the APK file, allowing an attacker to
intercept and analyze network traffic. This process involves extracting the application, configuring Burp
Suite as a proxy, and enabling invisible proxying to facilitate traffic interception and analysis.

VULNERABLE LOCATION

The vulnerability is present throughout the xenea-wallet.apk, affecting the application’'s network
communication security.

TECHNICAL IMPACT

The improper enforcement of SSL pinning allows attackers to bypass encryption mechanisms, intercept
sensitive data in transit, modify application requests and responses, and perform man-in-the-middle
(MITM) attacks, compromising the application’s security and user data integrity.

BUSINESS IMPACT

An attacker can intercept and manipulate sensitive network traffic, potentially leading to data theft,
session hijacking, or man-in-the-middle (MITM) attacks.

REMEDIATION

Implement strict SSL pinning by validating the server certificate within the application code, restricting
user-installed CA certificates, and using frameworks like Android’s Network Security Configuration or
TrustKit to prevent bypass techniques.

REFERENCES

e Android Developers - Network Security Configuration

e OWASP Mobile Security Testing Guide (MSTG) - SSL Pinning
e TrustKit - SSL Pinning for Mobile Apps

» Google Security Best Practices

STEPS TO REPRODUCE

1. Install the Burp Suite certificate at the Android system level using the following method.
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455 @ @ vi

&« Trusted credentials

SYSTEM USER

OpenTrust &
OpenTrust Root CA G1

OpenTrust ®
OpenTrust Root CA G2

OpenTrust @&
OpenTrust Root CA G3

PortSwigger @
PortSwigger CA

QuoVadis Limited @
QuoVadis Root CA 1 G3

QuoVadis Limited &
QuoVadis Root CA 2

QuoVadis Limited @
QuoVadis Root CA 2 G3

QuoVadis Limited ®
QuoVadis Root CA 3

QuoVadis Limited &
QuoVadis Root CA 3 G3

2. Now, run ReFlutter against xenera-wallet.apk, enter your Burp Suite/system IP, and press Enter. This
will generate a new APK named release.RE.apk.

>reflutter.exe xenea-wallet.apk
[*] Processing...

Example: (192.168.1.154) etc.
Please enter your BurpSuite IP: 192.168.1.10

SnapshotHash: 80al9c7111088100a233b2ae788el1fU8
The resulting apk file: ./release.RE.apk

Please sign, align & install the apk file

Configure Burp Suite proxy server to listen on *:8083
Proxy Tab -> Options -> Proxy Listeners —> Edit -> Binding Tab

Then enable invisible proxying in Request Handling Tab
Support Invisible Proxying -> true

3. Then, use uber APK Signer on release.RE.apk to sign it. Once the process is complete, it will generate a
new APK named release.RE-aligned-debugSigned.apk and install it in the android device.
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PS C:\Users\sampr\Desktop\eMAPT\Tools> java ar . \uber-apk-signer-1.3.0.jar Lo ;ign —a release.RE.apk

source:

C:\Users\sampr\Desktop\eMAPT\Tools
binary-lib/windows-33_0_2/1libwinpthread-1.d1l
C:\Users\sampr\AppData\Local\Temp\uapksigner-12178213796176269485
zipalign location: BUILT_IN
C:\Users\sampr\AppData\Local\Temp\uapksigner-12178213796176269485\win-zipalign_33_0_2.exe18108851466027304954. tmp
keystore:
[0] 161a0018 C:\Users\sampr\AppData\Local\Temp\temp_11323517342105618210_debug.keystore (DEBUG_EMBEDDED)

01. release.RE.apk

SIGN

file: C:\Users\sampr\Desktop\eMAPT\Tools\release.RE.apk (110.58 MiB)

checksum: 2e008dald2e855101014bf78cUd6bbc2fec5eTfab3d9c25e9al7a66bf1708ecd (sha256)
- zipalign success

- sign success

VERIFY
file: C:\Users\sampr\Desktop\eMAPT\Tools\release.RE-aligned-debugSigned.apk (110.69 MiB)
checksum: b2065b9361f255791609834d1alda7ae712a0256fcdllldcaf®82a06dea2cl3cs5U40 (sha256)
- zipalign verified
- signature verified [v2, v3]
Subject: CN=Android Debug, OU=Android, 0=US, L=US, ST=US, C=US
SHA256: 1e08a903aef9c3a721510b6Uec764d01d3d09Ueb954161b6254Uea8+187b5953 / SHA256withRSA
Expires: Fri Mar 11 01:40:05 IST 2044

[Wed Feb 26 20:34:41 IST 2025][v1.3.0]
Successfully processed 1 APKs and 0 errors in 2.02 seconds.

4. Now, set up the Burp Suite proxy with port number 8083 and select your system's IP address, then
click on the Request handling tab.

|
Binding Request handling Certificate TLS Protocols HTTP

' @ These settings control how Burp binds the proxy listener.

Bind to port: 8083

Bind to address: | Loopback only

All interfaces

® Specific address: | 192.168.1.10

| OK Cancel

5. Select Support invisible proxying (enable only if needed) and click OK.
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! Edit proxy listener
| Binding Request handling Certificate  TLS Protocols HTTP

‘ @ These settings control whether Burp redirects requests received by this listener.

Redirect to host:

Redirect to port:

| Force use of TLS

Invisible proxy support allows non-proxy-aware clients to connect directly to the
listener.

Support invisible proxying (enable only if needed)

QK Cancel

6. Also, configure the proxy on the Android device with the system IP and port 8083 and click on SAVE.
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hytjy07885

Advanced options

Metered

Detect automatically

Proxy

Manual

The HTTP proxy is used by the browser but
may not be used by the other apps.

Proxy hostname

192.168.1.10

Proxy port
8083

Bypass proxy for

example.com,mycomp.test.com,localhosi

IP settings
DHCP

CANCEL

7. Launch the app, enter the PIN code, and intercept its request in the Burp Suite.

Dashboard Target Proxy Intruder R Collak 4 Seq Comp Decoder O Search @S:ttir\gs

Logger  Organizer  Extensions  Learn  JWT Editor
Intercept HTTP history ~ WebSockets history ~ Match and replace @ Proxy settings

oop[v] Reetion. & [ @ opentromer | @

Time: Type Direction Method URL g

Request
Pretty Raw  Hex  JSON Web Token = \n

[ GET fuser/profile HTTP/Z

2| Host: mobile-api.staging. xenea.app
3| Usexr-Agent: Dart/3.5 (dare:ic)

4| Accept-Bncoding: gzip, deflate, br
5| Authorizacion: Bearer

lopadsul gh

v TOiLEIMbCEi0iISURILNITS . eyT=d¥Iioi ] SH2EOZWRE OCOYMDUXLT cwMWMEZ) € 10CO4 T2dhID Ll
ZGIRMUTLLCI3b: 330aGVhe 30t MY Sye?. s2221T wNCE b2y SheClub3I0aCVh.

LAGHHT & 13oyLCIibelibnRtaWQi0i BRNGpLNZJ) T 18qdGli0LT1Z)T4ZD
YL LML TG Leaoboe] h TRBonzs1 B
maWx1ICVEYWlsTiwiYXV0aFSOawll JAIN=Q0LCT. 1MS; RpIy A YTesLWIxZDT TYL
N3Pk iwi ] 13 QzNTgLNT g4l Oyl ¥ it TO4dnsTLAL ¥ A Y 2
x=4iqTkMeCoS1T: 22GEzLecGEZT0_E _WHNiRBaBglBk IX1 awiJI1  THyRsveTBIk iR
WAZT)L1XINSP_CKLROESgLD: X0l ._Ranjhusd ' LCBpY: 2 %
@& € > seach £ ohighlights
0 ; 0
Eventlog (23)"  All issues (100) @® Memory: 230.8MB
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H-02  Improper Implementation of Root and Emulator Detection Mechanisms

Severity High Status @ Resolved Category Reverse Engineering

TESTING DETAILS

e Original finding number: 5.2

e Tools used: Jadx-gui & adb

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During the decompilation of the APK, it was observed that the application implements a root detection
mechanism; however, it is not properly enforced. Despite the presence of the su file in the /xbin/
directory, the application fails to detect that it is running on a rooted device or an emulator. A rooted
device is highly vulnerable to malware and remote attacks, significantly increasing the risk of data theft
and unauthorized access.

VULNERABLE LOCATION

Throughout the application: xenea-wallet.apk

TECHNICAL IMPACT

A rooted device allows a user to install any applications which are not downloaded from the Google
Play Store. This increases the risk of malicious applications getting installed in the device which can
hijack the user credentials and can perform action on behalf of the user.

BUSINESS IMPACT

Failure to enforce proper root detection increases the risk of data breaches, fraud, and reputational
damage. Attackers can exploit this weakness to tamper with the application, extract confidential data,
and bypass security controls, potentially leading to financial and compliance-related consequences.

REMEDIATION

» Employ root and emulator detection techniques in the application. This can be done by checking for
the presence of superuser.apk or running the "su” command. The presence of which indicates that
the device is rooted and the application should terminate or should notify the user about the risk
associated with using the application on a rooted device.

» Root detection can be implemented by adding the following Java checks:-

¢ CheckRootManagementApps

e CheckPotentially Dangerous Apps
e CheckRootCloakingApps

e CheckTestKeys

e checkForDangerousProps

» checkForBusyBoxBinary

e checkForSuBinary

e checkSuExists
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e checkForRWSystem

e Native checks
» More information about different root detection techniques:

https://github.com/scottyab/rootbee

REFERENCES

« OWASP Mobile Security Testing Guide (MSTG)

» Android Developer Guide — SafetyNet Attestation API
e Google Play Security Recommendations

e Android Security Best Practices — Detecting Rooted Devices

STEPS TO REPRODUCE

1. Open the xenea-wallet.apk in JADX-GUI and analyze the decompiled code.

c| AbstractC2@32i

14 return false;

b

16 return true;
1
o

public static boolean w() {

9 if (!Build.PRODUCT.contains("sdk")) {
11 String str = Build.HARDWARE;
19 if (!str.contains("goldfish") && !str.contains("ranchu")) {
38 return false;
3
}
32 return true;
¥

public static boolean x() {

1 boolean w5 = w();
5 String str = Build.TAGS;
8 if (('w5 &R str != null && str.contains{"test-keys")) || new[File("/systemfappfﬁuperuser.apk")Lexists[)) {
Z return true;
I
39 File file = new Fjl%("jsystem/x)i'fsu"];]
42 if (w5 && file.exists()) {
7 return true;
i
51 return false;
1
public static boolean y(String str, String str2) {
1 if (str == null) {
3 if (str2 == null) {
5 return true;
}
7 return false;
¥
9 return str.equals(str2);
3
public static St String str) {
3, return r(str,
}
}

2. Navigate to the specified file path and check that "su” is present in the directory.

C:\Users\sampr\Desktop\eMAPT\Tools\platform-tools>adb -s 127.0.0.1:21533 shell

ASUS_Z01QD:/ # 1s /system/app/ && ls /system/xbin/

BluetoothMidiService CarrierDefaultApp ExtShared GoogleTTS NfcNci SimAppDialog
BookmarkProvider CertInstaller Gallery2 HTMLViewer PacProcessor Traceur
BuiltInPrintService Chrome GoogleCalendarSyncAdapter IME PlayGames.apk WAPPushManager

CMFileManager CompanionDeviceManager GoogleContactsSyncAdapter KeyChain PrintRecommendationService WallpaperBackup
CaptivePortallogin CtsShimPrebuilt GoogleExtShared LiveWallpapersPicker SecureElement

su_tcpdump

ASUS_ZO1QD:/ #

3. Use Root Checker to verify if the device is rooted.
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508 @ B

Root Checker Basic

VERIFY ROO UPGRADES RANKI

Congratulations! Root access is

properly installed on this device!
Device: ASUS_Z01QD
Android Version: 8
Date and Time: 3/3/25 5:08 AM

Advanced Root Checker

Adds: Customized assistance about the most
# important aspects of root status.

UPGRADE

Global ASUS_Z01QD Root Statistics
Ease of Root Install Rank: 902

Root Access Available: Yes
Root Install Difficulty: Easy
Top Reason to Root: *Requires Advanced Root

purchase*
Manufacturer Ease of Root Install Rank: 7

MORE DETAILS

Advanced Root Checker &
Root Account Status

UPGRADE

4. Launch the application and observe that it runs successfully on a rooted and enumerated device

without any restrictions.
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510 @ O v
() Save backup file to the cloud! X
Wallet [

. CWALLET5406669- [&

Address: 0x43al..697b © ©

-
| :,R XeneaTestnet ~

s

Total Balance

$0.00 ©

»
>
:%rz KENE 0.00 XENE

&, Import Token

0o

At

oo

H-03  IDOR Leading to Account ID and NFT Ticket data Exposure.

Severity High Status ® Resolved Category IDOR Leading to Account ID Disclosure

TESTING DETAILS
e Original finding number: 5.3
e Tools used: Burp suite

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, we identified a vulnerability that allows unauthorized access to sensitive user
information. An attacker can exploit this issue to retrieve account IDs, NFT ticket details, and NFT data of
any user by using their wallet address.

VULNERABLE LOCATION

Resources Affected:

https://mobile-api.staging.xenea.app/wallet/vl/transactions
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« https://mobile-api.staging.xenea.app/wallet/vl/nfts/tickets
« https://mobile-api.staging.xenea.app/wallet/vl/nfts

* Parameters Affected: walletAddress & address

TECHNICAL IMPACT

This vulnerability exposes sensitive user information due to improper access control, allowing an
attacker to enumerate and retrieve account-related details. Exploiting this issue could lead to
unauthorized access to user dataq, identity theft, and further exploitation of associated NFT assets.

BUSINESS IMPACT

Unauthorized access to user account details and NFT-related data can result in financial losses,
reputational damage, and legal compliance violations. If exploited, this issue could undermine user
trust, impact the platform’s credibility, and lead to regulatory penalties or security breaches.

REMEDIATION

As we are able to access the wallet details of any user, which is intended for this application, but the
app should not disclose the account ID in the response. Therefore, we recommend removing it to
enhance security.

Note: Since our account does not contain NFT-related data, we were unable to verify the exposure fully;
however, we recommend checking with the developer to confirm the issue in NFTs.

REFERENCES

« https://owasp.org/www-project-api-security/

« https://owasp.org/www-community/Improper_Access_Control
« https://portswigger.net/web-security/access-control

* https://owasp.org/www-project-top-ten/

STEPS TO REPRODUCE

Casel:

1. Open the Android application and navigate to the wallet transaction history section.
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704 © @
(® Save backup file to the cloud!

Collaborator (4) Sequencer Comparer Decoder D Search @ Settings

o Dashboard Target Proxy Intruder Repeater
X | Logger Organizer  Extensions  Learn  JWT Editor
o | _Intercept HTTP history WebSockets history Match and replace @ Proxy settings
Wallet M=
[ @ Open browser @ :

@ Intercept on Forward

. CWALLET5406669 [& Time Type Direction Method URL

Addr 0x43a1..697b © c

»
:;. XeneaTestnet

Total Balance

$0.00 @®

:{:)q XENE 0.00 XENE

&, Import Token

a0

@
Eventlog (23)°  All issues @® Memory: 2435M8

(=1}

B

2. Capture the API request that retrieves transaction details using Burp Suite and send it to the Repeater.

705 &0 ¥ 0 | Dpashboard Target ro Intruder Collaborator (4) Sequencer Comparer Decoder O Search {6} Settings
< XENE Logger  Organizer  Extensions Learn  JWT Editor
HTTP history ~ WebSockets history ~ Match and replace @ Proxy settings

5- oo v henesion 2 | @ openvomer | @}

me ection Method URL
Receive
=
5o
Activities i Raw  Hex JSON Web Token \n = =
Tiv Tet/vijer 3AL79 3cA09870ch 33175165 ThAPAGe DA S1Ean 20k CONEr ACCAAdT 4555 @
Oresults AQD0A3E25305617)FI0E7TERACTSATBRE) BITR/ E
bile-api.scaging. xenes. app a4
User-Agent: Dart/3.5 (dart:io} 2
4 Accept-Encoding: gzip, deflate, br =
¢ Authorization: Bearer
JraWQioid. Q ZMARLAEE [RTO4. 01381 ANiJS. eyJzdWIi0i1zNINONGFL0 0T SOZNWQwZ TE:
ZIMINWULLCT 3b I duakPy dmdy EWyJheClub3l Vhe3QeMVEyeZ40dldCMHI ERTSvEIx1110s Inlzey 6 o 3 vl lub’ €
SheClub3J0. Q LCI2ZXIzaWoul JoyLCI JbGLIbA] QEDLITHVESYWRrbGA2Z ) RhNGp LMT % CLITMTRmY) E
980C0WOGOLTRINTYE ONTwOS0SNEOYTQ4Yk20Ded LCIOb e 1b1S 12U 04 ThY2NL cIHLLCT Z5161nF3cySIbIdun 3 HEobZSLIGSWZWSpZER
maWil ICVeYW1sTivi THV0aFS0aW11 1] oxte 0wl gulTAZLCI LeHAL0) EINDEUNT Calijks In1hdC IENT cOMDky Nk 20 SwianBp 1) oiTMI0 AZYSO0MzEOLT, EezT) o =
WalhI iwidXN L cnShbWUL0idnk2 SnbCy OTgANDMSH) o MDEIUTYA L. Bt Jul LDrphmd¥nC=)pdlivEPF2CTse 1wCTus_Ulnkly) SEPEH: x (SWTZCAIpenqRZaVpTgniCSVlien O
Qo & JZEkL ELVE = ECaj=lrT43FlicGCivESIngMhoRax_faFprbllubcl m
TwUs_x_A AVMbA CHE3EgRAT TCRRE S Ly_: a_Zpddav_dMLEP7SEw @

TuB-H1.
Qv 18w £-4VUwCh 1k Suy €5 acCCFPETu-Oqss dUC_yUTT _x_.

P | 0highlights

@B € > seach

Eventlog (23)° Al issues

(® Memory: 2435MB

3. Send the request and observe the response, noting that no transaction data is returned as this

account ID has no transaction history.
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Request Response
Pretty Raw  Hex  JSON Web Token = Pretty Raw  Hex
1 GET /wallet/vl/t ct chainl 3al7%ad3 dddacésﬁs?sﬂﬂ!l'ﬂfli??h}

1
page=Disize=20icontractAddress=0x£1d372A0D0A3EI$3B56LTIFI0 LT 7EE,

AZBFEL HTTF/Z

x-macukraine, x-ms93I_0213, x-ms ]
x-utf-1éle-hom, x-utf-3The-bom,
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Target: https://mobile-api.staging.xenea.app ﬂ HTTP/2
Q==
w =

. ®x-pck, x-siis_0I13,
22t

x-ut £-321e-bo

74,

Set-Cookie: AWSALB=

4 Accepe-Encoding: geip, deflae, br AeYryLEEFglrgX Ikt rrQz7eCul
& Authorisacien: Bearer
4yJx AWQL01IFYVEYO 1Rvg aeK

TOLLCINbGe 105 TSUSIINLIS . eyIzdWl Set-Cookie: AWSALBCORS®
W 30eHV!

4041aNZMONGFLOCOSMDEXLTcwOT It Yty Ly Wucyl AcYryLSEFgLrghTxatrrQaTechL
ye240d1dGHHT ER2SvZ2x1T10s TulzcyT DLwwHCS Lub3 2! qEudlc fpwlZu0Ts 1S 5GEIT;
CLub3T 14CHATAL 130yLCIIBC11bnREANTA0L 2 L-ALL

is020;

qEudle fpwPuliZv07s185962Y; Expires=Sun, 09 Mar

L/E)k J4UPS 4507 0PcakMLuNr G5 § +BS cCABHKnAY D

2025 17:35:51 GHT; Paths/

Expires=Sun, 03 Mar
)

1 Te0PcakMivNEGGS S +ES AR RAYD

. 1/6k
2§ 17:35:51 GMT; Path=/; SameSite=None

wARNZNS [s InOyaWdph19qdGiri 01 12HT BEY§ g50COW0GEZLTRINTYE ONTwOSOSHE EOYTQ4 Yk z0Dei LCI 0BT 15191 e2UL 0L TRYIN

& X-Application-Contaxt:
1c3M1LCIZY29wZS 16 InFIcy5IbIduaRvLnipZ 2 Spbi 51 VyLuFkbW lulHBob 511GSwZWSpZ CEvcn Imalx L1GVE YWLs [ iwi ViV

X-Cache:

application:staging-hosts,staging,path-3p, qUArtz-jp,cognito,staging-web: 8443
Miss from cloudfront

73qe-TlvIXicIvlzWSY_Txg==

0aFS0aW11130xNeQulliguNTAZLCI LeHALD I EINDEWNT 0z 3k s InlhdC TENTcOMDky N2k 2 0Swiankp L3 0 iTIH20 3AZYS0 L Via: 1.1 696fcIlcSSeDee5l1BET88bSclaladed. cloudiront. net (CloudFront)
OMzEOLTg4YIECZT a 0 TY4In0. EtJullDrpha X-Amz-Cf-Pop: MAASL-P3

3TnCzipdMivBPFIGTseluGTuz_81nk1g)SEPSHrr £SWTZCAT gn{CSQ TB-

W1PsHybPulEZRewh ZR) £36wAGE. T0Bwge2VsZPIcZR GCa3-1rY43F14eGCIvES Inglhok

ax_taKprbll
$1v_xWHaeUrd-a_Tpdlav_dMLBP790w

GEPS Tw=0, : YUYIEGHVEZQUUS_%_A48vpNE-ghaWlhiCHRIEGRAITCRAZ

be
“cransactions®: [

“totalElements®: "0

]
2| onighights () G} € |3 | search

@ € D] search

£ 0highlights

4. Modify the walletAddress parameter to another user's wallet address:
0xb54211e3f84cc186f2f87ca06587910787cf84le and resend the request. Observe that the response now
reveals sensitive details such as the user's accountID, userAddress, and other information.

Request

Response

Pretty Raw Hex  JSON Web Token = Pretty ~Raw  Hex
1 GET /wallet/vi/cransactions?chainld=sstfivallecaddress=ox24ei37450 ;

page=0& 2 437z, [0 "transactions”: [
2 Host: mobile-api.sStaging. enea.app 0

3 User-Agent: Dart/3.5 (dart:io)
i Accept-Encoding: gzip, deflate, br
& Authorization: Bearer

eyzaWQio 1 THARLAEK
404 2HZMONCF1OCOSMDEXLTewlT It Y2HnY SONWQWZTBRZ JHIHWUALCT 3b 2y
ye240d1dCHET ER2SvZx1T10s Inlzey] LvKCS i
£XCSheClub3T0aGThe 30NV SyeZ40d L dCHHIALET,
wdnM=NSTs InSyaWdphlSqdGiei0iT

TOLLCThbGei0iTSUZIINLIS . eydzdWL
y7heClub3J0atVhe J0LHVS

330aCVhe:
3oyLCT3bC11bnReaWQits PRNCpINZIpa¥R
ST PaY§gS0C0wIGOZLTRINTYE ONTU0S05M=EOYTQ4 Y k20D LETOb e 16151 20104 THY2N

le3Mit w2516 ImF3cysbldu, 45 1e2VyLuElbi 1uTHBob511GSWZVSpZCBucnSmalx 1 IGVEYW1s [ 4wiViV
0aFS0aVLLI]oxNzqul LCJLeHALO ks TnlhdCl 2 Joi¥ Qe23A2YS0
ONzBOLTg4TEC 2 TR Zn Rk ODBRNENR I iwi 0 LcaShbWUA D Y4150, Bt JullDspha
3TnCeipdMivePFIGTseIwCTus_Blnklg3SEPEHr ¢ I9WTZCAT O0wSADIRPETVE-
NLPsHybPulsZRevk ) ZRk Uk E IVKTOBuge ZVsZP -1rY43F14c0CIvEs Inqihok
ax_taKprhbl 3 g _yUYI! __A48vple-gl EgRaITCRRZ

s1v_xNHaeUr4-a_lpddav_dMLBP788w

“BlockHash"

“BlockNunber "
“chainld®:
“contractAddress”; "0x£1d372a0d0a36253856171£3047760a225d7hEEL",
"createdhc": "17407L780674

“tokenType": "ER
“transactionfzploze
“hteps: //testnst. cros

OxfLe0Eceq347b5£51 252 albs e Todce46dabaInE2I23dEacdh LAd FBLSASESE "

5588

2ccddETbl210a54 £505c1dSde",

717438%,
288 feD4BeBeblEccoSlet5antladd”,

saluescan. com/tx/0x34deald332143808b0552Sacab i t35cal 82486

adE0aB33bEb 5T fd3adaralss3”,

“transactionF

*329

02448700°,

“eransactionHash®
“0x34dea343321d3008b09E 20 acabd £36CA16240Eb AdE0AD3THERSS taTadasal 5937,

]

1
£ onighights (D & €| > [search

@€ > sean

Case 2:

“RECEIVED™
dress*: "0x£2444374906208 te04BeBebLE

leESasdlazd”

£ 0highlights

1. Modify the Address parameter to User I's wallet address and resend the request. Observe that the
application accepts the modified Address and returns the response.

e Note:
e user 1 Details

e wallet id = 0xf24e437d906288fe048e8ebl6cc99le65ae41a3d

e user 2 Details

o wallet id = 0xb54211e3f84cc186f2f87ca06587910787cf841e
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Target: https://mobile-api.stagingxeneaapp /F  HITR2 (3)

a

Request Response £
Pretty Raw Hex WS \n Pretty Raw Hex znd n _@
1| BET jwallec/vl/nfes/cickersladdress= x-maceyrillie, x-macdingbat, x-macgreek, x-machebrew, x-maciceland, x-macroman, X-macromania, 2

0x £2424374505288 £20488eblGoogoletbactladdichainlds =555 EachainTds=11155111x x-macsymbol, x-macthai, x-macturkish, x-macukraine, x-ms33% 0713, r-ms3&0-hrscs, x-ms350-hiscs-xp, ]

chainTds=87achainlds=8000"asearchName=ipage=0isiz, rt=ledaceFrom= x-mswin-93&, x-pek, x-sjis_0213, x-utf-16le-bom, x-utf-3be-bom, x-utf-32le-bom, x-windows-50220,

2020-03-02T21%3A56%3A27. 481925Z4dateTo=2030-03-02T2143A564 3427 4828352 x-windows-50221, x-windows-874, x-windows-94%, x-windows-950, x-windows-isoZ022jp

HTTD/2 € Set-Cookie: AWSALB
2| Host: mobile-api.staging. xenea.app W5yQLJI4pzgouRdl SqH+0EFerviC5TdZTBvletvtai TGugbt ThE0LeSELSRFFO00NRe gpnsBlA3ip] cULloRLATZdzsh(bUeiLdE8ptyn [E]
2| User-Agent: Darc/3.5 (darc:io) DrNsagdGxufWX0+réufHez; Expires=Mon, 10 Mar 2025 14:22:01 GMT; Path=/
4| Accept-Encoding: gzip, deflate, br 7 Set-Cookie: AWSALBCORS= 4
5| Authorization: Bearer USyQLI4pzgouRdl SqH+0EFETviCETdZIByLe vt aiTGugbt ThE0LeS ELSRFFOO0NRepnsBkAZip) cULOKLATZdsh0bUeiLdtptyn 2

eyJraWiioiJPYVEyIUxx ZWRuBKoySFZEVI By QmZ BMUE rVVwvZ ZM4 R1de K2 Sy eHhORVPHRTO1 LCTh DrlsagdGuuYWx0+réufH+z; Expires=Mon, 10 Mar Z025 14:27:01 GMT; Path=/; SameSite=None "

bEei0idIsUz1INLIS . eyIadWIL0LTiNIYOY2FL0C0EMDAKLT cullTES 2] 2408117 TMx ZnESNG Ty Z T Access-Control-Allow-Credentials: brue

1LCI9h2duakByindyb3Vuey TalyTheC lub3] 0aGVhe 30ty Sye40d1 dGHHI fR2SvZ 11105 Tnl X-Application-Context: application:staging-hosts,staging,path-jp, quartz-jp,cognito,staging-web: 8443

2eyT&TnhOAHBZ01wvKCS 1b 2 duak v LilkeC SheC lub 3T 0aGVhe 30uHE ShhUFEh 2 5hd MUY 2 9L KET X-Cache: Miss from cloudfront

heClub3J0atVhe 30 MVSye240d1dGHHTiLCT 2 EX T zaWiul joyLEThG11bnREaW)i 01 ITNWESYWR Via: 1.1 DEZffE39bllbeleBe3Ze47£546c18334. cloudfront net (CloudFront)

G423 BRNG 1M Jp AW, TsTmSyaWdph 1 9qdCk i 047 1T 2U0T 2Ty My 0xY Thi: LTRRImYs 0 TY X-Amz-Cf-Pop: DELS1-P2

O LnOGREN{NiYWQZMDEi LCI0b L 1b1S1emUL 01 ThY 2L 3N LT Y 20wZE T8 InF3ey5ih2duar® | 12 X-Ang-Cf-Td.  Emz”787SADvLFQCqk11yS1NxDy-dfUI-Calzl O EMTyiMoQA==

wLnNpZ25phi5le2VylnFkbWIuTHEob2511G5wEWEpECEwemInalx 11 GVeYWls TiwiTXV0aFS0aWl

1T30xNz Qa0 THyMz 1210 1eHAL (] ESNDEWMT g 341 Hs In 1 hdC TN T c OMDY o MyMywi anBpT o1 ZTI0 {

LNDEWND £ MzUDNS00YmM3L T LiMDlt MDV MY 443 USH] U Liwi dX L enShhUUL 01 Ink 2 Snb GV ENTA “eode": 0,

yODE20TT2MjM40DY3HTg40DA2 In0 . Bb-KEoy gsuK £Ep-K2 TTwkul 23 10d] RTyHE DTV 3al-pa “dacat:

Ndni¥ 2 m-nSiMEZsnté fBEQLx-TULSAOL VEuZSazPelCddv-CueZvM2ESall)CeXzNzhsPLOhSY tickets®: [

LTECnLgpaTx12scVh40CEUSDEK frb S0SVLI InoF iwd 3yVHvF i 1h-PD2ullj_vnCnY TUAw qyGOWGPL i

FZOEAODCEiKe ] TToeColynsTgqTIABCROgH o £9d1 K0 1 U03ne_podk PruisngWl3 7IUTsDX_oubln “pagination®: [

qQeseRzRoqdinktgMp2 Qs o08kwlaqTuDK-yn_ ieIVFx3_dI7hyuk

i
1
i

@B el > [saamn o] onignights | )&} €[> [ 0| ohighlights
Done 2,830 bytes | 500 millis

Case 3:

1. Modify the Address parameter to User I's wallet address and resend the request. Observe that the
application accepts the modified Address and returns the response.

* Note:

e user 1 Details

e wallet id = 0xf24e437d906288fe048e8ebl6cc991e65ae41a3d
e user 2 Details

e wallet id = 0xb54211e3f84ccl186f2f87ca06587910787cf841e

m @& | cancal >v Target: https://mobile-api.stagingxeneaape /7 HITP2 (3)

a== _
Request Response
Pretty Raw  Hex  JWS n = Pretty  Raw Hex e In = _@
1 GET /wallet/vl/nfes?chainlds=55554chainlds=11165111echainlds=97schainlds=80002saddress= x—ibmB56, x-ibmB74, x-ibmB875, x-ibmS21, x-ibm922, x-ibmS30, x-ibm933, x-ibm935, x-ibm937, 5
0x £2424374505288 £204828ebl GocdSletbasdladisear chllane =5 sort Type=0LDEST_RECEIVED HTTP/2 %-ibm¥35, x-ibmI4%, x-ibmId7c, x-ibmI43, x-ibmId3c, x-ibmS48, x-ibm945, x-ibm54Se, )
2 Host: mobile-api.staging.xenea.app x-ibm¥E0, x-ibm¥E4, x-ibmS70, x-isciiSl, x-iso-2022-en-ens, x-iso-2022-en-gh,
3 User-Agent: Dare/3.5 (dare:ia) x-iso-BBES-11, x-1is020B, x-jisautodetect, x-johab, x-macarabic, x-maccentraleurope,
4 hecept-Encoding: gzip, deflate, br x-maccroatian, illie, A, . X , x-maciceland,
= Authorizatien: Bearsr ®-macroman, ¥-macromania, r-macsymbol, r-macthai, x-macturkish, x-macukraine, [E]
ey AWQ101IDYVRY 0% ZWPUEK oy SFZEV L By (nZ PHUE r Vs Z2HA R1 At K2 9y eBhORVpHRTO1 LCThb Ge 101 I5U2 1T %-ms93°_0713, x-ms950-hkses, x-msS50-Wiscs-xp, m-mswin-938, x-pek, x-siis_0213,
198, eyIzdWTi0iJiN2YOV2FLi0C0ZHDAXKLT W TEC 23 2405 LAY 2N ZuE 3NGIvZTHALCT 3 2 duarRy Oudyh 3Vwey IEW x-utf-1Ele-bom, x-utf-3lhe-ham, z-ucf-32le-hom, z-windows-50220, x-windews-50 2
YiIheC luh3T0a6Vhe 3QEMVIye240d L dGHHT £R29VE2x 1T L0s Inlzey 6 Inh0 dHE 20 LwwKC 9 11 2duaBrLuLE et shet i 74, . 0, z-windows-iso20224p B
Lub3J046Vhe 30t HS ShEWFELI Shd3HUY St KCOheC lub 3T 0aGVhe 20t MV Sy c240d L AGMHT A LCICERIZaNTIIovLed | & Ser—Cookis: AWSALB= @
IbGLLEAREANQI0ITZIWES 4§ PANGp LM IsIngyaWaphl9gqaekilid IT2U0T2UYIyOXTThE Tq21N0siTIVET g2y EyBoaFXds /30T +A3TLEbk g8 £hrB1ZRTQRV £ S TATID o Tl 140 snOXOB 3 XaR SXHE 3Kp 3VH
LTRANLTE OTUON InOGRENI NAYWOZMDELLCT 0b 2t Lb L9 Lo UL 04 ThT 201 e 3Mi LCIZT29wES I6 InF 3oy5 1h 2 auaxhvl GUECHi7ALTptraCi/eyr2J4StLTi3R96y+i; ExpiressMon, 10 Mar 2025 14:27:13 GHT; Paths/
DNPZ25pbi51e2VyluFkbWINTHBCb 251 IGIwEWSpZCEVenInalx1IGVe TWLs [iwiTXV0aFS0aWL1I10xNzQWOTHy Nz | 7 Set-Cookie: AWSALBCORS
I1zLCJI1leHAL0]ENDEwWHTgIM] s TnlhdCIEHT cOMDk M) My MywianRp 1) ol 2TNLiND EWND It MzUONS00TmI3LT 111Dk Tq3LN0siTIVETKgIYEYBoaFXds/30qEWI +ASTLRIyE TArBLZRTURV ESRTATED 0 TuC 14 Sn0X0B I KaP SXHG3Kp 3TH
EMDVRMn T4 USHI Ux Liwi M lemShbWULCLInh 2 5nh GV EHTAy CDEZOTY M M4 0D Y SMTg40D Q0 In0. Bh-FBoyysukE GUECHiTALIptroCi/eyr3J45tLTi3R96y+); Expires=Mon, 10 Mar 202§ 14:27:13 GMT; Path=/;
Bp-K2dUwlwk2310dIRTyHEDWYV23alv-pENdnis 2 m-mSiN6Zsme& £EBALx-TULSAOL | 4dv-Cuczy SameSite=None
M2ESal P1ORSYLT 12, Lj lmoFiwd 3yVEvFi Lb-FD2ullj_vmCa¥TUA Access-Control-Allow-Credentials: true
Wy BOWEFiFE0EdI0CT eI TToeC Lyn5IgqTLAB Gl gllo £9d1X0 1003 ne_poSkFrwi SngWli37IWTsDK_oublnglc§ X-Application-Contert:
<EzRoqdinktglpIs]edBkulyy yn_ eIVFx2_dJThyuh spplications staying-hests: stay iy, path=) py Ut Py tognibe s atayang e D44
€ 10 H-Cache: Miss from cloudiromt
7 Via: L.1 eSEOE£69H13afh775535£a379£34171e. cloudfront . net (ClowdFront)
H-Amz-CE-Pop: DELSL1-FZ
H-Amz-C£-Td: SWPooFdLznbnTkDSaTNAQjFO8lvecEkDdWuAldcnsdkzee) JlbGew==
1
“code":0,
“data:
1
]
@@ €[> | search pal 0 highlights @@} € ||| | Search Lo 0 highlights
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H-04  Sensitive Data Stored in Android Memory.

Severity  High Status @ Resolved Category Insecure Data Storage

TESTING DETAILS
 Original finding number: 5.18
e Tools used: fridump3 & sublime text

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that sensitive user information, including the private key, wallet app PIN,
email ID, authorization token, and account ID, was stored in the application's memory without proper
protection. By dumping the application's memory, it was possible to extract and analyze the datg,
revealing these sensitive details.

VULNERABLE LOCATION

Throughout the xenea-wallet.apk application

TECHNICAL IMPACT

An attacker can extract sensitive information, including the account ID, app PIN, authentication token,
email ID, and private keys from memory, leading to unauthorized access, account takeover, and data
theft.

BUSINESS IMPACT

An attacker can extract sensitive user credentials and private keys from memory, leading to
unauthorized access, account takeover, and data theft.

REMEDIATION
e The application should clear the memory part after logging out.
e The application should store the credentials in encrypted format.

e Clear the memory area that contains critical data after the operation. This means the application
should clear the sensitive data from the memory after lead or Fl data is saved. This will ensure that
later on a malicious user cannot retrieve any sensitive data from the memory.

REFERENCES
e Testing-Data-Storage
e capture-heap-dump

e Dumping Android Application Memory

STEPS TO REPRODUCE

1. Note the account ID and private key of the wallet account from the screenshots below.
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{8} Proxy settings
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HTTP history ~ WebSockets history ~ Match and replace

@ Open browser @ :
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1
@& € > seamn O onighights | (3) G} €[> 1344541571592224768 x| 2/2 matches
e
Eventlog (99)°  Allissues @ Memory: 7882MB
e e v o

< Private key

Keep your Private Key safe

£~ =
Never disclose this key. Anyone with
our private key can fully control
A yourp y y
your account, including transferring
away any of your funds
b
2 N
Private key
05fb131de9abd7585b9daeacb394a29¢c19
cb0db74aa097448e74c4078acaa2db
Copy to clipboard ©
. J
Download QR Code &,
b -4

Done

2. Open the application and log out. Run fridump3.py (as shown in the images) to dump the memory of
the application process.
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Desktop\eMAPT\Tools\frid a python .\ 3.py

ktop\eMAPT\Tools\ ter\fridump3.py:11: SyntaxWarning: invalid escape sequence '\|

XENEA
wallet
Current Directory:
Output director rs\ 3 7 ridump3-master\dump
Web3 Wallet for the New Era ting directory
Achieve both high security and superior omplete

[of
c e

usabllity
-

Enter the invite code if you have mplets
nplete
'§ ™\ v olation! #####H-

i = AiF ‘ S - violation!##t### s~

s violation!#####88—

olation!####8044

memory on! ### kAL EH-

Running s s es : Hi i R R ] Complete
Pr : Complete

Signup

Finished!
PS C mpri\Desktop\eMAPT\Tools\fridump3-master>

Login

or

3. Open strings.txt using Sublime Text and manually verify the private key stored in memory.
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B85fb131de9abd7585b9daeacb394a29¢c19cb@db742a097448e74c4878acaa2db
assets/svg/ic_import.svg
assets/svg/ic_import.svg
EEEEEEE]
3333333
uuuuuus
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) VUuUU
111891 VUUUU
11892 3333333
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Vuuuu
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¥ Aa um (= O 85fbl131de9abd7585b9daeacb394a29c19cb@db74aad97448e74c4878acaa2db F e sl

[ 7matches Tab Size: 4 Plain Tex

4. Observe the account ID in the file.
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flutter.wc
2:core:topicToReceiverPublicKey
version

flutter.wc
2:core:1linkMode

version

flutter.user cache list
userId

hasShowMining

:false

flutter.wc
2:core:1.8//topicMap
#flutter.wc
2:core:authPairingTopics
version

flutter.wc
2:core:proposals

version

flutter.wc
2:core:messageTracker
version

%flutter.wc
2:core:1.8//jsonRpcHistory
flutter.wc
2:core:1.08//1linkMode
flutter.wc
2:core:keychain

version
O [1344541571592224768 Find Prev Fdan X

¥ Aa ue (=
Tab Sizes 4 Plain Text

5. The dumped memory also contains:

Wallet app PIN
» User's email ID

e User's authorization token

TextInput.setMarkedTextRect
TextInput.setMarkedTextRect

width

width

height

height

155.33333333333331
9.26666666666659467

Received 'TextInput.setMarkedTextRect' message.
q(g#q

didFinishBatchEdit with 2 listener(s)
963852

send EditingState to flutter: 963852
Sending message to update editing state:
Text: 963852

Selection start: 6

Selection end: 6

Composing start: -

Composing end: -10:

method
TextInputClient.updateEditingState
selectionBase

selectionExtent

composingBase

963852

composingExtent

method
TextInputClient.updateEditingState
selectionBase

TabSize: 4 Plain Text
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dists4.zw) - 1
coverage
dists2.x
dists2.y;
if (int(1)
kInverseFillBW_S1_c®
int(1)
kInverseFillAA S1_c@)
coverage
1.0 - coverage;
return half4(half4(coverage
,AgffA
CWALLET7998648
email
117301
mail_galxe
zone_id
Bff1C
,AgffA
AfflC
munpw
mondw
agilGLQ]
muntw
rmunK7
BgffA
munpw
mondw

¥ Aa “w (= (] sampritdas38 Find Prev Find All
[u] Tab Size: 4 Plain Text
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H-05  Unprotected SQlLite Database Susceptible to SQL Injection Attacks

Severity High Status @ Acknowledged Category Insecure Data Storage

TESTING DETAILS
e Original finding number: 5.20
e Tools used: jadx-gui

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, the App uses SQlite Database and executes raw SQL query. Untrusted user input in raw
SQL queries can cause SQL Injection. Also sensitive information should be encrypted and written to the
database.

VULNERABLE LOCATION

M.Java

TECHNICAL IMPACT

SQL Injection Vulnerability: Unsanitized user input in raw SQL queries poses a significant security risk,
potentially allowing malicious users to manipulate and extract sensitive data from the SQLite database.

BUSINESS IMPACT

Using raw SQlite queries can expose the application to SQL injection attacks if user inputs are not
properly sanitized. To mitigate this risk, use parameterized queries or prepared statements instead of
concatenating user inputs directly into SQL queries. Additionally, implement input validation and least
privilege principles to minimize the impact of potential exploitation.

REMEDIATION
Should be encrypted and written to the database.

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04h-Testing-Code-
Quality.md#injecti on-flaws-mstg-arch-2-and-mstg-platform-2

REFERENCES

e SQL Injection Vulnerability: Unsanitized user input in raw SQL queries poses a significant security risk,
potentially allowing malicious users to manipulate and extract sensitive data from the SQlite
database.

STEPS TO REPRODUCE

1. Open the xenea-wallet.apk in JADX-GUI, search for "rawQuery”, then navigate to the corresponding M
file to observe that it is using raw SQL queries.
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H
i
27 sQLiteDatabase. compileStatement("DELETE FROM events WHERE num_attempts >= 16").execute();
8 return null;

H

public static /* synthetic */ Boolean D@(Cursor cursor) {
boolean z5;

5 if (cursor.getCount() > 8) {
7 25 = true;
} else {
El 25 = false;
18 return Boolean.valueOf(z5);

}

public static /* synthetic */ Object E(long j5, VO.p pVar, SQLiteDatsbase sQLiteDatabase) {
1 return FB(j5, pVar, sQLiteDatabase);

H

public_static /* synthetic */ Object E@(String str
35 [FF (T(EoaTean)_PetsQliteDatabase. rawquery (SELECT 1 FROM log,_event dropped WHERE log source =
Toverride /7 a1.7.5
public final Object apply(Object obj) {
3 return M.I((Cursor) obj);

7% | new String[]{str, Integer.toString(bVar.a())}), new b() {

i
})) -booleanValue()) {

39 ContentValues contentValues = new ContentValues();
44 contentValues.put("log_source”, str);
57 contentValues.put("reason”, Integer.valueOf(bVar.a(}));
66 contentValues.put("events_dropped_count”, Long.valueOf(j5));
7 sQLiteDatabase.insert("log event_dropped”, null, contentValues);
} else {
109 sQLiteDatabase.execSQL("UPDATE log_event_dropped SET events_dropped_count = events_dropped_count + " + j5 + " WHERE log_source = ? AND reason = ?", new String[]{str,
34 return null;
H
public static /* synthetic */ byte[] F(Cursor cursor) {
i return A@(cursor);
¥
AL
5 onConfigure(sQLiteDatabase);
}
H
public static /* synthetic */ veid x(5QLiteDatabase sQLiteDatabase) {
3 sQLiteDatabase.execSQL("CREATE TABLE events (_id INTEGER PRIMARY KEY, context_id INTEGER NOT NULL, transport_name TEXT NOT NULL, timestamp_ms INTEGER NOT NULL, uptime_ms
8 sQLiteDatabase.execSQL("CREATE TABLE event_metadata (_id INTEGER PRIMARY KEY, event_id INTEGER NOT NULL, name TEXT NOT NULL, value TEXT NOT NULL,FOREIGH KEY (event_id) RE
13 sQLiteDatabase. execSQL("CREATE TABLE transport_contexts (_id INTEGER PRIMARY KEY, backend_name TEXT NOT WULL, priority INTEGER NOT NULL, next_request_ms INTEGER NOT NULL)
18 sQLiteDatabase. execSQL("CREATE INDEX events_backend_id on events(context_id)");
23 sQLiteDatabase. execSQL("CREATE UNIQUE INDEX contexts_backend_priority on transport_contexts(backend_name, priority)"
}
public static /% synthetic */ veid y(SQLiteDatabase sQLiteDatabase) [
3 sQLiteDatabase.execSQL("ALTER TABLE transport_contexts ADD COLUMN extras BLOB");
8 sQLiteDatabase.execSQL("CREATE UNIQUE INDEX contexts_backend_priority_extras on transport_contexts(backend_name, priority, extras)");
13 sQLiteDatabase.execSQL("DROP INDEX contexts_backend_priority");
H

@override // android.database.sgqlite.SQLiteOpenHelper
public veid onConfigure(SQLiteDatabase sQLiteDatabase) {

2 this. £16255b = tr
13
16 sQLiteDatabase.setForeignkeyConstraintstnabled( true
¥
@0verride // android.databose.sqlite.SQLiteOpenHelper
public veid onCreate(SQLiteDatabase sQLiteDatabase) {
3 H(sQLiteDatabase, this.f10254a);
H
@0override // android.database.sqlite.5QLiteOpenHelper
public void onDowngrade(SQLiteDatabase sQLiteDatabase, int i5, int i6) {
3 sQLiteDatabase.execSQL("DROP TABLE events");
H sQLiteDatabase.execSQL("DROP TABLE event_metadata™);
13 sQLiteDatabase.execSQL{"DROP TABLE transport_contexts");
18 sQLiteDatabase.execSQL{"DROP TABLE IF EXISTS event_payloads");
23 sQLiteDatabase.execSQL("DROP TABLE IF EXISTS log event dropped");
28 sQLiteDatabase.execSQL("DROP TABLE IF EXISTS global log event state”);
3 H(sQLiteDatabase, i6);

H

@0verride // android.database.sqlite.SQLiteOpenHelper
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H-06  Unlocked and Reassigned: Bypassing App Integrity

Severity High Status @ Resolved Category Insecure Communication

TESTING DETAILS
e Original finding number: 5.22
e Tools used: apktool, uber-apk-signer & Memu

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that the application lacks integrity checks. After reversing the APK and
modifying the code, attackers can re-sign the application and use it without any restrictions, potentially
leading to unauthorized modifications and exploitation.

VULNERABLE LOCATION

The vulnerability is present throughout the xenea-wallet.apk

TECHNICAL IMPACT

Lack of integrity checks allows attackers to modify and re-sign the application, leading to unauthorized
code execution, bypassing security mechanisms, and potential malware injection.

BUSINESS IMPACT

Unauthorized modifications can result in data breaches, financial fraud, reputational damage, and loss
of user trust.

REMEDIATION

Developers should implement Integrity checks so when the code of an application is modified and
resigned again by an attacker, the application should not build again or not run. The app should detect
the modification and respond in some way. At the very least, the app should alert the user and/or
terminate. Developers can use in-app temper detection or can use CRC mechanism on the app byte-
code, Verify apk sign signature etc.

REFERENCES

¢ Android Tamper Detector

STEPS TO REPRODUCE

1. Run command "apktool d app-debug.apk” in the terminal to decompile the application.
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PS C:\Users\sampr\Desktop\eMAPT\Tools> java .\apktool_2.11.0.jar d .\xenea-wallet.apk
I: Using Apktool 2.11.0 on xenea-wallet.apk w1th 8 threads

I: Baksmaling classes.dex.

I: Loading resource table...

I: Baksmaling classes3.dex...

I: Baksmaling classes2.dex...

I: Decoding file-resources...

I: Loading resource table from file: C:\Users\sampr\AppData\Locall\apktool\framework\1l.apk
I: Decoding values */* XMLs...

I: Decoding AndroidManifest.xml with resources...

I: Regular manifest package...

I: Copying original files...

I: Copying assets...

I: Copying lib...

I: Copying kotlin...

I: Copying META-INF/services.

I: Copying unknown files.

PS C: \Users\sampr\Desktop\eMAPT\Tonls> dir

Directory: C:\Users\sampr\Desktop\eMAPT\Tools

LastWriteTime

24-02-2025 : dex—tools-v2.4

06-03-2025 2 fridump3-master

27-02-2025 H Mobile-Security—-Framework-MobSF-4.3.0
06-03-2025 z platform-tools

22-07-2024 z scrcpy-win6d-v2.5

06-03-2025 g xenea-wallet

204-02-2025 z 24480507 apktool_2.11.0.jar

24-82-2025 3 80384 jadx-gui-1.5.1.exe

24-82-2025 : 1608662 jd—gui.exe

18-07-2024 - 14404 maps_api_scanner.py

28-02-2025 H 116061941 release.RE-aligned-debugSigned.apk
28-02-2025 : 923130 release.RE-aligned-debugSigned.apk.idsig
28-02-2025 : 115947941 release.RE.apk

26-02-2025 g 3208194 uber-apk-signer-1.3.0.jar

26-02-2025 : 1161459128 xenea-wallet.apk

2. Navigate to the "flutter_assets/assets/images” and observe the highlighted images
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4. Run command "apktool b app-debug/ -o kotak.apk” in the terminal to build the apk file and Sign the
application.

S C:\Users\sampr\Desktop\eHAPT\Tools> java \apktool_2.11.0.jar b xenea-wallet -o xenea_wallet.apk
: Using Apktool 2.11.0 on xenea_wallet.apk with 8 threads

Checking whether sources have changed. .

Checking whether sources have changed

P
I
I
i
I: Ch whet sources have changed P> Search Games o
s ing whether resources have changed
T ildi resources with aapt2...
I: Building apk file...
I: Importing ets...
I: Importing Llib..
I: Importing kotlin...
I: Importing META-INF/s
I: Importing unknown files.
I: Built apk into: xenea_wallet.apk e
PS C:\Users\sampr\Desktop\eMAPT\Tools> java .\uber-apk-signer-1.3.0.jar -a xenea_wallet.apk shoehe Lot
ers\sampr\Desktop\eMAPT\Tools
binary-1ib/windows-33_0_2/libwinpthread-1.dll
C:\Users\sampr\AppData\Local\Temp\uapksigner-11373636246259976513
zipalign location: BUILT_IN
C:\Users\sampr\AppData\Local\Temp\uapksigner-113736362U6259976513\win-zipalign_33_6_2.exe1674822313795749
8286.tmp
keystore:
1 161a08018 C:\Users\sampr\AppData\Local\Temp\temp_11213659539441152928_debug.keystore (DEBUG_EMBEDDED)

81. xenea_wallet.apk

SIGN

file: C:\Users\sampr\Desktop\eMAPT\Tools\xenea_wallet.apk (111.11 MiB)

checksum: 7d63£3668bUU86e52a68033807FU2e9096F617eTca58FF3bb56a53abe6U38258 (sha256)
ipalign success

- sign success

VERIFY
Fil Users\sampr\Desktop\eMAPT\Tools\xenea_wallet-aligned-debugSigned.apk| (111.22 MiB)
checksum: a6360c9a81bf268ac66e3af0697ae36U9baad3066aa66U9dbbl6303e82UbTU91 (sha256)
- zipalign verified
- signature verified [v2, v3]
Subject: CN=Android Debug, OU=Android, 0=US, L=US, ST=US, C=US e
SHA256: 1eB88a993aef9c3a721510b6UecT6UdB1d3d09Leb95U161b625Ulead187b5953 / SHA256withRSA 2 - 2 g
Expires: Fri Mar 11 @ 5 IST 2044 Yono Games Ruel e gl TempleRun2  Legions War.. Water Color S.

5. Now install the apk with adb.

C:\Users\sampr\AppData\Local\Temp\uapksigner-11373636246259976513\win-zipalign_33_8_2.ex 22313795749
8286. tmp
keystore
] 1618018 C:\Users\sampr\AppData\Local\Temp\temp_11213659539441152928 _debug.keystore (DEBUG_EMBEDDED)
P> Search Games and Apps

allet.apk

s\sampr\Desktop\eMAPT\Tools\xenea_wallet.apk (111.11 MiB)
checksum: 7d63f3668bUU86e52a68033807FU2e9096F617e7 8ff3bb56a53abc6438258 (sha256)
- zipalign success
— sign success

VERIFY
file: C:\Users\sampr\Desktop\eMAPT\Tools\xenea_wallet-aligned-debugSigned.apk (111.22 MiB)
checksum: a6360c9a81lbf268ac66e3af0697ae36U9baad3066aa6649dbbU6303e82ub7U91 (sha256)
- zipalign verified
- signature verified [v2,
Subject: CN=Android Debug, OU=Android, 0=US, L=US, ST=US, C=US
SHA256: 08290 9c3a721510b64ec764d01d3d09Ueb95u161b625UUeadf187b5953 / SHA256withRSA
Expires: Fri Mar 11 81:40:05 IST 2044

Play Games.

[Thu Mar 86 20:37:48 IST 2025][v1.3.8]

Successfully processed 1 APKs and 0 errors in 2.8 seconds

PS C:\Users\sampr\Desktop\eMAPT\Tools> cd .\platform-tools\

PS C:\Users\sampr\Desktop\eMAPT\Tools\platform-tools> |.\adb.exe install C:\Users\sampr\Desktop\eMAPT\Tools\
wallet-aligned-debugSigned.apk

Performing Streamed Install

Success

PS C:\Users\sampr\Desktop\eMAPT\Tools\platforn-tools>

Yoro Gomes RTAYEA. TempleRn2  LegionsWer-.. Weter Color S

6. Click on login
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XENEA
wallet

Web3 Wallet for the New Era

Achieve both high security and superior

usability
L]

Enter the invite code if you have

=

‘ e.g. AITL2435djF

Signup

or

7. Login with google.
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Login

[ G [Continue with Google| J

[ (3 Continue with Apple }

If you do not have an account yet,
sign up here

é

8. Observe the application is running after the modification. Observe the highlighted part.
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System HACKQ

backup file?

Retrieve backup file

From which storage do you retrieve

Xenea Wallet App Penetration Test | Security Audit

[ & Google Drive

Local Storage

Scan QR Code

If you want to save backup file,
click here

Can't find your backup file?
Please register again

H-07 Session token in URL

Severity  High Status ® Resolved

TESTING DETAILS
 Original finding number: 5.36
e Tools used: Burp Suite

» Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

Category Session token in URL

The session token is being passed in the URL parameter (accessToken or token). This can expose

session data

VULNERABLE LOCATION

URLs observed in the Burp Suite request:

safeedges.in
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1. GET /wallet/v1/authorize?inviterCode=&accessToken=<token>

2. POST [wallet/vl/notification/update-device-info?token=<token>

TECHNICAL IMPACT

Session Hijacking: Attackers can steal session tokens if exposed in logs or referrer headers.
Token Leakage: If the URL is shared or logged somewhere, an attacker can hijack the session.

Replay Attacks: The token can be reused by an attacker to gain unauthorized access.

BUSINESS IMPACT

Data Breach: Attackers can take over user sessions, leading to account compromise.

Regulatory Violations: Storing session tokens in URLs can violate security best practices (e.g.,, OWASP,
GDPR, PCI DSS).

Loss of Trust: Users may lose trust in the security of the application.

REMEDIATION
e Use Secure Headers: Always send session tokens in the Authorization: Bearer header instead of the
URL.

e Enforce Token Expiry: Implement short-lived session tokens with refresh tokens.

REFERENCES

e OWASP Session Management Cheat Sheet

* Exposed Session Token

STEPS TO REPRODUCE

1. Capture Sign-Up/Login Request. Click on the Sign Up button. Capture the request in Burp Suite.

0 X Burp Project Intruder Repeater View Help
1021 @ ®0 | Dashboard  Target Intruder  Repeater  Collaborator (4)  Sequencer ~ Comparer  Decoder O Search {8} Settings

Logger  Organizer  Extensions  Learn  JWT Editor
HTTPhistory ~ WebSockets history  Match and replace {8} Proxy settings

:,< I oo ] reqieriohe i [ Bopmvoms ] @

Method URL

XENEA
wallet

Web3 Wallet for the New Era

Achieve both nlgh sscurltyand superior
usability

1opadsul  gh

~
Enter the invite code if you have:

SAON (i)

[ e.9. AITL2435djF J

or

Login
— @© € > 1 x| Ohighlights

Eventlog (136)° Al issues (249)" @ Memory: 617.3MB

2. Send Request to Repeater. Forward the request and observe the response. Identify if the session token
is passed in the URL.
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1022 © B vo

Legal

[ Privacy Policy

[ Terms of Service > ]

() !vereadand accept the Privacy
Policy and Terms of Service

safeedges.in
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Time  Type Direction  Method URL

Hex __JSON Web Token

Burp Project Intruder Repeater View Help Burp Suite Professional v2025.1.2 - Temporary Project - licensed to RedHunt La...
Dashboard  Target _ Proy  Intruder
logger  Organizer  Extensions  Leam
HTTP history ~ WebSockets history

Decoder O Search {8} Settings

> Forward Requesttoh. & | @ Openbrowser | () i

= | X

acu0)

e-api.scaging. xenea. app
< Dare/3.s (daxc:io)

© Authorizacion: Bearer

1opadsul gh

S9ION (i)

BydozLEyLed_qs-TxHRyugo_

@& €» nm

Eventloq (136)°  All issues (249)"

X 0highlights

@ Memorv: 617.3MB
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m-01  Anti hooking not implemented

Severity Medium Status @ Resolved Category Insecure Communication

TESTING DETAILS
 Original finding number: 5.6
e Tools used: frida

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

It is observed that applications are not detecting widely used reverse engineering tools, such as code
injection tools, hooking frameworks and debugging servers.

VULNERABLE LOCATION

The vulnerability is present throughout the xenea-wallet.apk

TECHNICAL IMPACT

If there is no anti-hooking or anti-debugging detection present in the application, that will make it
easier for an attacker to debug the application on run time or hook any function on run time.

BUSINESS IMPACT

The absence of anti-hooking mechanisms allows attackers to intercept and modify the app’s runtime
behavior, potentially leading to unauthorized access, data manipulation, or bypassing security controls.
This increases the risk of reverse engineering, credential theft, and exploitation of sensitive
functionalities.

REMEDIATION

» Detecting using default configuration of Hooking-framework: An obvious way to detect anti hooking
frameworks is to check the environment for related artifacts, such as package files, binaries, libraries,
processes, and temporary files. As an example, I'll hone in on hooking-server, the daemon
responsible for exposing hooking over TCP. You can use a Java method that iterates through the list
of running processes to determine whether a hooking-server is running. - Also check for ports with
which hooking-server's are bind to TCP.

e Some Hooking-server uses the D-Bus protocol to communicate i.e. frida-server, so developers can
send a D-Bus AUTH message to every open port and check for an answer, hoping that frida-server
will reveal itself.

e The common theme for all Frida's modes is code injection, so we can expect to have Frida libraries
mapped into memory whenever Frida is used. The straightforward way to detect these libraries is to
walk through the list of loaded libraries and check for suspicious ones.

REFERENCES
e Testing-Resiliency-Against-Reverse-Engineering

» Anti-reverse-engineering-protection-techniques-to-use-before-releasing-software
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STEPS TO REPRODUCE

1. Connect to the rooted android device using USB and start the Frida server. Run the command: frida-
ps -U and observe the application PID.

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\sampr> frida-ps
PID
1302 Chrome
1846 Google Play Games
1313 Google Play Store
3489 MEmu Launcher2
3526 XENEA Wallet Staging
178 adbd
776 android.ext.services
159 android.hardware.audio@2.0-service
160 android.hardware.camera.provider@2.tl-service
161 android.hardware.cas@l.0-service
162 android.hardware.configstore@l.l-service
163 android.hardware.dumpstate@l.B®-service
164 android.hardware.gnss@l.@-service
137 android.hardware.keymaster@3.8-service
165 android.hardware.light@2.0-service
166 android.hardware.memtrack@l.@-service
167 android.hardware.power@l.@-service
168 android.hardware.tests.extension.light@2.0-service
169 android.hardware.thermal@l.@-service
170 android.hardware.usb@l.@-service
171 android.hardware.wifi@l.0-service
157 android.hidl.allocator@l.®@-service
1122 android.process.acore
172 audioserver
180 cameraserver

2. Run command: frida-trace -U -f com.xenea.wallet.stg -i "open” and observe the output. Also, keep an
eye on the android device, the application started automatically by Frida.

PS C:\Users\sampr> frida-trace f com.xenea.wallet.stg

Instrumenting...

open: Loaded handler at "C:\\Users\\sampr\\__handlers__\\libc.so\\open.js"
Started tracing 1 function. Press Ctrl+C to stop.

169
170
170

171 ) Enter your PIN code
171 o

171
172

52 R 000000

212 open() Forgot PIN code?
Please re-login and
reset your PIN

/* TID Oxlee7 */
open()

/* TID Oxlee7 */
open()
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m-02  Improper Input Validation

Severity Medium Status @ Resolved Category Injection (Cross-Site Scripting - XSS)

TESTING DETAILS
e Original finding number: 5.10
e Tools used: Burp Suite

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that user input from multiple insertion points is reflected in the
application’s response without proper sanitization or encoding. This improper input validation allows
the injection of special characters and script payloads, leading to potential security risks such as
Cross-Site Scripting (XsS), data leakage, and unauthorized data exposure. Additionally, certain API
endpoints store user input and later return it in responses, increasing the risk of Stored XSS and
sensitive data disclosure. The lack of proper validation and content-type enforcement makes the
application susceptible to manipulation and exploitation by an attacker.

VULNERABLE LOCATION

* http://api-stg.xenea.network/api/vl/admin/wallets?page=1&size=100
* http://api-stg.xenea.network/api/vl/wallet/pre-recovery

* https://mobile-api.staging.xenea.app/wallet/vl/create

e Parameter: size, checksum & address

TECHNICAL IMPACT

Improper input validation can lead to various security vulnerabilities, including Cross-Site Scripting
(XSS), Injection Attacks, and Data Manipulation. An attacker can inject malicious scripts that execute in
a victim’s browser, potentially stealing session tokens, credentials, or other sensitive information. If
exploited in an API request, this vulnerability can allow unauthorized data modification, bypassing
security mechanisms and leading to unintended application behavior.

BUSINESS IMPACT

The vulnerability allows attackers to inject malicious JavasScript, leading to session hijacking, credential
theft, phishing attacks, and regulatory non-compliance (OWASP ASVS, GDPR, PCI DSS). Exploitation can
compromise user accounts, harm reputation, and deceive users into providing sensitive information.

REMEDIATION

To mitigate this, implement strict input validation, proper output encoding, secure content-type
headers, and use a web application firewall (WAF).

REFERENCES
* Web Security Academy - Cross-Site Scripting
« OWASP Cross-Site Scripting (XSS) Prevention Cheat Sheet

safeedges.in Page 54 of 134


https://portswigger.net/web-security/cross-site-scripting
https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html

-
afe -dges Xenea Wallet App Penetration Test | Security Audit
-

STEPS TO REPRODUCE

Casel:

1. Capture the request by burp suite proxy service. Inject the payload txxpj<script>alert(1)</script>wdn4r
into the SIZE param Send the request and observe the application’s response the input is reflected
without sanitization

Pretty v Hex 15 b Token 2 B v = Advwinzey Rrqueit Reigonie Fazh fe Hase

GET Japi/vi/aiminfwallecs?pagerlisizer
Liexxpiidesceiptidealere ()13l Encripri Tawdndr HTTR/L. L
aooEpt: TS
AurhoEization: Bearer
aydr aWIL 0 LI FYVEr il
CLiISVaTiNLIS  eydudWI 104 TONR
waBrindyh FWeeyl ity The Club 30 atthe e M Sy e T4 0d] ACHHI B2 5wIZ = 110D
BOIwVHCS IbC duaiBrLi LR ConcC k704 R I0e S B WFE b Ehd ZRT
oy LCI JBCLLLNRLAVQL BL I IHVESTNREBGA
OLaTTI=Ys kN 0= YTV LT OsTal 0TI 425 La W il
SwZSIEInFTeys bl duakvinip
Lal iws 0PI 0aWi LTy e il ui D OMDYILCI 1ai i 09 B INDE
ARV IIRNT LG0T 2 2305 0T CEILThiZWETNZ Q0231
1] cn SNEWITL 0 L IRk D Snk MTAOTYAMDE My ULNY MUl Y Ind . YHT 283
ILTETqyr kP40 £XE £ =M E8ya® Sk 0P CgThgdy ! _CRDENIjprSqEfnsKiy
BDE_Foud TeVyroB33ePICTjvFal f75 11 3Fve FALET L SLEwe el
_ahphwd 03 Iq-hndi Co FatHaT T wd VD in e HA VY S e e r = Fla P AW zualAludy
TAWUqEUEHA TEamSF 1 S WEVAT_5 tT PURBE RFGRCIFqTAVONPH] TATrL-peEEdv_1xAOkALp EXIppIcs
ceREITAsIng
User-Agent: Fostaanfuntime/7.43.0
Foscman-Token: BA¥0d4E5-Zade-4d70-bl52-daddsDdanlan
Hoxt: api=stg. zensa.nstwork
Avcepr-Enceding: gzip, deflace, br
Compaction: Xaspralive
Cookie: AWSALE=
£ FrlEDJILExL;

ik 3 0AFh I
N Cp LAZ IR AW R

LT R
Fapizevee

bt e LT P

Y kEYyell
TEUHVD 6x5

. mazmagesd, suvt-gevalidess

Taprran: 0
M=Frama-Jpticna: DENY
Lamgth: 110

sbge = 10ExEp

a e

CORTYLIR,/ 0

Case 2:

1. Capture the request by burp suite proxy service. Add the payload: \"}]},\"extra\":\"<img src=x
onerror=alert(1)> in the checksum.

Send

Request Response
P
y HTTP/1.1

Case 3:

1. Capture the POST request to /wallet/vl/create using Burp Suite, inject a malicious payload into the
request body, and send the request.
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Response

staging.xenea.app pe: application/json;charset=UTF
3 Content-Length: 10
P : Date: 2025 05:45
Accept -Encoding: =flat 5 Accept-Charset: bigs, bigs-hkscs, ¢
Content -Length: ibm01140, ibmo1141, ibmo1142
Authorization: 1bnd1149, ibme37, ibm1026,
yar 1IPYVE {hORVPHRT 01 LCIhbGC10 i x i , b
X112 TOMEWOC@YNDIXL " : 2 TKiLCIjb2duaXRyOmdyb? 6 b i ibmss1,
/9y c240d1 dGHHI{R29V yI6TmhacHB XC XRVLUL 22
13HuY2 OtHV9yc240dLc aligul joyLCIjbG1

p alldpb19q¢ ] o jis_ 2
12Q1LCI8b2t1b191c2U c 5 jb2duaXRuLnlipZ e 2be, utf-

P F KbULUTHBOb25 116 9 ZNS pZCBHCMOMaNXLIGY +1YXV0aF 90aW 111 joxNzQuoTgzH 250, wind windoy 3 -1254,
HAZOFENDEWNTKANDASTmLhe k 1 3 2 » windo j
FHDC30TYSTiwid b 12 k5N HuNTUZ H3E 8 g , x-eucjp-open,
xnmf_) d 61nmii0j F03j 1uArb: PIMb i x-ik x-ibm1123 x-
@ GA Lrm 3 ibms3a,
GLPYaCa R ! t o 933 mo3s
FgldoxacnCHzhi 7 b 0 ¢ -ibmod2c, x i i ibma4 9c
x-1bmo70, x-1 -150-2022-cn-gb,
{ i autodetect, x-j mac cent raleur ops
, x-macdingbat, a -maciceland,
mouzhanhb7zw. 0astif % o1, % sh, x-macukrain
“pck, x-sjis_0213,

Set-Cookie
DHbII2XSEWr00Xs3 §+)
JNHgOfmIlp; Expires=Tue,

53§+NOWGERLL] gDIeICaRz eF nF 22uNTKWCUS\
11 Mar 2025 @5:45:06 GNT; Path

-Application-Context:
application:sta quartz-jp,cognito,staging.

udfront .net (€lou nt)

2. The response from the corresponding GET request (e.g., /wallet/vi/info) and verify that the injected
input is reflected in the API response, confirming stored input disclosure.

Response

retty

cept -Encoding:
Authorization: Bea
¥ 2| Hhol HRTOLLCIh IINL
103 TxHz TOHMEWO COYMDTxL TewhUQtYHI1NCO4YmTIAN2T1YmTwYTki LCIjb2duaXRvOmd I6Wyd
GVhc3gt 101 dGHHI fR29vZ2x 11105 Il zc yT6Tmh OdHE: d 1k c1ub 9 5b pitcalbecsul
Lcajbel

i TmF
BwemOmaklx L IGVE YW1 sTiuwi YXVOaF 90aki11T o

" "name
J0Myw1anRpToLNGVLHUQYYTEENT] it : uriAvatar

OTAXPKpt 1g6mTO2Uel 6 TSMGZ-83C
TAITAKROhgBNQSWK -Q8 SnevZyvkeeyt
Feldo. 2 7T0E VFbrrx @K 3nbn 73 ITORBOBE 30 “ex5b032f{d0f73201cT

“urlAvatar

"accoun

32£4dAf73291¢

vastif
reat edat
mported”
"name" :" yo:
"urlAvatar
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m-03  Application Data can be Backed up

Severity Medium Status @ Resolved Category Insecure Data Storage

TESTING DETAILS
e Original finding number: 5.1
e Tools used: Sublime text

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

The flag [android:allowBackup] should be set to false. By default, it is set to true, allowing anyone to
back up the application’s data via ADB. This could enable users with USB debugging enabled to extract
application data from the device, posing a security risk.

VULNERABLE LOCATION

AndroidManifest.xml

TECHNICAL IMPACT

If an Android app sets android:allowBackup="true", it allows sensitive data, like user preferences,
databases, and files, to be backed up and potentially accessed by unauthorized parties. This creates a
significant security risk, as attackers could exploit backup files to retrieve private information or inject
malicious data. It bypasses Android’s security model, making data vulnerable during device backups,
risking privacy breaches and unauthorized access.

BUSINESS IMPACT

If an Android app's backup feature is insecure, sensitive user data such as credentials, session tokens,
and personal information may be stored unprotected. This can lead to unauthorized access, data
breaches, and compliance violations, posing a significant risk to user privacy and the organization’s
reputation.

REMEDIATION

To remediate the risk of android:allowBackup="true”, disable the backup feature by setting
android:allowBackup="false" in the app’s manifest. This prevents sensitive data from being included in
device backups and reduces the chance of unauthorized access. Additionally, ensure proper
encryption of sensitive data, implement secure storage methods, and educate users on the
importance of securing their device to prevent data leakage.

REFERENCES
* OWASP Mobile Security Testing Guide - Backups
e Android allowBackup Attribute

e Android Security Best Practices

STEPS TO REPRODUCE

1. First use jadx-gui tool to decompile the android application and analysis it's android-manifest.xml file
reading the android-manifest.xml file we find android:allow-backup=true
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m-o4  Application logs sensitive information

Severity Medium Status @ Resolved Category Logging of Sensitive Data

TESTING DETAILS
e Original finding number: 5.12
e Tools used: adb & Memu

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that the application logs Base64-encoded data, which, when decoded,
reveadls sensitive information such as the account ID, master private key, and wallet ID. Logging such
sensitive data poses a significant security risk as it can be accessed by unauthorized users or malicious
applications, leading to potential data exposure and compromise.

VULNERABLE LOCATION

Throughout the xenea-wallet.apk while the enter pin is implemented.

TECHNICAL IMPACT

Sensitive information such as the account ID, master private key, and wallet ID being logged in plaintext
(even if Base64-encoded) increases the risk of exposure. Attackers with access to log files can easily
decode and retrieve critical data, potentially leading to unauthorized access, account takeover, and
compromise of user funds or private keys.

BUSINESS IMPACT

The leakage of sensitive user data can result in financial loss, reputational damage, regulatory non-
compliance, and legal consequences. If an attacker gains access to private keys or wallet credentials, it
could lead to unauthorized transactions, identity theft, and loss of customer trust, affecting business
continuity and user confidence.

REMEDIATION

Ensure that sensitive data such as account ID, master private key, and wallet ID is never logged, even in
encoded form, by reviewing and removing all logging statements that store such information in
application logs.

REFERENCES
« OWASP Mobile Security Testing Guide (MSTG) - Logging
 Insufficient Security Logging and Monitoring

» Network security configuration

STEPS TO REPRODUCE

1. Enter the PIN and run adb logcat.
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IptablesRestoreController:

IptablesRestoreController:

IptablesRestoreController:
IptablesRestoreController:
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to delete the counterSet

iptables-restore process 13

iptables error:
- COMMAND

filter

-1 bw_happy_box -m owner

COMMIT

iptables-restore process
iptables error:
= COMMAND
®filter

-1 bw_happy_box -m owner

COMMIT

IptablesRestereController:
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IptablesRestoreController
IptablesRestoreController
IptablesRestoreControlle:

TrafficController: Failed
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Function not implemented

260 terminated status=2

—-uid-owner 10041 -—jump

id-owner 10041 -—jump

3

failed

Function not implemented
ndroid.gms.measurement.STA

ndroid.gns.appset . service.

No such file or direct

265 E TcpSocketMonitor: Failed to poll TCP socket info: No such file or directory
CctTransportBackend: M

baselogging-pa.g

using platform d

ndroid.gms.appset.service.
fo: No such file or direct

o such file or
tps

directory
/firebaselogging-pa.g

No Network Security Config specified, using platform d

eceiving Intent { act=andr

fo: No such file or direct

»
u

I@ (ENE 150
13125

205 E
13176 E

TepSocketMonitor:
108.159.15

Failed to poll TCP socket info:

No such file or directory

3
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10028(com. xenea.wallet.stg) 1.ui identical 2 lines
108.159.15.3
called unimplemented OpenGL ES
: ref: 108.159.15.3
: ref: 104.18.41.110
: ref: 104.22.3.28
: called unimplemented OpenGL ES
: ref: 84
ref: 15.197.198.189
r 18.140.205.187
called unimplemented OpenGL ES
ref: 108.159.15.3
: ref: 104.22.3.2

{4, Import Token
< Imp APT

Dart
Dart
LibEGL
Dart
Dart
Dart
LibEGL
Dart
Dart

3.33

L L3 L3 LY LY U W LD LD LD

PERIIIIN RO

8

3. Now decode the base64 encoding text and observe the output.

root@LAPTOP-TQVVVNE9: ~# echo "eyJljaGFpbkNvZGUiOiJjNDIUNmIZzZGYxNzI3NmNLINGMINmRYTLImNTQONFMUMDYSYTFiM2ZiMihjZmEZNmMUOThjOWIS50Dk2MzcONTNmI iwiYWNjb3

VudELKIjoiMTMONDgINTM3NjI10Tk3MzEyMCIsImlhc3R1c1ByaXZhdGVLZXki0iJleULS5TKNINLd6YZNMREUXTUN3eESTd3h0U3d4TnpZcO16WXNNekVzTVRNCO1USXpMRGN3TERTeUXESX

d0aXd5TXpnc@lqTXdMRGC1TERjcOSEY3NNVFV6TERIek5Td3 INeXcwTmL3MU1Dd3hOVFVZTmpnc@9EWXNNVEEWTERNMEXESXhPQ3d4TWpnc@1UYZFMREUXTX13eU16TXNNak13TERJeU9Dd3

LNRFVZTVRVMOXETXLMREV6 TERFNESpd31NelFZT1IN3eULUZ3NNVELYTERVeEXESXhMREUXTVN3eEL6WXNOamt zTnpFcO1UVTNMRFUZTERFMO1Td3hPVE1z TWpnc@9Ua3NNVELUTERFeUSTd3

INalFzTmpZc@56Y3NNekVzTVRneEXEYZBMREUZTLYXx0SIsInBhcnQyS2V5I joxNzEsIndhbGx LdELKI joi0GRIZWIKMzUtYZzZjMi00ZGZmLTgzYWQtMDYINWEWZTMUYmQ5In0=" | baseél
-d && echo ""

{"chainCode" : "cll286b3df17276celc56dcadf5ul638069a1b3fb28cfa36c898cIb98963TU53F" | "accountId” : "1344855376259973120" , "masterPrivateKey"

: "eyIyNCI6Wz
c3LDE1IMCwxNSwxNSwxNzYsMzYsMzEsMTMsMTIzLDcwLDkyLDIwNiwyMzgsMjMwLDg5LDcsNDcsMTUZLDIZNSwyMywONiwlMCwxNTUSNjgsODYsMTAOLDgOLDIx0CwxMjgsMTclLDEIMywyMz
MsM3jIwLDIyOCwyMDUsMTU3LDMyLDEZzL DEUNiwyMzQs0SwyMTgsMTMxLDUxLDIxLDE1MSwxMzYsNjksNzEsSMTU3LDU3LDE3MSwx0TMsMjgsOTksMTIxLDEyNSwyMjQsNjYsNzcsMzEsMTgxLD

cOLDE3NV19 part2Key":171, "walletId
Toot@LAPTOP-TQUVVNGES: ~# i

"8dcebd35-c6c2-Udff-83ad-0675a0e38bd9"}
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m-0s  CBC mode leads to oracle padding attack

Severity Medium Status @ Resolved Category Insufficient Cryptography

TESTING DETAILS
e Original finding number: 5.13
e Tools used: Jadx-gui

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, we observe that the application uses "AES/CBC/PKCS7Padding" for an encryption
operation which is vulnerable to padding oracle attacks.

VULNERABLE LOCATION

Throughout the xenea-wallet.apk Application

TECHNICAL IMPACT

The existence of a padding oracle allows an attacker to decrypt encrypted data and encrypt arbitrary
data without knowledge of the key used for these cryptographic operations. This can lead to leakage of
sensible data or to privilege escalation vulnerabilities, if integrity of the encrypted data is assumed by
the application.

BUSINESS IMPACT

If an attacker exploits the padding oracle vulnerability in the application’s encryption mechanism, they
may decrypt sensitive information, such as user credentials, financial data, or personal information.
This can lead to data breaches, identity theft, regulatory non-compliance, and reputational damage to
the organization.

REMEDIATION

Use "AES/GCM/NoPadding" instead of "AES/CBC/PKCS5Padding" & "AES/CBC/PKCS7Padding"

REFERENCES
e Testing for Padding Oracle
¢ Padding Oracle Crypto Attack

STEPS TO REPRODUCE

1. Open the application in JADX-GUI and search “PKCS7Padding” and observe that the application uses
"AES/CBC/PKCS7Padding” which is vulnerable to padding oracle attacks.

7] Auto search

Search options:

Method (/] Field (/) Code (/] Resource (/] Comments  [] Case-insensitive | | Regex || Active tab only

Com.it_nomads. flutte age.ciphers.h.d() Cipl Feturn Cipher getinstancel ALS
AES_CBC_PKESTPadding(new n() {
private static final 1 f10094f -
Cipher ciphen = Cipher.getInstance

ypti gs( "PRE

m a
M 0.i.a.e(KeyGenParameterSpeciBuilder) v builder

2. Open any one of the files and observe the "AES/CBC/PKCS7Padding’
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% i
48 @0verride // com.it nomads.fluttersecurestorage.ciphers.i
49 public byte[] a(byte[] bArr) {
58 int e5 = e();
51 byte[] bArr2 = new byte[e5];
52 this.f18091b.nextBytes (bArr2);
53 this. f10098a.init (1, this.f18092c, f(bArr2));
54 byte[ ] doFinal = this.f1009@a.doFinal(bArr);
55 byte[] bArr3 = new byte[doFinal.length + e5];
56 System.arraycopy(bArr2, 8, bArr3, 8, e5);
57 System.arraycopy(doFinal, 8, bArr3, e5, doFinal.length);
58 return bArr3;
59 }

BN R ®

0~ O

OO A W
vl

o

@0verride // com.it nomads.fluttersecurestorage.ciphers.i

public byte[] b(byte[] bArr) {
int e5 = e();
byte[] bArr2 = new byte[e5];
System.arraycopy(bArr, 8, bArr2, @, e5);
AlgorithmParameterSpec f5 = f(bArr2);
int length = bArr.length - e();
byte[] bArr3 = new byte[length];

System.arraycopy(bArr, 5, bArr3, 8, length);

70 this.f10098a.init (2, this.f10092c, f5);
T return this.f10090a.doFinal(bArr3);
72 }
73
74 protected String c() {
75 return "VGhpcyBpcyBB8aGUga2V5IGZvciBhIHNLY3VyZSBzdGOyYWd1IEFFUYBLZXKK";
76 }
77
78 protected Cipher d() {
79 return Cipher‘.ge‘tInstancet"A'EF,"CBC/FKCS?Padding")i
80 }
81
82 protected int e() {
83 return 16;
84 ¥
85
86 protected AlgorithmParameterSpec f(byte[] bArr) {
87 return new IvParameterSpec(bArr);
88 3
89
g e i
/* JADX INFO: Access medifiers changed from: private */
/* loaded from: classes.dex */
public static class ¢ {
static BiometricPrompt.CryptoObject a(IdentityCredential identityCredential) {
3 return new BiometricPrompt.CryptoObject(identityCredential);
¥
static IdentityCredential b(BiometricPrompt.CryptoObject cryptoObject) {
1 return cryptoObject.getidentityCredential(};
I3
}
/* JADX INFO: Access modifiers changed from: package-private */
public static €1841f.c a() {
try {
6 KeyStore keyStore = KeyStore.getInstance("AndroidkeyStore”);
10 keyStore.load(null);
14 KeyGenParameterSpec.Builder b5 = a.b("androidxBiometric", 3);
18 a.d(b5);
21 a.e(bS);
26 Key ator ator = Key ator.getInstance("AES", “AndroidKeyStore");
34 a.c(keyGenerator, a.a(b5));
37 keyGenerator.generateKey();
48 Cipher cipher = Cipher.getInstance| ®AES/CBC/PRCS7Padding" )|
53 cipher.init(1, (SecretKey) keyStore.getKey| Snaroidxiiometric”, null));
58 return new C1841f.c(cipher);
} catch (I0Exception | InvalidAlgorithmParameterException | InvalidKeyException | KeyStoreException | NoSuchAlgorithmException | NoSuchProviderException | UnrecoverableKe:
83 Log.w("CryptoDbjectUtils", "Failed to create fake crypto object.", e5);
5 return null;
4
}
/*® JADX INFO: Access modifiers changed from: package-private */
public static C1841f.c b(BiometricPrompt.CryptoObject cryptoObject) {
IdentityCredential bS;
2 if (cryptoObject == null) {
i return null;
¥
5 Cipher d5 = b.d(cryptoObject);
9 if (d5 != null) {
13 return new C1841F.c(ds);

Y
¥
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m-06  Exposed Debugging Symbols in Library

Severity Medium Status @ Resolved Category Reverse Engineering

TESTING DETAILS
e Original finding number: 5.14
e Tools used: objdump

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

The application contains unremoved debugging symboils in its libraries, making it vulnerable to reverse
engineering. These symbols expose critical details about the app’s internals, such as function names,
memory addresses, and logic flow. During testing, it was observed that the application’s shared library
contains debugging symbols, which could aid an attacker in reverse-engineering the library and
identifying potential security weaknesses.

VULNERABLE LOCATION

lib/arm64-v8a lib/armeabi-v7a lib/x86 lib/x86_64

TECHNICAL IMPACT

Debugging symbol leaks the information such as debugging information, line numbers, and descriptive
function or method names, make the binary or bytecode easier for the reverse engineer to understand,
but these aren't needed in a release build and can therefore be safely omitted without impacting the
app's functionality.

BUSINESS IMPACT

The presence of unremoved debugging symbols increases the risk of reverse engineering, allowing
attackers to analyze the application’s internal logic, identify vulnerabilities, and develop exploits. This
could lead to intellectual property theft, unauthorized modifications, and potential security breaches,
ultimately affecting the application’s integrity and user trust.

REMEDIATION

To remediate the vulnerability of debugging symbols not being removed from the library, ensure that
all debugging information is stripped during the build process. Use tools like ProGuard or R8 to
obfuscate and optimize the code, making it harder for attackers to reverse-engineer. Additionally,
configure the build system to disable debugging features in production and perform regular security
audits to ensure that no unnecessary symbols are exposed in released app versions.

REFERENCES

* Reverse Engineering and Tampering

» Android Developer Documentation - Debugging and Profiling
e NIST - Guide to Software Security Assurance

e Google Security Best Practices - Secure Your Code
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STEPS TO REPRODUCE

1. Decompile the APK and navigate to the lib folder. Observe the highlighted directories corresponding
to different architectures. Enter any of these directories and examine the .so files present.

C:\Users\sampr\Desktop\eMAPT\Tools\xenea-wallet\lib>dir
Volume in drive C is Windows-SSD
Volume Serial Number is CU22-85F9

Directory of C:\Users\sampr\Desktop\eMAPT\Tools\xenea-wallet\lib

26—02-2025 21:33 <DIR>
26-02-2025 21:33 <DIR> S5
26-02-2025 21:33 <DIR> armed-v8a
26-02-2025 21:33 <DIR> armeabi-v7a
26-02-26025 21:33 <DIR> x86
26—-02-2025 21:33 <DIR> x86_6L

0@ File(s) 0@ bytes

6 Dir(s) 33,910,857,728 bytes free

C:\Users\sampr\Desktop\eMAPT\Tools\xenea-wallet\lib>cd x86_6U

C:\Users\sampr\Desktop\eMAPT\Tools\xenea-wallet\1lib\x86_6éU>dir
Volume in drive C is Windows-SSD
Volume Serial Number is CU22-85F9

Directory of C:\Users\sampr\Desktop\eMAPT\Tools\xenea-wallet\1ib\x86_6u

26-02-2025 21:33 <DIR>
26-02-2025 21:33 <DIR> e
26-02-2025 21:33 17,302,432 libapp.so
26-02-2025 21:33 5,521,032 libbarhopper_v3.so
26-02-2025 21:33 11,768,080 libflutter.so
26-02-2025 21:33 46,200 libimage_processing_util_jni.so
26-02-2025 21:33 1,375,416 libsqglite3.so
5 File(s) 36,013,160 bytes
2 Dir(s) 33,915,043,8U0 bytes free

C:\Users\sampr\Desktop\eMAPT\Tools\xenea-wallet\1ib\x86_6u>

2. Now, run objdump.exe against any .so file and examine the extracted symbols.
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sampr\Desktop\eMAPT\Tools\platform-tools\winlibs-x86_64-posix-seh-gcc-14.2.0-11lvm— ’ ngw-w6lucrt-12.0.0-r3\mingwbld\bin>objdump.exe -T C:\User
s\sampr\Desktop\eMAPT\Tools\xenea-wallet\lib\x86_64\libapp.so

C:\Users\sampr\Desktop\eMAPT\Tools\xenea-wallet\1lib\x86_6uU\libapp.so: file format elfé6u-x86-6U

DYNAMIC SYMBOL TABLE:

006000B0RO650000 .text 0000000000015fd48 _kDartVmSnapshotInstructions

006060 0665fU8 g text 00000000B0aGcdf® _kDartIsolateSnapshotInstructions
000000 0000200 g .rodata 0000000000003ea@ _kDartVmSnapshotData
00000000000040cE g .rodata 000000000O6L0aF0 _kDartIsolateSnapshotData
0000000000EB01CE g note.gnu.build-id 0000000000000620 _kDartSnapshotBuildId

Users\sampr\Desktop\eMAPT\Tools\platform-tools\winlibs-x86_6lU-posix-seh-gcc-14.2.0-11lvm-19.1.7-mingw-w6Uucrt-12.0.0-r3\mingw6t\bin>objdump.exe -T C:\User
s\sampr\Desktop\eMAPT\Tools\xenea-wallet\1lib\x86_64\libbarhopper_v3.so

C:\Users\sampr\Desktop\eMAPT\Tools\xenea-wallet\1lib\x86_64\Libbarhopper_v3.s0: file format elf6U-x86-64

DYNAMIC SYMBOL TABLE:
(slelelelclelelele [eleTe el e el ] *UND* ©00P000R0PEEAERE (LIBC) __cxa_finalize
*UND* 0000000000000000 (LIBC) __cxa_atexit
*UND* 000P0Q0R0R000ERA Base AndroidBitmap_getInfo
*UND* 0000000000000000 Base AndroidBitmap_lockPixels
0 *UNDx 0000000PREOEOEAA Base AndroidBitmap_unleckPixels
[slclelelceeTele[eeTe] 0 *UNDx ©000000000000000 (LIBC) strlen
0000000000000 *UND* 0 e ¢ (LIBC) memset
[slelelelel[eTefeTeTeleTe] *UND* d clelole (LIBC) memcpy
*UND* 000000000000 (LIBC) abort
*UND* 000000000000 (LIBC) memmove
0000000000000 *UND* 00000000000€0080 (LIBC) expf
0000600000000000 *UND* 0000000000000080 (LIBC) logf

elelefelclele[eleeleTelale e ] *UND* 0P0P0E0EEPEEEER (LIBC) __stack_chk_fail

0000000000000000 *UND* pe0E00E0EEEE0E (LIBC) exp
0000000000000B0D *UND* 0000000000000080 (LIBC) atan2f
*UND* ©0000000000000 (LIBC) sincosf
*UND* ©0000808000000 (LIBC) memcmp
elelefelclelcelelelelelalele ] *UNDx 0000000000000H (LIBC) memchr
0000000000000000 *UND* ©0000000000060080 (LIBC) strtod
Clelelelelele[eleeleTelele e ] *UND* 000000e00E0E0080 (LIBC) strtol
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m-07  Insecure Random Number Generation Vulnerability in Android App

Severity Medium Status @ Acknowledged Category Insufficient Cryptography

TESTING DETAILS
e Original finding number: 5.19
e Tools used: jadx-gui

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

We observed that the application uses the insecure random number generator class “java.util.Random”.
Two instances of the java.utiLRandom class that is created using the same seed will generate identical
sequences of numbers in all Java implementations.

VULNERABLE LOCATION

The vulnerability is present throughout the xenea-wallet.apk

TECHNICAL IMPACT

java.utiLRandom class using the same seed will generate identical sequences of numbers in all Java
implementations. An attacker can learn the value of the seed by performing some reconnaissance on
the vulnerable target and can then build a lookup table for estimating future seed values.

BUSINESS IMPACT

There is no direct impact on the business, this comes under security best practices.

REMEDIATION

The java.utiLRandom class must not be used either for security-critical applications or for protecting
sensitive data. Use a more secure random number generator, such as the java.security.SecureRandom
class.

REFERENCES

« OWASP Mobile Security Testing Guide (MSTG)
e OWASP Cryptographic Security Guidelines

e Android Security Best Practices

« Java Security Guide (SecureRandom)

STEPS TO REPRODUCE

1. Open the apk in jadx-gui application. Search "import java.uti.Random" and observe the result.
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@ Text search: import java.util.Random;

Search for text:

Search options:

Class Method || Field (] Code | | Resource Comments [V] Case-insensitive Regex Active tab only

Node
€ Ad.a import java.util.Random;
@, Ad.b import java.util.Random;
€, B4.2 import java.util.Random;
¢, androidx.profileinstaller.ProfileInstallerInitializer import java.util.Random;
¢, com.google.android.gms. internal.measurement. zzdy import java.util.Rsndon;
¢, com.google.android.gms.measurement.internal.dé import java.util.Random;
¢, 3$-util.concurrent.ThreadLocalRandom import java.util.fandom;

2. Now open any of the highlighted files and observe that the code contains import java.util.lRandom
functions.

@ t
package Q1;

import java.util.Arraylist;
import java.util.Iterator;
import java.util.list;

import java.util.lListIterator;
[import java.util.Handomfccess; |

/* lLoaded from: classes.dex */

public abstract class t {
/* JADX INFO: Access modifiers changed from: package-private */
public static boolean a(lList list, Object obj) {

6 if (obj == P1.k.h(list)) {
5 return true;
12 if (!(obj instanceof List)) {
11 return false;
15 Ligk T15=E2 = fliist) sbis
17 int size = list.size();
25 if (size != list2.size()) {
& § return false;
}
30 if ((list instanceof 8& (1list2 instanceof RendomAccess)) {
a7 for (int i5 = @; 15 < size; 15++) {
51 if (!P1l.g.a(list.get(i5), list2.get(15))) {
3 return false;
1
¥
5 return true;
}
66 return s.b(list.iterator(), list2.iterator()});
}

/* JADX INFO: Access modifiers changed from: package-private */
public static int b(lList list, Object obj) {

3 if (list instancenf {
5 return c(list, obJJ;

}
18 ListTterator listTterator = list.listIterator();
18 while (listIterator.hasNext()) {
28 if (Pl.g.a(obj, listIterator.next(})) {
38 return listIterator.previousIndex():
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€, ThreadLocalRandom
package j$.util.concurrent;

impor com.google.android.gms.common.api.aj
import j§.util.stream.Ad;
j$.util.stream.AbstractC1528c4;
import j$.util.stream.IntStream;
import j$.util.stream.K;
import java.io.ObjectOutputStream;
import java.io.ObjectStresnricld;
16 import java.security.AccessController;
11 import java.security.PrivilegedAction;
12 dmport java.security.SecureRandom;
13 fimpert java.util.Random;
14 impert java.util.concurrent.atomic.AtomicInteger;
15 impert java.util.concurrent.atomic.Atomiclong;
16 dmpert java.util.stream.DoubleStream;
17 import java.util.stream.IntStream;
18 dmport java.util.stream.LongStream;

e
kS

20 /* loaded from: classes2.dex */
21 public class ThreadLocalRandom extends Random {

22 private static final leng serialVersionUID = -5851777867851836925L;
23

24 /* renamed from: a reasen: collision with root package name */
25 long £13967a;

26

27 /* renamed from: b reasen: collision with root package name */
28 int f13908b;

29

30 /* renamed from: ¢ reason: collision with root package name */
51 boolean f13989c;

32 private static final ObjectStreamField[] serialPersistentFields = {new ObjectStreamField("rnd", Long.TYPE), new ObjectStreamField("initialized", Boolean.TYPE)};
33

34 /* renamed from: d reasen: collision with root package name */
35 private static final Threadlocal 13903d = new Threadlocal();

36

37 /% renamed from: e reasen: collision with root package name */
38 private static final AtomicInteger f13904e = new AtomicInteger();
39

a0 /% renamed from: f reason: collision with reot package name */
a1 private static final Threadlocal f13965f = new Threadlocal();

42

e

3 £* renamed from: g regson: collision with root packgae name */
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m-08  Sensitive information disclosure through auto-generated screenshot

Severity Medium Status @ Resolved Category Insecure Data Storage

TESTING DETAILS
e Original finding number: 5.24
e Tools used: Memu & adb

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

It is observed when the user puts the application in background mode after adding sensitive
information and captures screen-shot and observes that screenshot which contains all the sensitive
information.

VULNERABLE LOCATION

The vulnerability is present throughout the xenea-wallet.apk

TECHNICAL IMPACT

Sensitive information displayed on the screen will be captured in the screenshot and it may disclose
sensitive information about the application or application user. So a successful attack of this
vulnerability leads to loss of confidentiality.

BUSINESS IMPACT

This can affect the customers if any sensitive data is leaked and harm the reputation of the
organization.

REMEDIATION

» Developer can implement "FLAG _SECURE" option in application which is something similar to the
following code:-

getWindow().setFlags(WindowManager.LayoutParams.FLAG _SECURE,WindowManager.LayoutPar
ams.FLAG_ SECURE);

setContentView(R.layout.activity_main);

REFERENCES

e Android Data Storage

STEPS TO REPRODUCE

1. Open application enter the username and password, now send the application in the background.
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CLEAR ALL

Backup and Retrieve by QR code

Never disclose this QR code

2. Observe the snapshots folder. Run the following command to pull the snapshots folder.

Ccommand: adb pull /data/system _ce/0/snapshots

C:\Users\sampr\Desktop\eMAPT\Tools\platform-tools>adb -s 127.0.0.1:21523 shell
ASUS_Z01QD:/ # cd /data/system_ce/@/snapshots

ASUS_Z01QD: /data/system_ce/0/snapshots # 1s

17.jpg 17.proto 17_reduced.jpg

ASUS_Z01QD: /data/system_ce/0/snapshots # cp 17.jpg /sdcard/

ASUS_Z01QD: /data/system_ce/0/snapshots # exit

C:\Users\sampr\Desktop\eMAPT\Tools\platform-tools>adb -s 127.0.0.1:21523 pull /sdcard/17.jpg
/sdcard/17.jpg: 1 file pulled, @ skipped. 4.0 MB/s (261245 bytes in 0.063s)

3. Observe the auto-generated screenshot disclose the sensitive information.
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QR Code

Backup and Retrieve by QR code

n-09  Missing Security Headers

Severity Medium Status @ Resolved Category Missing Security Headers

TESTING DETAILS
 Original finding number: 5.28
e Tools used: Burp Suite

e Date of reporting: 10th March 2025

VULNERABILITY OBSERVATION

While intercepting the API request in Burp Suite and sending it to Repeater, | observed that several
critical security headers were missing in the response.The absence of Strict-Transport-Security (HSTS)
allows attackers to perform Man-in-the-Middle (MITM) attacks by forcing users to connect over an
insecure HTTP connection.The Content-Security-Policy (CSP) header was missing, making the
application vulnerable to Cross-Site Scripting (XSS) attacks and data injection threats.The X-Frame-
Options header was not present, leaving the application susceptible to Clickjacking attacks, where
attackers can trick users into performing unintended actions.Additionally, the missing Referrer-Policy
header increases the risk of data leakage, as sensitive information could be exposed when users
navigate between different sites.

VULNERABLE LOCATION

http://api-stg.xenea.network/*

https://mobile-api.staging.xenea.app/*

TECHNICAL IMPACT

The absence of Strict-Transport-Security (HSTS) allows attackers to perform Man-in-the-Middle (MITM)
attacks, enabling data interception and downgrade attacks to force insecure HTTP connections.Without
Content-Security-Policy (CSP), the application is vulnerable to Cross-Site Scripting (XSS), where
attackers can inject malicious scripts to steal user data or hijack sessions.The missing X-Frame-
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Options header makes the application susceptible to Clickjacking attacks, where an attacker can
embed the API response in an iframe and trick users into executing unintended actions.The absence of
Referrer-Policy increases the risk of data leakage, as sensitive information (e.g., API keys, tokens) may
be exposed when navigating between sites.These missing security headers significantly increase the
attack surface, making the APl and its users vulnerable to multiple exploitation techniques.

BUSINESS IMPACT

The missing security headers increase the risk of MITM attacks, XSS, and Clickjacking, leading to data
breaches, account takeovers, and financial fraud.Attackers can exploit these weaknesses to steal user
data, manipulate API responses, or launch phishing attacks, damaging customer trust and brand
reputation.Service disruptions and unauthorized access could lead to financial losses, operational
downtime, and competitive risks.

REMEDIATION

Enable Strict-Transport-Security (HSTS) to enforce secure HTTPS connections and prevent MITM
attacks.Implement Content-Security-Policy (CSP) to mitigate XSS attacks by restricting script
execution.Add X-Frame-Options to prevent Clickjacking attacks by blocking unauthorized iframes.Set
Referrer-Policy to limit data leakage when users navigate between sites

REFERENCES

e Www-project-secure-headers
e Strict-Transport-Security

e Content-Security-Policy

e X-Frame-Options

e Referrer-Policy

STEPS TO REPRODUCE

1. Capture the APl Request in Burp Suite. Send the Request to Burp Suite Repeater. Analyze the Response
for Missing Security Headers.

Request Response
Pretty Raw Hex  JSON Web Token I N = | Pretty Raw  Hex T = =
POST /wallet/vl/create HTTP/Z HTTP/Z 200 0K
Host: mobile-api.staging.xenea.app 2| Contenc-Type: application/isom;charset=UTF-8
User-Agent: Darc/3.5 (dart:io) Content-Length: 10
: Concent-Type: applicacion/json s| Date: Sac, 08 Mar 2025 0s:45:02 GHT
5 Accept-Encoding: gzip, deflate, br Set-Cookie: AWSALBAPP- Expires=Sat, 1§ Mar 2025 05:45:02 GMT; Paths/
¢ Content-Length: 1E0 Set-Cookie: AWSALBAPP- BxpiressSac, 15 Mar 2025 05:45:02 GMT; Pachu/
Aurhorization: Bearer Set=-Cookie: AWSALBAPP- Expires=Sar, 15 Mar 2025 05:45:02 GMT; Paths/
eyJraWQi0LIPYVEYOUz xZWRUIXoy SFZEVLRvORZ AUt rVVwwZ IM4 R1AC K2 Sye HRORVPHRTOLLCINb G104 TSUSTLINLAIS. ey JzdW] Set-Coclkie: AWSALBAPP- move_; Expires=Sat, 15 Mar 2025 05:45:02 GMT; Pach=/
404 T4NZUOMGE20COLMCU LT cwM ot MWUxMAOx OCT4YWI LZDA4M) 04 LCT 3b IduakRyimdyb IWuey 1EWy The Club 3 0aCVhe IQtMVE Access-Control-Allow-Credentials: true
ye240d1dGHHT £R2SvETx 11105 Inlzcy 16 [nhOdHBz0 LuvXC S 3h 2 duaXPyL¥ Lk cC5heClub3J0aCVhe 3QEMS ShbWFEL T Shd3MuYTs X-Application-Context: application:staging-hosts,staging,path-ip,quartz-jp,cognito,staging-web:g443

EXCEheClub3T0ACVhe IREMYSycT4041dCHHI i LCIT2XI =AW Sl JoyLCT HCLIbARL A ICHVESYWRrbG4zZiPhNCplM2JpaWh | 11| Accepr-Charsec: bigs, bigS-hkses, cesu-8, euc-jp, suc-kr, gbl@D30, gh2312, gbk, ibm-thai, ibm0DBSA,

b19qdGl 01 [xHIBRMWELZ0wMzk zL TOSHTEC Y4 Z1T 401 TTRIY B20DgiLEI0be 1b181elUL0iTNY2N ibm01140, ibm0l141, ibmO1147, ibm01143, ibm01144, ibu01145, ibmO1148 .b.mu'f 1bm01148, ibm0114S,

InF3eyS b duakRyLnpZ2spbisle VyluFkb¥lulHBeb 2511 5pZCBwenSmaVxl ICVEYWIST iwiYXV ibm037, ibmlOZE, ibml047, ibm273, ibm277, ibul78, ibml80, ibmIBd, 297, ibamd20,

MD EyMeguL CI1eHAS0) ESHDE00Tg30DAS L LhdCT EHTCONT 0xMIHANCuL anBp 1) oL 2Dk sHGBAZTRENZINCO ibmBE,

0ZGEXLTLINWMCYZESHDY SODUONZELT i1 cnShbWUACL Inb 2 SnbGV EHTEONTA40Tg: 3 cyMDEIHTY4 Ing. 2

HEDNRETRE S4dY0sC RPaxQeNGTUSHPNavhAGAYTHIOLGOEX LDC xl_OMEyMe tKRKE THAYLKRyOoZLRyLED qb-1rHiyuge_0dyeVB

wxSINK4707r PGANHVC enGRASKyP1 ASO10XeAVBOqGNITETyB 15wl 10q3c5xAed07_ONphnEIEpHeDaRE Ogvk TBuxs 32p_LOXAdq0 3 i 12-

¥pbiJpCreBRokbr S6yzHIzIBEdymash 1 EROONZ1 T4y Bwaz St iVD ) qxdMTYzZpBAkKOSET_JrAagHECLD 1L THRi BrY0ZpiBAulkia- = 6, uct- lnhr uti-16le, uit-3z, uef-itbe,

ELAD tmyCudUAS 1 qPSwTESrohi OV £4uw WCE-3%le, uEt-8, windows-iZSO0, windows-L75L, windows 1252, windows-i253, windows-1754, windows-1258

windows-175¢, windows-1257, windows-1288, windows-313, x-bigS-hkscs-2001, x-bigS-solaris,

( x-compound_text, x-
"address": "0x525hE £aST0ER1017618523104 (094960443 ce £d”, %-ibnl098, x-ibmll -ibmll22, x-ibmll23, x-ibmllZ4, x-ibmllé
"ereatedAt”:null, x-ibm300, x-ibm3I72Z, ¥x-1bm737, x-ibmO33, x-ibme3d, x-ibmesE,
"index":0, - %-1bm930, ¥-ibm933, x-ibm635, x-ibm937, x-ibuo39, ¥-ibm *

x=ibmS49c, x-ibm950, x-ibmSE4, x-ibm$70, x-iscidSl,

22-cn-gb, x-is0-B859-11, x-1is0208, x-jisautcdetect, x-jchab,

S-MASAPABLE, X-BAGGEREEALSUrOPY, I-MASTOMLMN, T-MAeyrillie, ¥-mAGAiaghEC, ¥-mAegTesk,

c-jp-linux, x-euc-tw, x-eucip-epen, x-ibmlODE, x-ibml0Z5, x-ibml048, x-ibm1097

“name": “CUALLE'
"imported=: fals
“urlhvatar”:"* x-machebrew, x-maciceland, x-macroman, X-macromania, x-macsymbol, x-macthai, x-macturkish,

] x-macukraine, x-ms$32_0213, x-ms950-hkscs, -hkscs-xp, X-mswin-936, x-pck, x-siis_0I13,

x-ut f-16le-bom, x-ucf-3be-bem, x-ugf-3Zle windows-50220, x-windews-50221, x-windows-874,

x-windows-949, x-windows-950, x-windows-iseZ0223p
12| %-Cache: Miss from cloudfronc

Via: 1.1 ¢75dal3160ec818aaTad2fchBedI762 cloudtront . net (CloudFront)
4| X-Amz-Ce-pop: CCUSO-PL

15| H-Amz-CE-Td: _8£30HUCONMVLizZBQ2TVogwtilPTBUZBnniVaCsi Bxigifgca¥ug==

{
“code”:0
)
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L]
Request Response
Pretty Raw Hex JSON Web Token = Pretty Raw  Hex =
GET /api/vi/admin/valletivallecldes77ledd-Oacc-4c99-0bI2-1a1921701c07 RITRAL. 1 +[ETTR/IT 200
2 accept: */* 2| Date: Sun, 09 Mar 2025 15:84:15 GHT
3 Authorization: Bearer 3| content-Type: application/son
eyJraWQi0iIPYVEY Livim v DiLCInbGei0iISUSILINATS . eyJadVl Connection: keep-alive
104 y Ve Set-Cookie: AVSALE=
yec240d1dCHHI fR29v22x1T10s Iml 2y 16 Inh0dHB2 0 LwrXC9 )b 2 duaX kvl lire CEhe Club3J0aGlhe 30eMS ShbWFEhZ Shd 3MuY 29 JELS fgquX+PBCecSbngl OnT40a0HEx EHSHu Zk SWDUQEyVhp Tk LTY! EOLVifISCCOZCapZpTr 9! SVad|
EXCSheClub3J0atVhe 3QeMV Sy el 40d1dCMHTALCIZZX T zaWSul JoyLCI JCLIbnRaW(i0i IZNWESYWRrb G422 ) RhNCP L2 JpaWR HEybADkNat SHGTULbMSExNsx,; Expires=Sun, L& Mar 205 15:54:29 GMT.; Path=/
Idphk 19 qdCli0d L= TOSMTECY)Z1Yi0LYTR) Y QxY2E20DgilCI0bIelbl8leZUi0iInYIN | Set-Cookie: AWSALBCORS=
1c3MiLCIZYISWZSIEInFIcyS5ibl, 25pbislc: LlulHBobISLI! 1IGVEYWlSTiwiTXV JELS fqu+PBGecSbngl OnZ40a0H Ex EHSHu 2k SWDUQEyVbp Y LTYPPAVRPEOLY L £ ISGCS 2 CupZp TeBEvFOW I ht e 5dU3wEgSaasVad
OaFo0aWll J 1 2NzMs Im1hdCIEMTcOMTUZNT I 3Mywiankp1jo iMDM=NDZ TULBMSErNsx; Expires=Sun, 1& Mar 2025 15:54:29 CNT; Path: SameSite=None
OYnYOLWFhZCHME OWZM¥1ZTI4MUy T iwi XN 1emShbWi04 Inb > SnbGV {MTEONTA40Tg: 1cyMDEIMTYAIn0 . 7| vary: origin
VDSl A_Scdx_CPUWwHAr L-CETXUoUnZTwgZr 2xRIRI dak Sk Y9BE-ns TNJhoMOET 7SLO_x4Tr DxaM | Vary: Access-Control-Request-Method
nbTBaY RPIA iMEv-ps I 2 Vary: Access-Control-Request-Headers
3] UZXLLL F 1 o 7LSRV] §10140vD4gOLVNLEuL K-Content-Type-Options: nosniff
cklo=TIt_0=zalz_SC4TxZWHhnGUS2d X-XSS-Protection: 0
User-Agent: PostmanRuncime/7.43.0 Cache-Control: no-cache, P ge=0, must- Lidat
Cache-Control: no-cache Pragma: no-cache
Postman-Token: 3Je5535ac-4ab0-4218-8570-98cL2d6bT77L Expires: O
7 Host: api-stg.xenea nmetwork X-Frame-Options: DENY
& Accept-Encoding: gzip, deflate, br Content-Length: E97

live

A © € > | seach O onighlights (D) G} € > search £ 0highlights
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m-16  Account lockout not properly configured

Severity Medium Status @ Acknowledged Category Account lockout not properly configured

TESTING DETAILS
 Original finding number: 5.30
e Tools used: Memu

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that the account lockout mechanism in xenea-wallet.apk is not properly
enforced. Even after the account is locked, users can still log in using the correct PIN, bypassing the
intended security restriction.

VULNERABLE LOCATION

All the login with pin feature is implemented in xenea-wallet.apk

TECHNICAL IMPACT

Weak account lockout mechanisms allow brute-force attacks, enabling attackers to guess PINs and
gain unauthorized access. Compromised user accounts can lead to unauthorized transactions, data
theft, and identity fraud.

BUSINESS IMPACT

Increased risk of account takeovers and financial losses for users. Non-compliance with security
standards may lead to regulatory fines. Loss of user trust, damaging the company's reputation.

REMEDIATION

Implement a proper account lockout mechanism that temporarily locks the account after a defined
number of failed login attempts.

REFERENCES
¢ OWASP Authentication Cheat Sheet

¢ NIST Guidelines on Account Lockout

STEPS TO REPRODUCE

1. Open the Android application and navigate to the reset pin module where the password is required.
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8:.06 o o

Enter your PIN code

P

A\ )\

Incorrect PIN

Forgot PIN code?

Please re-login and
reset your PIN

2. Enter an incorrect password multiple times (e.g., 3-5 attempts) until the application shows a
message stating that the password attempt limit has been exceeded.

8:.06 O v

Enter your PIN code

—— —_— S
® L [ ] L] ® ®

L e L1

Incorrect PIN.
Your account will be temporarily locked if you
attempt incorrectly again.

Forgot PIN code?

Please re-login and
reset your PIN

3. Observe if the system restricts further login attempts or prevents password input as expected. Now
enter the correct password after exceeding the limit.
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4. Notice that despite the system indicating that the account is locked, it still allows login with the
correct password.

( Save backup file to the cloud! X

A

Wallet

a CWALLET3881354~ (&

0x529b...ccfd

[:ﬁ Xenea Testnet VJ

Total Balance

$0.00 ®
:&XENE 0.00 XEN;

&, Import Token
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M-11 No rate limit leads to Dos.

Severity Medium Status @ Resolved Category No ratelimit

TESTING DETAILS
e Original finding number: 5.31
e Tools used: Burp Suite Intruder

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

The application allows users to add notes at a specific location. However, during testing, it was
discovered that there is no rate-limiting mechanism in place, allowing an attacker to create multiple
notes from the same address without any restrictions.

VULNERABLE LOCATION

https://mobile-api.staging.xenea.app/wallet/vl/create

Parameter: address

TECHNICAL IMPACT

The absence of rate limiting on the note creation functionality allows attackers to automate requests
and create an unlimited number of notes from the same address. This can lead to resource exhaustion,
impacting application performance and stability.Attackers can exploit this to spam the system,
manipulate data integrity, or overload the database, potentially causing denial-of-service (DoS)
attacks. Additionally, automated bot abuse can degrade user experience and make legitimate use of
the feature difficult. Without proper restrictions, this vulnerability can be combined with scripted attacks
to exploit business logic flaws, leading to unauthorized bulk data insertion and system abuse

BUSINESS IMPACT

The absence of rate limiting allows attackers to flood the system with excessive notes, leading to
database bloating and potential service degradation. If exploited, this could slow down or crash the
application, impacting legitimate users and overall system performance. Attackers can also abuse this
flaw for spam, fraudulent content creation, or data manipulation, reducing trust in the platform. This not
only increases operational costs but also risks reputational daomage and non-compliance with security
best practices like OWASP API Security Top 10.

REMEDIATION

To mitigate this vulnerability, the application should implement rate limiting to restrict the number of
notes that can be created from a single address within a specific time frame. Server-side validation
should enforce limits on repeated requests to prevent automated abuse. Implementing CAPTCHA,
authentication-based throttling, or IP-based request restrictions can further enhance security.
Additionally, monitoring and logging mechanisms should be deployed to detect and block excessive
requests, ensuring system stability and compliance with security best practices

REFERENCES

e Rate_Llimiting_Cheat_Sheet
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Safe =dges

e rate-limiting
X-RateLimit-Limit

e rate-limiting-strategies-techniques

STEPS TO REPRODUCE

1. Observe that currently there are only 2 notes created.

Response
Prel

Request
Pretty Raw Hex JSON Web Token

[ Sy = Ul

Raw
1

Hex

Xenea Wallet App Penetration Test | Security Audit

d==
Bw

Render

o=

1 GET /wallet/vl/into HITP/Z

¥ 1
x-ms$32_0213, x-ms950-hkses, x-ms850-hkscs-xp,

x-macthai,
x-mswin-93¢, x-pek,

. x-ut 220,

x=sjis_0213, x-uti-l€le-bom, x-ut 2] 3
7 20223p

: D, 4
i Accept-Encoding: gzip, deflace, br

Bearer

12 X-Cache: Miss from cloudiront

© (CloudFronc)

5 Authorizatien:
SUZTLNATS . eydzaV

1404 3ceny v oL FaLy
Do 1) ¢
ek “code:0,
1 T dacar: |
(
BHLR-y3T TATHD MK "account®: 1014121827,
b i “address": "0x2da77087b07 {40 £ hdBR50L £7eBath E2AL£1670" ,
= F7m 798 L AVSSSE n

@

tg-public-files-bucket.s3. ap-northeast-1. amazonaws. com/l34E67E639451545E9¢|
£708afh £24E £18c70_kvatar_Vallec_Addresst7eTlege-Eblb-41bb-5565-2e S08h)

o

®@ € /|| search

onighlights | (D) G} € > search

£ ohighlights

2. Now navigate to the "Add Note" section. Enter a sample note and submit it, Capture the request on

the burpsuite and send it to the intruder.

Dashboard Target Proxy Repeater Collaborator (4) Sequencer Comparer Decoder O Search @ Settings
Logger  Organizer  Extensions  Learn  JWT Editor
Intercept  HTTP history ~ WebSockets history ~ Match and replace @ Proxy settings

Requestto . & | @ openbrowser | ()

L A b

7 Authorizacion

1opadsu|  gh

Eventlog (136)"  Allissues (241)"

MDISOD L 29085308 B
JoyLe:
— e =
vt S | o
- i) ¥
b By
:
3|t
r
@B €3 nmn x| 0highlights

@ Memory:611.7M8 *

3. Set the Insertion Point. the note_address or note_id field and highlight it. "Add §" to set it as a variable
parameter for payload injection and run it for 50 times and click on start attack.
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Dashboard  Target  Proxy  Intruder Repeater  Collaborator (4)  Sequencer =~ Comparer  Decoder  Logger  Organizer  Extensi
1% 2% 3x 4% 5x Gx Tx 8x gx 10x +
® Sniper attack e
Target | httpsy//mobile-apistaging xenea.app Update Host header to match target
Positions | Add § Clear § Auto §
L POST fuallet/vl/create HTTB/2
2 Host
Accept-Encoding: gzip, deflace, br
¢ Content-Lengch: 150
7 Muchorization: Bearer
eydravOios. 1 ISUZTINAIS . eydzdVILos. 1 sco1
iLC33b 25v22x1T 2
3oy 3 041 0
azioan 1CI0B2: TUL0LINYINLCOM: v LIGVCTVLST
1T EyLCILeHA e faimi] 3
ONT. TY4Ino. B =
viguEl = % _1THCp! . e 2
€7 o v 3qiL4bS
s :*0x2£893dée’ £s810a1 5], "creacedic” null, "index":1,"account”: 1014121827, "name": "test", "imported”: false,"urlhvatar®: "}

®{§} €| | search

P

1 highlight 1 payload position  Length: 1497

ions Learn  JWT Editor

O search @Sﬂﬁngs

D

wl @ x

Payloads

Payload position: All payload pos

Payload type:
Payload count: 50

Numbers ~

Request count: 50
Payload configuration -

This payload type generates numeric payloads within
a given range and in a specified format.

Number range

4. Now check the server responses and it will allow you to create 50 notes.

Attack  Save

<) 6. Intruder attack of https://mobile-api.staging.xenea.app

6. Intruder attack of httpsy//mobile-apistagingxenea.app

Type: ® Sequential Random
From: 1
To: 50
Step: 1
How many:
Number format
Base: @ Decimal Hex
Min integer digits: | 0
Max integer digits: | 2
Min fraction dicits: | 0
- =] X

Attack v Save v

©)

Results Positions
' Capture filter: Capturing all items B Apply capture filter ~ §
7 View filter: Showing all items i =
<
Request Payload Status code Response receiv.. Error Timeout Length Comment g_
& i oo R ks 2
46 46 200 185 2725
47 47 200 195 2725 o
48 48 200 194 2725 L)
49 49 200 288 2725 =
[0 50 200 198 2725 | ] g
Request  Response H ﬁ
Pretty Raw  Hex de w = (B
~ISBEE, ibaBEO, ibaBES, iba070, LbaSTL, 1BASIS, isc . 156-2028+3p, 186°20I3-3p=%, §56-2023+KE, [50-8038-1, s0-0058-13, 1sc-D858-15, Lso-0859-%, §50-0058-3, 150-B0ST4, s0-00SE=5, 150-8855-8, o
i50-8059-7, is0-8059-8, iso-8B5S-5, 3is_x0I0L, 3is_xD . koiB-u, shife_3is, £is-620, us-ascii, uct-16, wct-lebe, uef-léle, uef-32, ucf-Ihe, ucf-3le, uef-0, windows-1250, windows-1251. =
windows-1252, vindows-1353, windows-154, window 25, e Gext, x-euc-p-LiRux, X-euc-cv, x-eucip-open,

3
5, x-ibmlO4E, x-1bul0S7,

x-iball?3, x-ibml

3. 2001,
4, x-ibmllEE, x-ibml3Ed, %-ibmlIGl, x-ibm1383,
x-ibSilc, r-ibusS43, x-ibmSdlc,

x-ibu300, x-1b337;
%-ibmS48, x-ibmSdS, x-ibusisc

x-ibn737, x-ibn833, x-ibm834, x-ibm8SE,
, x-ibmS50, x-ibmSE4, x-ibmS70, x-iseiisl,

2 iam, x- 115
€, x-pek, x-sjis 0213, z-w

%-ibml00E, ¥-ibml0Z: x-ibml0SB, x-ibmlll2, x-ibmll22,
=-Abm8T4, %-ibmOTS, x-ABSIL, x-ibmS2Z, x-ibmS30, x-ibNS33, £-ibmedS, x-ibme37, x-ibme3s, x-ibmsdl,
x-iso-202%-cn-cns, x-is: cn-gh, x-iso-8858-11, x-3is0208, x-jisaucodetect, x-johab, x b,

3 ymbol, x-macchai, sh, 13 , ®-ms932_0213,
220, 381, 550, x-vil 20223

s _remove_ i Pathe/

s remove_; ; Pache/

remove._ Path=/

1 ‘ _remove_; Exp: Pach=/

12 ¥-Cache: Miss from cloudfromt

13 Via: 1.1 1E0771402laf0 net (CloudFront)

L4 -Amz-Ct-Fop:

= K-Amz-Ct-Id: 2 3ng_|

@@ € ||/ | search

e Land
greek, .
ct-1€le-bom, x-utt-3lbe-bom, x-uct-32le-bom,

sbumas 8y

P | 0highlights

Finished

5. Now check that the multiple duplicate notes were created under the *50 address.

Request

Pretty Raw Hex JSON Web Token

L GET /vallec/vi/inte HITR/Z
Host: mobile-api.staging. xenea. app

S

8w

User-Agent: Darc/3.§ (darc:ie)
 Mccepeincoatnn; 9rip, Setimes br
| imiecinecton: Hames
sy " -
P f : N
:
sevica a
et s e
le3Nil InFicySib. 251 ICVEYWLsIivi¥XV
0aFS0av1ll) 'EyLCJ1eHA T By 3
o Tr4ind, Baai iyt
: g
1 ¥ Taz
3 et ity
BN S A
@ € > seacn £ onighlights

Done
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Q==
Response
Pretty Raw Hex \n =
T
*account *: 1014121627,
3dEeTEb0ASIch350ddETB10aL500de S 0EcedE",
377987758
b
{
827,
eri-'lﬂmdii(h]!Sdur:E':un‘Amnn-ﬁné,
1741377987812°,
"imporced”: false,
“index':l,
1
i
“account”: 1014121827,
0:
X | 2/2 matches

§

jood a3inosay (3 speojhed

sbuipas @)

Jopadsul g

SalON (i)
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m-12  PIN History Not Enforced

Severity Medium Status @ Resolved Category PIN History Not Enforced

TESTING DETAILS
e Original finding number: 5.32
e Tools used: Memu

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

The application allows users to reset their PIN but does not enforce PIN history restrictions. This means a
user can reset the PIN to the same one previously used, which defeats the purpose of a secure reset
mechanism. A strong authentication system should prevent the reuse of old PINs to enhance security
and mitigate risks like credential stuffing or unauthorized access.

VULNERABLE LOCATION

Affected Module: Authentication & Security

Feature: PIN Reset

TECHNICAL IMPACT

The lack of PIN history enforcement in the reset functionality significantly weakens authentication
security. Attackers or users can reuse previously compromised PINs, making brute-force attacks easier
and reducing the effectiveness of a PIN reset. Since the application does not check against previously
used PINs, a malicious user who gains access once can reset and reuse the same PIN, maintaining
persistent access. This violates authentication best practices and increases the risk of unauthorized
access, credential stuffing, and account takeovers. Additionally, the absence of PIN history validation
fails to comply with security standards like OWASP Authentication Guidelines and PCI-DSS, which
recommend preventing credential reuse to enhance security.

BUSINESS IMPACT

Allowing PIN reuse weakens account security, making it easier for attackers to regain access after an
initial compromise. This increases the risk of account takeovers, fraud, and unauthorized transactions,
leading to financial losses. Failure to enforce PIN history also violates compliance standards like OWASP,
PCI-DSS, and GDPR, which could result in regulatory penalties or legal consequences. Additionally, if
exploited at scale, this vulnerability could lead to customer distrust, reputational damage, and
increased support costs due to frequent account compromises and security incidents.

REMEDIATION

e The application should enforce PIN history restrictions by storing a hash of the last 3-5 previously
used PINs and preventing users from reusing them. Implement server-side validation to check new
PINs against stored hashes before allowing a reset.

» To further strengthen security, enforce PIN complexity rules (e.g., minimum length, no sequential
digits) and rate-limiting to prevent brute-force attempts. Additionally, logging and monitoring
should be implemented to detect repeated reset attempts, ensuring compliance with OWASP, PCI-
DSS, and other security standards.
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REFERENCES
e Password_Storage_Cheat_Sheet
e PCI_DSS_v4

e Enforce password history

STEPS TO REPRODUCE

1. Open the application and navigate to the PIN Reset section and click on it.

< Security

PIN code

kR EE

Biometric Authentication @

This device does not support biometric

2. Now enter the current PIN.
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748 @ v

< PIN code

°

Verify current PIN

00040

Enter the PIN: 111111

3. Try changing the PIN again and set the same PIN as before.

7:54 @ vl

< PIN code

Set a new PIN code
for your security

JOUUU

PIN is verified

Again enter the same PIN: 111111
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4. Observe that the application accepts the old PIN and ask you to enter the pin again, Confirming that
no PIN history enforcement exists.

758 B v

< PIN code

Confirm new PIN code
for your security

00000

PIN is verified

Again confirm the PIN: 111111
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8:03 o v

< PIN code

Confirm new PIN code
for your security

[JC )

Correct!
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m-13  Public JWKS Exposure

Severity Medium Status @ Acknowledged Category Information Disclosure

TESTING DETAILS
e Original finding number: 5.33
e Tools used: Burp Suite

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

The API endpoint http://api-stg.xenea.network/api/vl/auth/jwks.json exposes sensitive information,
including API details, JWT token algorithm, key ID (kid), and staging environment configurations. This
could allow attackers to enumerate APl endpoints, exploit weak security controls, or manipulate JWT
authentication. The goal of this test is to identify these risks, assess potential misconfigurations such as
CORS issues, and recommend security improvements to restrict unauthorized access, secure sensitive
data, and prevent APl abuse

VULNERABLE LOCATION

http://api-stg.xenea.network/api/vi/auth/jwks.json

TECHNICAL IMPACT

The exposure of JWKS (/api/vl/auth/jwks.json) poses a critical security risk, as it allows attackers to
manipulate JWT authentication mechanisms. By exploiting the exposed key ID (kid), an attacker could
potentially forge valid authentication tokens, leading to unauthorized access and privilege escalation. If
the API blindly trusts all JWKS keys, this could result in authentication bypass, enabling attackers to
impersonate users, including administrators. Additionally, the exposure of staging environment details
increases the risk of APl enumeration, allowing attackers to map APl endpoints and system architecture
for further exploitation.

BUSINESS IMPACT

The exposure of JWKS (/api/vl/auth/jwks.json) can lead to unauthorized access, data breaches, and
financial losses by allowing attackers to forge JWTs and impersonate users. This could result in
fraudulent transactions, service disruptions, and system compromise, affecting business operations.
Additionally, regulatory non-compliance (GDPR, ISO 27001, PCI-DSS) could lead to legal penalties and
reputational damage, eroding customer trust and investor confidence. If exploited, this vulnerability
could cause severe financial, operational, and competitive risks, making immediate remediation
crucial.

REMEDIATION

Restrict access to [api/vl/auth/jwks.json by requiring authentication and limiting access to trusted
services. Ensure the server strictly validates JWT signatures and does not automatically trust all JWKS
keys. Regularly rotate JWKS keys and store private keys securely using HSM or secret management
tools. Enforce strong CORS policies to prevent unauthorized cross-origin requests. Monitor APl requests
for suspicious activity and set up alerts for unexpected key access. Use short-lived JWT tokens with
proper permission controls to minimize security risks.
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REFERENCES

e json-web-key-sets
e token-types

o rfc7517

STEPS TO REPRODUCE

1. Intercept the APl Request in Burp Suite. Send the Request to Burp Suite Repeater. Analyze the Leaked
Information.

m fo) 3 <v|[>|* Target: http://api-stg.xencanetwork /& HITe/1 ()
it Inspector sl T -® Xx g
Pretty  Raw  Hex 1) n = Request attributes 2 v 3
3
Riequest query parsmetars o~ [
Request body parameters 0 v
8
Request cookies 2z i =
Reguest headers 8 6 ﬁ
Respanse headers 15 v
M-14  Cross-Origin Resource Sharing (CORS) Vulnerable
Severity Medium Status @ Resolved Category Cross-Origin Resource Sharing (CORS) Vulnerable

TESTING DETAILS
e Original finding number: 5.37
e Tools used: Burp Suite

» Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that the session token is being exposed in the URL when a user logs into
the application. This was identified by capturing the request using Burp Suite while signing up and
analyzing the request sent to the server. The session token was found embedded within the URL, which
poses a significant security risk.

VULNERABLE LOCATION

Resources Affected: https://mobile-api.staging.xenea.app/*

TECHNICAL IMPACT

Cross-0Origin Data Theft: Attackers can host malicious websites that make authenticated requests to
the vulnerable APl and steal user data.
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Session Hijacking: If an attacker exploits this on an API that uses session-based authentication
(cookies), they could perform unauthorized actions on behalf of a logged-in user. API Abuse: Attackers
can load restricted API responses on their own domains and use them for malicious purposes (e.g.,
scraping, phishing).

BUSINESS IMPACT

Loss of Sensitive Data: Confidential user data could be exposed to unauthorized third parties.
Compliance Violations: Exposure of personal or financial data may violate regulations like GDPR, CCPA,
or PCI-DSS.

Reputation Damage: If exploited, customers may lose trust in the platform, impacting business
operations.

REMEDIATION

e Do not reflect the request’s Origin header in the response dynamically. Instead, use a fixed,
predefined list of allowed origins.

e Restrict cross-origin requests to only trusted domains by explicitly setting: Access-Control-Allow-
oOrigin: https:/ [trusted-website.com

e Disable Access-Control-Allow-Credentials: true unless strictly required, as it allows cookies to be
sent across origins.

 Use a Content Security Policy (CSP) to prevent unauthorized JavaScript execution that exploits CORS
issues.

e Conduct security testing regularly to detect misconfigurations in CORS settings.

REFERENCES
* CoOrs

 Cross-Origin Resource Sharing (CORS)

STEPS TO REPRODUCE

1. Add the Origin: https://evil.com header in the request and observe its response that reflects back in
the response in Access-Control-Allow-Origin.

==
Request Response
Pretty Raw Hex JSON Web Token ® N = | pretty Raw  Hex B wn =
L GET /wallet/vli/transactions? 1 £240437d906; lécceSleEsaedladds 1 HITP/Z 200 CK

pPage=0isize=C0&contractAddress=0xf1d372A0D0A3E6253056171F30¢776BAZI9dIBFEL HITR/Z Content-Type: application/json;charsec=UTF-8

Host: mobile-api.staging. xenea.app Content-Length: 895

iqenr, Bart/3.5 (dart:io) 4 Dave: Thu, 0 Mar 2025 19:20:41 GHT
, deflate, br s BxpiressThu, 13 Mar o
ExpiressThu, 13 Mar 2

20:41 GMT; Paths/
15:20:41 GMT; Pache/

yIzdil
3640 0D 1k ZGIBMV I 4 LCT3b 2 duaXRv -dyh.!vvtyl VthcCluhSJﬂaﬂVh c30ENVS
ye! >40dLacH ERms 2. x1110sInlzcyl6 0 93D, 25hd3MuT29
EXCShCE Lub 3T 0AGVh. 40d1AGMHT i LEI2ZXTzaWSuT 0 yLL'J']l:GlanPlaH l[-ymswv A

Expires=Thu, 13 Mar 2025 19:20:41 GMT; Pach=/
smove ; Expires=Thu, 13 Mar 202§ L9:20:4L GHMT; Path=/
RecessControl-KTov-OrlgTnT Beoy 7/ evil con
10 |Access-conerol-allov- ia

wdsMzNSIs InSyaldpb 19 1123 T4ZDAT4 LWL TQOY T O 11 X-Appl
1eIMALCI=Y2SuZSTEInF SeyS bl duakRelnlipZ:. rfmu SIswATHV |12 Accepc-Charsec: bigS. bigS
0AFSOAWLLI30xNzQWNIALN=0OLCT LeHAL jlz!mlzﬂ I"I(Tq\l-lhdtl Emte mmmm OCWLAnEpI3 0L T2V OWFRMVYENTCIYSO

UY3haLUI SMDctZUORTZLODQLNGY 1iwi Q1] caSHbVUL0LInbSbGY IMTASHIQHTg LITg4M) QYN YSHaU: [0, LignSuequy 1bm037,
Byug-ilyZOhVhaL s 7g_hOVaYué _gCHPZII3

K Lk L 2DCpDE: Q - H151En300
UTx9sx5-_pHoWQT_oxhABGvULPI502o0d INCIOHe 1OAnPxED: Q WS E 1rT1Q

JBURNCYCDB 2t eme TXBXT 0XKAB X S RFW

Crigin: http://evil_com

x-1bml0SS,
x-1bu300.
x-ib

@& € 3| searcn 2| onighiights (D G} €| > search £ ohighlights
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==
Request Response
Pretty Raw  Hex  JSON Web Token N W = pretty Raw  Hex i n =
page=0isi ZO0kcontractAddress=0x£ld372A0D0A3ECS3BSELTLFI0LTTER. €. “pagination”: {
i Accept-Encoding: gzip, deflate, br "totalElements": " 1"
eyIraWQioi. v o TMARLdTK2S LCIBBGEL01ISUSTINAIS . eydzdVl “transactions®: [
£XCEheClub3J0atVhe 30eMVSyel40d1dCMETiLCT2ZXI2aWS Ul oyLCIIbCLIbAR LAW)L 0L 1] Y 1 WE amount 000!
wanMaMS s Indyaldpb 1 9qdCk 04 102 Y4ZDRhYL L IMWULTQOYTUROT: DUYZ: LCJObItibloLlell. hYIN “asset”: "X 3
OV hal¥IIMDet ZIVONTZhODQINGYiTiwi 0 1cnShbWUL 04 Inb 290k GV EHTASN ) QzMT gLNT g4M) QyMITEN2UzInd . 1IqnSlweQvF "blockNumber": "ST1541",
*r1kKCU-FgokyTsilk: -~oba. T DG a7 TSLEBEGQ “contractAddress®: “0xf1d372a0d0a3525385617L 13017768225 d b EEL" ,
e
it s
“transactionExpl:
heeps: //testnet valuescan. com/tx/0x34deald3321d3808b0SE Sacabd f36calEZ4BED
@€ > seah £ onighiighs (DG} € > | search £ 0highlights
m-15  Session active after logout
Severity Medium Status ® Resolved Category Session active after logout

TESTING DETAILS
 Original finding number: 5.39
e Tools used: Burp Suite

e Date of reporting: 10th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that JWT tokens remain valid even after the user logs out. This means an
attacker or unauthorized user can reuse a previously captured token to access the application for 24
hours, leading to session hijacking and persistent access. A secure authentication system should
invalidate session tokens upon logout to prevent unauthorized access. The failure to do so allows
attackers to maintain access even after the user logs out, increasing the risk of account takeover and
data compromise.

VULNERABLE LOCATION
Resources Affected:

https://mobile-api.staging.xenea.app/wallet/vl/nfts?chainids=5555&chainids=11155111&chainlds=97&
chainlds=80002&address=0xf24e437d906288fe048e8ebl6cc99le65aedladd&searchName=test&sortTy
pe=O0OLDEST_RECEIVED and throughout the mobile apis.

Affected API Endpoint: Authorization: Bearer <JWT Token>

Vulnerable Parameter: JWT Token used for authentication

TECHNICAL IMPACT

Session Hijacking: If a JWT token remains valid after logout, an attacker with access to the token can
continue making authenticated requests.

Unauthorized Access: Users who log out but share a device (e.g., public or shared computers) remain
vulnerabile if the JWT is stored in local storage or cookies.

Privilege Escalation Risks: If an admin JWT is stolen and not invalidated on logout, it can be used
indefinitely.
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BUSINESS IMPACT

Account Takeovers: If an attacker gains access to a valid JWT, they can impersonate the user.
Data Breaches: Persistent access may lead to exposure of sensitive user data.

Regulatory Non-Compliance: Keeping expired JWTs active may violate security compliance standards
like GDPR, PCI-DSS, and OWASP recommendations.

REMEDIATION

e Use a Token Blacklist or Revocation Strategylmplement SameSite Cookie Policy
e Implement Short-Lived Access Tokens with Refresh Tokens

e Remove JWT from Client-Side Storage on Logout

* Use jti (JWT ID) to Track and Revoke Tokens

e Implement Server-Side Session Management

REFERENCES

e OWASP Session Management Cheat Sheet
e OWASP API Security Top 10

e RFC 7519 — JSON Web Token (JWT)

e OWASP Authentication Cheat Sheet

STEPS TO REPRODUCE

1. Login to the Application — Capture an API request containing the JWT token.

9:20 ¥ 0 | Dashboard  Target  Proxy  Intruder  Repeater  Collaborator (4)  Sequencer  Comparer  Decoder O Search {G} Settings
< Logger  Organizer  Extensions Learn  JWT Editor
Intercept  HTTP history ~ WebSockets history  Match and replace {8} Proxy settings
® opentrowser | ()
Ti T Directi Method URL
Enter your PIN code fme.[Tvpe’ Nrecion e
-
Eventlog (117)°  Allissues (70)" @ Memory: 1.09G8
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8:56 * 0| pashboard Target Proxy Intruder Repeater Collaborator (4) Sequencer Comparer Decoder ,0 Search @ Settings
< Private key logger  Organizer  Extensions  Learn  JWT Editor
Intercept ~ HTTP history ~ WebSockets history ~ Match and replace @ Proxy settings.
Keep your Private Key safe ‘ = Drop @ openbrowser ()}
Never disclose this key. Anyone with Time Type Direction Method URL 9q
A Your private key can fully control
your account, including transferring ’

away any of your funds

I have read and understood the
above information

2. Send Request to Repeater — Identify the Authorization: Bearer <JWT Token> header and forward it to

Eventlog (114)"  All issues (66)" @ Memory: 577.7M8

Burp Repeater.

8:57 v Dashboard Target Proxy Intruder Repeater Collaborator (4) Sequencer Comparer Decoder O Search @ Settings
< Private key Logger  Organizer  Extensions Learn  JWT Editor

cept HTTP history =~ WebSockets history ~ Match and replace @ Proxy settings

oo (v Requstion. & [ @ Openbraer | @

n

Time Type Direction Method URL

Request
Pretty ~Raw  Hex  JSON Web Token

1 GET /api/vl/wallet?walletld=S3aibdba-0fdf-49fb=alc3=ThcticflTatlt HTTP/1. 1
4 auchorization: Bearer
e

&

1opadsu|

Now Processing

Do not close the application or
disconnect from the network

3sHTQ
5 host: api-sty.xenea.necwork
¢ Comnection: keep-alive

S210N (i)

@{@} €2 [11m X | 0highlights

. .
Eventlog (114)  Allissues (66) @ Memory: 577.7MB

Request Response
Pretty Raw  Hex  JSON Web Token v N = | pretty Raw Hex Render  JSONWeb Token n =
GET /apifvl/walletlvallecldss3agbiba-0£de-48 fh-aded-ThetetlTates HITP/L. 1 L HTTR/11 200
user-agent: Dart/3.§5 (dart:io) 2 Date: Thu, 0 Mar I0I.
| Ao tipnineantin: nuth, Restecs; b5 & | Commtic - fiaias aspiis o bar
t| idmae g magror | g e
ik i ” SEosTiRin e TaEE | o] Sepagian AEARLRS
1 L75RA0CE20C ) SHE R AL Tz TREDISEDI4LCT3b i Gnear 4 DAFETEinba0Tatebik T
Yeo40d14GHHT tR2SvE2x 11108 Inlzeyls JeeCSheC lub. 25hd3MuY29 8r 308 , 13 Max 26 19:35:39 GMT; Path=/
(CSheC. LCIZZX: 3oyLCIIbGL I IMZIpaWR ¢ Set-Cookie: AWSALBCORS=
eskey Lt bl 50 aCTe3qpaRsEI0sSas S
1e3n: 303 y! ICVEYWAS IiwiYRV mXQE! 308 , 13 Mar 25 18:35:3% CMT: Path=/; SameSice=None
OaFSOauLLL 1eHAL0) E3HDR=N: TINTUN i wianRp130iNzRiN3BANNENSYYOCO | 7 Vary: Origin
e bk i yemmpiy il ] oo SR N S
ZYCSP-HE3dx40sMFuWZMpxPXhPoiKS1CEPVS TV xMx phF4d tavl. & ;_Br033j&0jel & WVary: Access-Control=-Request-Headers
e = et ) =ikl S Hn
i1 ST L - :

Cache-Control: no-cache, mo-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0
5 X-Frame-uptions: DENY
1¢ Contenc-Length: 1638

£480cyPnREUBZCZST1e £T0rER s Zahy
host: api-sty.xenea.network
e

18 (
*statusCode”:200,

*id*:*§3afhdba-0fdi-48fh-aled-Thete flTate",

AL € > sean O onighiights | (2) {83 €[> | search £ ohighlights

3. Logout from the Application — Log out and verify the session is closed.
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Confirm

A

If you log out without saving your
key, you'll lose access to your
crypto and NFTs.

Only log out if your key is stored
securely or backed up online with
a provider like iCloud or Google
Drive.
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9:06

Settings

Backup / Retrieve
Support

Legal

App Management

About us

Website
X
Discord
Docs

Blog

Logout

Latest »
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4. Resend the Captured Request — Use Burp Repeater to send the old session token again.

9:08 e
XENEA
wallet
Web3 Wallet for the New Era
Achieve both high security and superior
usability
-
Enter the invite code if you have
= =
g. A
~ =
Sign up
or
Login

Dashboard Target Proxy Intruder Repeater Collaborator (4) Sequencer Comparer Decoder SO Search @Senings
Logger  Organizer Extensions Learn JWT Editor
69 x 70 = 2% 3 % 4 = &% test * % test * test * 10 = il CORS * a3 14 = +,O 3
15 16:% 17 % Login * Walletinfo » login check notification check * Wallet Address * 23 % 24 x
Search Token * transactions page * transaction search page * Wallet create2 = setting page * Wallet create =
31 R o 34 * oy Bh> S 38 SO 40 = 41 = 42 x 43 = 44 = 45 =
46 47 = 48 = 49 = o8 S o 53 = o S5 K 56 % ST % 58 = 59> 60 *
61 62 63 64 = 65 * 66 * 67 * 68 =
m 1) <|v Target: http://api-stg.xenea.network f HTTP/1 @
d== -
S0
Request Response
1 B w = ! B n = 3
Pretty Raw Hex  JSONWeb Token B = | Pretty Raw  Hex JSON Web Token & = 2
L GBT /api/vl/wallet?wallecld=53achiba-0tde-49h-ated-ThetctlTatot [ETTeria zo0 ] (]
HTTP/1.1 Date: Thu, 06 Mar 2025 |19 —-00
user-agent: Dart/2.5 (dart:ic) Content-Type: application/json =
3 Accept-Encoding: gsip, deflats, br Connection: keep-alive
i authorizacion: Bearer Sec-Cookie: AUSALE=
PZEVL] oMARLATKD Sy Wy #8DIDTAainw? ITOANyTzupl PF4rBiSEeYyqis 034 AV EKUe Swe SCEUnM) g1E THLyAFVUNY
I1Nid9. eydzdWIi0idIHzAOCGEI0CLINGEXLTcwZ] ctNIULN ¥qF+2cUuGi05neTDLAFhNPL 3xH1N/ e fddllyr 3ubx 1 yBUNOKSTYnStd; Bxpires=Thu, @
31 1R iadyb 3Vwey 1 EWy Jhe Club 27 0atVhe 20 MVSy 13 Mar 25 19:38:13 GNT: Path=/
2 scy 01U KCS 3b 2 duaXRYL Lk cCSheCL Set-Cockie: AVSALECORS=
ub3J0aCVhe 30eMS ShbWFED Z Shd3MuY 2! Shet lub3J0acVhe 30eMVSye 24041 dCHH *xBDIDTAALnWT ITOANY Tzup l FF4rELSE e VqqNS 0314V LKV Swx EGx Untl) g 1€ THqIyAFVUWR =
1iLCI2ZXI zaW%uT 3 oyLCIJHCL1bnR £al 112NWESYWRrb G4 =23 PhNGp 12 JpaWiud yaF+zcluCi0Sne7DLAFhNPr 3xHIW/ e fddlyr 3uBx 1yBUWShSTYnSed; Expires=Thu, 9
=MzNSIs InSyaWdpbloqdGk i 01 IuYWFk’ IMSLIMWF LLT QwiDUL OV QL My OOMWHE YW I L 13 Mar 2025 19:38:13 GMT; Path=/; SameSite=None 3
MDOIMDCAiLCIObIT1h1S el ThTZH1c3MiLCIZYISwZSIEInF3cy s jblduaxRvlni 7 Vary: Origin
PZISpbA6leiVyluFbWiuIHEOb2511CE LICVEYWLs T4wi¥XVOaF Vary: Access-Control-Request-Method
S0aWllTjoxNzQxM)jelNTAZLCI1eHALO)EINDE2N) ESMDYs InlhdCIEMTcOMTI3NTUWN Vary: Access-Control-Request-Headers
AvianPpl]oiNzRiNIBININENIYyOCOONS T LLWIRNTS InZDE0ZEYSODEDT Lurd dXANL X-Content-Type-0ptions: nosniff
mShbVU04Tb2Snb GV ST EONTA4OT < NDHSH3cyMDEINTTA 0. 13VasNS_oCh2TGs | 11 X-XSS-Protection: 0
P-HB3dx4C » é = 2| G no-cache, no-stors, max-ages0, sust-revalidate
VFDQF_i€kebskEnSCC_Br03)E0jcLlZLI13dele0SVEIIUVET L gut PSWnHITHEJe S 13 Pragma: mo-cache
@ € > seah £ onighighs (B B € > search £ ohighlights
Done 2,433 bytes | 196 millis
. = .
Eventlog (117)  All issues (66) @ Memory: 577.7M8

5. data is still accessible, the session is still active despite logging out.
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Request
Pretty Raw Hex  JSON Web Token & . \n =

1 GET /api/vl/wallet?walletlId=53acb4ba-0£fdf-49fb-alc3-ThofcflT7afBf
HITP/1.1

user-agent: Dart/3.5 (dart:io)

Accept-Encoding: gszip, deflate, br

authorization: Bearer
eyJraWQiliJPYVEyOUxxZWRURXoySFZEVIRvmZ MU rVWwvZ M4 R1dt K2 SyeHhORVp
HRTOiLCIhbGeiOidSUzIINLIIS. eydzdWIiOiJjNzADOGE3OCLIMGExLTewZ) ctNJULN
COyNJBiOGVhMDISODIiLCIiblduaXPvindyb3VweyleWyTheClub3J0atVhe30tMVSy
c240d1dGMHI fR2SvZox1T10s InlzcylE InhDdHBz 0 lwwKCS bl duaXRrLWlk eCSheCl
ub3J0aGVhe30tHS ShhWFELZ Shd3MuYZ9tXCSheClub3J0atVhe 30t MV Sye 24041 dGHH
TiLCIZZXIzaWouljoyLCIibCllbnRfaWQi0iIZNWESYWRrbG42Z ] RhlNGRp 1 M2 Ip aWhwd
nMzMSIsInSyaWdpbleqdCkiliInYWFkYIM4MS L JMWF1LTQwiDUC OWG LMy 0 OMWIN: YW Ih
MDQ1MDeiLCJI0bIelbl91lelUi0idhYINLe3MiLCIzYISwZSTIEInF3cy5iblduaxRvLnll
PZI5pbiSlelVyLnFkbWlulHBobI51IGSwIWEpZCBwenSmaWxl IGVEYWlsIiwiYXV0aF
S0aWllIjoxNzQxMjclNTAZLCI1eHAiOjEINDEzNIESMDY s InlhdCIEMT cOMT I3NTUW
iwianRpljoiNzRiNjBiNZMcNjYyOCOOMI I1LWIhNZQtOTIhZDkOZGYS0DeITiwi dN1
enShbWUiliInb29nb GV fMTEONTA40T gxNDMSM] cyMDE3MTY4In0. IJV=rNS_oChZYGS
P-M83dx40sMFwWZMpxPXhPoiKS1CGEpVSTVUWs xMxZphF4 favl INPWiGVAvdP JSnmgmy
VFDQK_i6kebskEhSCG_Br033j€Q03jcLlCLI13deJt0SVNILUVKTLLr gnt RSWNHOYHSjes5

A} € > seach O 0highlights

w
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Pretty Raw  Hex  Render  JSON Web Token
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Response

e CC
daca™:

"wallet":{
"id":"53aEb4ba-0£fdf-49fb-alec3-Thefcfl7afBf",
“status":0,
"type":null,
"user_id":"c7048a78-cDal-70£7-6554-2£0b8eal2sB2",
"access_token":
"eyIhbGeiliJSUzI1NiIsIntpZClEeImlyayOyZ TECOWIZMGZhNRIOY 2
NmODE4MZJ10TAZZ jUMWQLYiTS . eyJyvblxleyleWyIVUOVSI10s InVd
eCIEMTcOMTISMDESMywiaWFOIjoxNz0xMigs0DkzLCIqdCki0il IM2E
ZYJRiYSOwZuPnLTQSZnItYTI jMy 03 YN Y Y xNZFudGYi £Q . BWwYCy7
1zRP-pICCcGPD4y j7UnialuSWgPI_wewOSSGpNlelWflFASSqZHApSY
n50TX8IXUx 5SHohe 3KUEk BH44dbe fTHIhRulUEevAr j TNIngZAk TuChR
CGHPXuT3xJdFZzbATcEOWp-NOcPRtDgB8zDoBRpzERcZ2703 3 EFM4sp0—-
£04qES3hIqrHCAUMIDOiABeizhobleILnt 2t 3gl028SNG4j_VIBJI1lE
G-z2i pQ-ibgqymTyXZCvil-tuh62jZ3hfzgPwgnurMSnCSEMEE3TelP
nsrYTHoRXdlWkzeIVU4IY7XJuPMCyFnC7{_WEnDRAYYIWOaSeoch4AD

GaEast

@& € > |seach 2| ohighlights
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m-16  Improper use of Printstacktrace function

Severity Medium Status @ Acknowledged Category Extraneous Functionality

TESTING DETAILS
e Original finding number: 5.40
e Tools used: jadx-gui

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During analysis, it was observed that the application used insecure functions and methods like,
"printStackTrace()".

VULNERABLE LOCATION

The vulnerability is present throughout the xenea-wallet.apk

TECHNICAL IMPACT

This method reveals the errors of the application. Error disclosures of applications help an attacker in
getting specific information on the applications being used in the network. This would enable the
attacker to concentrate more on the vulnerabilities of that application.

BUSINESS IMPACT

There is no direct business impact of this vulnerability. However, the information disclosed can be used
for further exploitation which may lead to an impact on the business.

REMEDIATION

Remove and not use the stack trace method in the application.

REFERENCES
« Why is exception.printStackTrace() considered bad practice?
e Why is printStackTrace() a security risk for mobile (Android) applications?

e Remove printStackTrace method calls from the source code

STEPS TO REPRODUCE

1. Open the apk in the jadx-gui and search “printstacktrace”.
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https://stackoverflow.com/questions/7469316/why-is-exception-printstacktrace-considered-bad-practice
https://stackoverflow.com/questions/29546496/why-is-printstacktrace-a-security-risk-for-mobile-android-applications
https://github.com/NativeScript/android/issues/1359
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@ Text search: printstacktrace

Search for text:
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|- printstacktrace |

Search definitions of:

Class

Method | | Field [/] Code | | Resource

Node

Comments

Search options:

[7 Case-insensitive |

Regex Active tab only

an

.i.i(Context, String, boolean) boolean
.u.e{Context) boolean

.k.s{) void

kes()
SRR
kew()
Rt
.k.b.onImageAvailable(ImageReader) void
.n.onMethodCall(i, j%$d) void
.n.onMethodCall(i, j%d) void
droidx.appcompat.widget.L.b.{...} void

void
void
void
void

androidx.appcompat.widget.L.b.b(L, int, View) void

androidx.appcompat.widget.L.e.{...} void
androidx.appcompat.widget.L.e.a(AbsListView) boole
androidx.appcompat.widget.L.e.b(AbsListView, boole

.flutter.plugins.firebase.messaging.f.a(String) |
.flutter.plugins.imagepicker.1.P{) void
.flutter.plugins.imagepicker.1.Q() void
.flutter.plugins.imagepicker.o.d(Context, String
.C2183e.b.a(Exception) wvoid

e5.printStackTrace( );
e5.printStackTrace();
th.printStackTrace();
e5.printStackTrace();
e5.printStackTrace();
eS.printStackTrace();
e5.printStackTrace();
th.printstackTrace();
e5.printStackTrace();
e6.printStackTrace();
eS.printStackTrace();
e5.printStackTrace();
e5.printStackTrace();
eS_printStackTrace();
e5.printStackTrace();
e5.printStackTrace();
e5.printStackTrace();
eS.printStackTrace();
e5.printStackTrace();

exc.printStackTrace(new Printliriter(stringliriter));

2. Open any of the files and observe the printstacktrace function.

11
13
i1

public static /* synthetic */ void g(i iVar, E3.e eVar) {
iVar.J(eVar);
}

protected static boolean i(Context context, String str, boolean z5) {
ApplicationInfo y5;
PackageManager.ApplicationInfoFlags of;
try {
String packageName = context.getPackageName();
if (Build.VERSION.SDK_INT »>= 33) {

PackageManager packageManager = context.getPackageManager();

of = PackageManager.ApplicationInfoFlags.of(128L);

y5 = packageManager.getApplicationInfo(packageName, of);
} else {

¥5 = y(context, packageName, RecognitionOptions.ITF);

¥
if (yS.metaData.getBoolean(str, z5)) {
return true;
}
return false;
} catch (Exception e5) {

Feturn false;

|

protected static boolean j(Context context) {
return i(context, "com.tekartik.sqflite.wal_enabled”, false);

}

private veid l(int i5) {
s sVar = (s) this.f367g.get(Integer.valueOFf(i5));
if (sVar != null) {
m(sVar);
i3
}

private veid m(s sVar) {
try {
int i5 = svar.f4e0a;
if (q.c(this.f364d)) {

Log.d("Sqflite”, A() + “"closing cursor " + i5);
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L-01  Android Export flag is enabled

Severity Low Status @ Acknowledged Category Improper Platform Usage

TESTING DETAILS
e Original finding number: 5.7
e Tools used: Sublime text

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During the assessment, it was observed that the application utilizes activities, services, and broadcast
receivers that are not adequately protected. Additionally, the protection level needs to be verified,
especially when an intent filter is present, as it may allow unauthorized access or interaction.

VULNERABLE LOCATION

AndroidManifest.xml

TECHNICAL IMPACT

An Activity is found to be shared with other apps on the device therefore leaving it accessible to any
other application on the device. The presence of intent-filter indicates that the Activity is explicitly
exported.

BUSINESS IMPACT

When the Android exported flag is enabled for an activity, service, or receiver, it can be accessed by
other applications, potentially leading to unauthorized data exposure or component manipulation. This
increases the risk of security threats like intent hijacking, privilege escalation, and unauthorized
execution of app functions.

Note: Most of the activities, services, and broadcasts mentioned in this report are not exploitable;
however, we recommend verifying them on your end and ensuring proper intent filters are applied to all
mentioned components. Exploitable components have been listed separately in this report.

REMEDIATION

Implement protection level to signature so that only applications signed with the same certificate can
access the activity.

REFERENCES

« OWASP Mobile Security Testing Guide (MSTG)
e Android Developers Documentation

e Google Security Best Practices

e« OWASP Mobile Top 10

STEPS TO REPRODUCE

1. Decompile the apk and open AndroidManifest.xml file with sublime text and analyze the
android:exported="true".
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android:exported="true"
io.flutter.plugins.firebase.messaging.FlutterFirebaseMessagingReceiver"” an
com.google.android.c2dm.permission.SEND

AndroidManife

.intent.ca
android.intent.
.auth

ssaging.FINISHED AFTER_HANDLED" and
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L-02  App can be installed on a vulnerable upatched Android version

Severity Low Status @ Resolved Category Improper Platform Usage

TESTING DETAILS
 Original finding number: 5.8
e Tools used: Jadx-gui & Memu

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

The app can be installed on a vulnerable, unpatched Android version (Android 7.0, [minSdk=24]). This
application supports installation on older Android versions with multiple known vulnerabilities that
remain unpatched. These devices no longer receive security updates from Google, posing a significant
security risk.

VULNERABLE LOCATION

The vulnerability is present throughout the xenea-wallet.apk.

TECHNICAL IMPACT

Installing an Android app on an outdated version can expose devices to critical security risks, such as
data breaches, malware infections, and privilege escalation. Older OS versions lack modern protections
and patches, allowing attackers to exploit known vulnerabilities, gain unauthorized access, and steal
sensitive information. This can lead to app instability, compromised personal data, and potential long-
term damage, making it crucial to use updated Android versions for security and performance.

BUSINESS IMPACT

Using an unpatched Android version with known vulnerabilities can be exploited through the installation
of the [xenea-wallet] app. Attackers can leverage security flaws to execute arbitrary code, escalate
privileges, or compromise sensitive data, leading to potential financial and privacy risks.

REMEDIATION

Supporting older Android versions with multiple known security vulnerabilities increases the risk of
exploitation, as these devices no longer receive security updates from Google. It is recommended to
enforce a minimum supported Android version of 10 (API 29) or higher to ensure a more secure
environment.

REFERENCES
e Android Security Bulletin
» Google Play's Target API Level Policy

» Android Version Distribution & Support

STEPS TO REPRODUCE

1. using jadx-gui tools we decompile the application and analysis it's android-manifest.xml file
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https://developer.android.com/distribute/best-practices/develop/target-sdk
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s AndroidManifest.xml

<?xml version="1.8" encoding="utf-8"?>

2 <mapifest xmlps:android="http: hemas, sndroid.com/apk/res/android" android:versionCode="8" android:versionName="2.8.8" android:compileSdkVersion="35" android:compile
| <uses-sdk android:m vidk\/ersimvl”zd"]dr‘.cirojd;tav‘getin‘lkVEr‘5101\:"34“/>

1 <uses-Teature android:name="androld.hardware.camera” android:required="false"/>

15 <uses-permission android:name="android.permission. INTERNET"/>

16 <uses-permission android: android.permission.READ_EXTERNAL_STORAGE" android:maxSdkVersion="32"/>

19 ¢ises-nermissian_andraid:name="android narmission CAMFRA" /S

2. while reading android-manifest.xml file we paid attention to it's sdk-version and we see that it's sdk-
version is 24.

A5 C @ Q A8 nt oper.android.com/tc elea 3 S TR

) Getting Started @ Gmail @ filecoin-mainnet.chain... @ eCMAPLabs.html @ unhackable store @ YouTube @ Maps @ Signin ¥ CSP Evaluator @ News ©3 Translate (] Imported

And Developers Essentials = Design & Plan ¥ Develop ¥ Google Play Community Q Search !

W nEVIRIVI 1 W CTODTT avivy

= Filter
Android 7.0 (APl level 24)
Whet e IR T6013 ~ For details about the platform changes, see Android 7.0 for developers.
SDK build tools release notes.

SDK command line tools release ° Revision 1 (August 2016)
notes

SDK platform release notes

SDK platform tools release notes Android 6.0 (API IeVel 23)

Copy link to this section: Android 6.

Command line tools v For details about the platfd ® changes and Android 6.0 APls.

3. Which can be installed on older android version.
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Tablet status

System update

Status

Status of the batt

er information

Legal information

Model

Android version

3

"N s

Android security patch level

October 5, 2

Baseband version

MP

Kernel version

Una

Build number

\r
O

).276299 re

C:\Users\ r\Desktop\eMAPT\Tools\platform-tools>adb —s 127.0.0.1:21513 shell getprop | grep "version"
seband]: [MPSS.AT.2.0.cl.7-00070-8998_GEN_PACK-2.179387.1.214666.1]
ro.build. .all_codenam [REL]
ro.build. on.base_os]: []
ro.build.version.codename]: [REL]
.build.version.incremental]: [rel.se.infra.20230407.183633]
uild.version.preview_sdk]: [0]
ro.build. ease]: [7.1.2]
.build. dk]: [25]
.build rity_patch]l: [2017-10-85] XE:\I\“%A
ro.opengles.version]: [196689] walle
.version]: [9.1.5]

Users\sampr\Desktop\eMAPT\Tools\platform-tools>adb —s 127.0.0.1:21513 shell getprop ro.build.version.release
7.1.2

Web3 Wallet for the New Era

Achieve both high security and superior
usability

C:\Users\sampr\Desktop\eMAPT\Tools\platform-tools>
-

Enter the invite code if you have

Sign up

Login

or
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L-03  App creates temp file

Severity Low Status @ Acknowledged Category Insecure Data Storage

TESTING DETAILS
e Original finding number: 5.9
e Tools used: JADX-GUI

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During the assessment, it was observed that the application creates a temporary file, which may
contain sensitive information. Sensitive data should never be written into a temporary file without
proper security measures.

VULNERABLE LOCATION

Throughout the xenea-wallet.apk

TECHNICAL IMPACT

An attacker with access to the temporary file could retrieve sensitive data, potentially using it for future
attacks.

BUSINESS IMPACT

Exposure of sensitive information could lead to data leakage, regulatory compliance violations, and
reputational damage to the organization.

REMEDIATION
» Avoid creating temporary files if not necessary.

 If creating a temporary file is essential, ensure that sensitive information is encrypted before being
stored.

e Securely delete temporary files after use to prevent unauthorized access.

REFERENCES

» OWASP Mobile Security Testing Guide (MSTG) - Storage Security

* Android Developers - Internal Storage Best Practices

e Android Security Best Practices - Temporary Files and Data Leakage

« OWASP Mobile Top 10 - Insecure Data Storage (M2)

STEPS TO REPRODUCE

1. Open the application in JADX-GUI search, createtemp and observe the file’s.

safeedges.in Page 101 of 134


https://mobile-security.gitbook.io/masvs/storing-sensitive-data
https://developer.android.com/training/data-storage
https://developer.android.com/training/articles/security-tips
https://owasp.org/www-project-mobile-top-10/
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B o X
Search for text:
) futosearh
Search definitions of: Search options:
Ciass | | Method Field [/] Code | | Resource | | Comments (V] Case-insensitive [ | Regex | | Active tab only
Node
Le.c() File Feturn r1lc.createlemprile JPEG | + format + |, ".IPE, Environment.getExternalStoragePublicDirector:
.c.bi{d) ¢ File EPeateTempFile;
-c.b(d) « EreateTempFile = rile.gpeateTenprile( "PersistedInstallation”, "tmp”, this.f1933b.m().getFilesDir());
cc.b(d) FileOutputStrean fileOutputStream = new FileOutputStrean(EreateTempFile);
c.b(d) ¢ if (lcreateTemprile. renameTolal))) {
f!

lutter.plugins. imagepicker.l.m(String) Fil:

return fil.cresteTempFils(uuid, str, cacheDir);

2. Open any of the files and observe that application using the createTemp function.

@e
5 InputStrean openInputStream = context.getContentResolver().openInputStream(uri);
9 File ¢5 = <();
13 Bitmap decodeStream = BitmapFactory.decodeStrean(openInputStrean);
19 FileOutputStream fileOutputStream = new FileOutputStream(c5);
2 decodeStrean. compress (Bitmap.CompressFormat.JPEG, i5, fileOutputStream);
27 fileOutputStream. flush();
30 fileOutputStream.close();
33 Uri fromFile = Uri.fromFile(cs);
37 if (openInputStream = null) {
39 openInputStrean.close();
¥
47 return fromfile;
} catch (FileNotFoundException e5) {
185 throw new RuntimeException(es);
} cateh (IOException e6) {
65 throw new RuntimeException(e6);
}
}
private static file c() {
13 String format = new SimpleDateFormat(“yyyyMidd Hhmmss®).format(new Date());
47 return £ilc [createlempFile("JPEG " + format + ° ", " joe", Environment.getExternalStoragePublicDirectory(Environment .DIRECTORY PICTURES)); |
H
private static String d(Class cls, Object obj) {
7 if (Build.VERSION.SDK_INT < 30) {
23 return (String) cls.getMethod("getPath”, new Class[@]).invoke(obj, new Object[0]);
48 File file = (File) cls.getMethod("getDirectory”, new Class[@]).invoke(obj, new Object[@]);
42 if (file |= null) {
4 return file.getPath();
! return null;
}
private static String e(Uri wri) {
String str;
7 Stringl] split = DocumentsContract.getTreeDocumentId(uri).split(":");
13 if (split.length >= 2 && (str = split[1]) != mull) {
20 return str;
2 return File. separator;
safeedges.in
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L-04  Deeplink Misconfiguration Enables Unauthorized Navigation

Severity Low Status @ Acknowledged Category Insecure Communication

TESTING DETAILS

e Original finding number: 5.15

e Tools used: jadx-gui & adb

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

We observed that the application is vulnerable to deep link misconfigurations, allowing untrusted or
improperly validated deep links to trigger unintended actions. This could enable unauthorized
navigation within the app, potentially exposing sensitive functionality or data.

VULNERABLE LOCATION

AndroidManifest.yml

TECHNICAL IMPACT

An attacker can exploit deep link misconfigurations to bypass authentication, access restricted areas
of the application, or manipulate app behavior, potentially leading to data leakage, privilege
escalation, or unauthorized transactions.

BUSINESS IMPACT

Unauthorized access to sensitive app features or data can lead to reputational damage, financial
losses, and compliance violations. Attackers may exploit this flaw to gain access to user accounts,
perform fraudulent actions, or disrupt business operations.

REMEDIATION

Validate and restrict deep links by implementing intent filters with proper authentication checks and
allowlisting trusted sources to prevent unauthorized access.

REFERENCES
« OWASP Mobile Security Testing Guide (MSTG)
e Android Developers - Deep Links

» Google Security Best Practices for Deep Links

STEPS TO REPRODUCE

1. First open the apk with jadx-gui and observe the AndroidManifest.ymil file.
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<meta-data aﬂcvoic:”ame%”fl,tteP_ceeoli“ki“g_e“eolec"]Sﬂcroic:ualue="thue"f>

<intent-filter android:autoVerity="true" >
<action android:name="android.intent.action.VIEW"/>
<category l:name="android.intent.category .DEFAULT" />
<category 1:name="android.intent.category.BROWSABLE" />
<data android:scheme="com.xenea.app"/>

</intent-filter>

<intent-filter android:autoVerify="true">

| <action android:name="android.intent.action.VIEW" /5]

<category android:name="android.intent.category.DEFAULT" />
<category android:name="android.intent.category.BROWSABLE" />
<data android:host="staging.xenea.app"/>

<data
<data

ndroid:

idroid:|

thPattern="/register/.*"/>
heme="http"/>

<data android:scheme="https"/>
</intent-filter>
<intent-filter android:autoVerify="true">
[<action android: ="android.intent.action.VIEW"/>
<category android: "android.intent.category DEFAULT" />
<category android:name="android.intent.category.BROWSABLE" />
<data android:host="xenea.app />

<data android:
<data

androi

:scheme="http"/>

hPattern="/register/.*"/>»

<data android:scheme="https"/>

2. When we analyze android manifest.xml file we find that there is an activity tag in this we see one tag
in which is responsible for deep link means using deep link when we click on an application it's
redirected to a website and we can exploit this with adb am.

839 @ ® O

@ htips:/staging.xenea.app/7red!

XENEA
wallet

Download Wallet and start

wealth from your pocketl!

2 Downl the

[ ¢ App Store

safeedges.in

PS C:\Users\sampr\Desktop\eMAP andreid.in
tent.action.VIEW -d "http / gi
Starting: Intent { act=android.inten

PS C:\Users\sampr\Desktop\eMAPT\Tool.

1:21523 shell am start

}
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L-05  Sensitive Google API Key Leaked in Android App Source Code

Severity Low Status @ Resolved Category Improper Security Configuration

TESTING DETAILS
e Original finding number: 5.16
e Tools used: jadx-gui & sublime text

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that the application stores an unobfuscated API key in the strings.xml
and AndroidManifest.xml files. Storing sensitive keys in plaintext within these files makes them easily
accessible through reverse engineering, potentially leading to unauthorized access and APl abuse.

VULNERABLE LOCATION

[res/vaues/string.xml

AndroidManifest.yml

TECHNICAL IMPACT

If the device is compromised, the malicious user will be able to get these sensitive data via the device
and can then perform further exploitation using these API_KEY.

BUSINESS IMPACT

Exposing API keys in plaintext within the application files can lead to unauthorized access, APl abuse,
and data breaches. Attackers can extract these keys through reverse engineering and use them to
interact with backend services, impersonate legitimate requests, or perform malicious activities such
as data exfiltration, fraud, or denial-of-service (DoS) attacks. This can result in financial losses,
reputational damage, and compliance violations.

REMEDIATION

Store API keys securely using environment variables, cloud-based secret management services, or
encrypted storage. Avoid hardcoding sensitive keys in application files like strings.xml or
AndroidManifest.xml. Implement API key restrictions (e.g., IP-based, domain-based) and rotate keys
periodically to minimize the risk of exposure.

Note: We attempted to exploit this API key, but it was not found to be exploitable. However, we still
recommend removing it if it is not in use to minimize security risks.

REFERENCES
« OWASP Mobile Security Testing Guide - Static Analysis for APl Keys
e Google Developer Guide - Keeping your APl keys secure

» Android Security Best Practices - Avoid Hardcoding Secrets

STEPS TO REPRODUCE

Step 1. Open the apk with jadx-gui and observe the AndroidManifest.yml
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Resources i AndroidManifest.xml
assets R
kotlin Find: Cew * ¢+ 1 &
1ib 118 oid.intent. category.DEFAULT"/>
META-INF 119 “android. intent.category .BROWSABLE" />
org 121 . “staging.xenea.app”
122 */register/ . *"/>
FES 123 et/
e Androidmanifest. |12
barcode-scanning | 115 </intent-filter>
barcode-scanning | 122 it g
127 <action an:
classes.dex 129 .category .DEFAULT"/>

classes2.dex 138 ="android.intent.category .BRONSABLE"/>

classes3.dex L
client_analytics |13

common . propertie | 135

cane-commor:prondll| 122 éifntent-filters
4| & <activity>
5 DebugProbeskt.bii | 445 e

', firebase-analyti | 1as cueta-data android: ation_channel_id" android
‘, firebase-annotat =
', firebase-auth-in | o5

<service and

om.google. Firebase. components . ComponentDiscover ToET

firebase-auth.pr | 158 <meta-data m. google. firebase . compone: 0. flutter.plugins. firebase.analy
. firebase-encoder | 167 <meta-data m.google. firebase rebase.auth.Flut terFirebaseAuthRegistrar”
165 <meta-data n.google. Firebase ebase.crashlytics. Flut baseAppRegist ebase. conpone
» firebase-encoder || g <meta-data m.google. firebase rebase.messaging. FlutterFirebasedppRegistrar® google. Firebase. component
, firebase-iid-int: |17 <meta-data android m.google. firebase .firebase.core.FlutterFirebaseCareRegistran” ‘com.google. Firebase.components.Cc
firebase-measure || 174 <meta-data android om.google. firebase. e. firebase. cr om.google. firebase. components.
177 <meta-data android m.google. firebase firebase le. firebase. components. CamponentRe

5"‘35!“”'”“7?“ 180 <meta-data android:nanm
, image.properties | 1s3 <meta-data

com.google. firebase.
m.google. Firebase.

.FirebaseAuthRegistrar” android
messaging. FirebasellessagingKtxRegistrar

om. google. firebase . components . ComponentRegistra
com. google. Firebase.

integrity.proper | 186 <meta-data ="com.google. firebase _firebase.messaging. FirebasehessagingRegistrar® an cogle. firebase. com
i i - sbas ebase.analytic ector. internal.Ana e
Kotlin-tooling-m || 28° <meta-data firebase. firebase.analytics. connector. internal . Anal com. googll
i 192 meta-data finebase.c _firebase.sessions.FirebaseSessionsRegistra nts.Component
j, messaging_event.| || 195 <meta-data -firebase. .firebase.installations.FirebaseInstallatio
messaging event . | 198 <meta-data : firebase _firebase.installations.FirebaseInstallationsReg le.firebase . components
, play-services-adfl]| 2 ¢meta-data firebase firebase. ktx.FirebaseCommonLegacyRegistrar” andro gosgle, firchase  components Coupanents
7 204 <meta-data firebase om.google. firebase.datatransport . TransportRegistrar™ android con.google. firebase. components . ComponentRe
) play-servises-aull] 5 et Fihabase icon. pigie: Fidebint . Erabusetommonkia g btrarn sniruidiva o gt Firabask Conbrmenta. CaonartRagiat va
5 play-services-au™ | 155 </service>
’ play-services-au || 211 <service and o.flutter. plugins . firebase.messaging. FlutterFinebaseMessagingBackgroundSery. ndroid. permission.BIND_JOB_SERVICE" android:ex
) FE 25 ¢service anc 0. flutter_plugins. firebase.messaging.FlutterFirebaseMlessagingService” a

Step 2. Open the file string.xml and observe that it contains an API_KEY.

‘fallback_menu_i _copy_link Copy link«<
‘fallback_menu_ 1tem en_ b er" Open in browser
menu_item_share_link">Share link 1
notification_channel_label">Miscellaneous«
mt dl lnb touch_sensor”>Touch the fingerprint sensor
ailable">Fingerprint hardware not available.
gerpr mt_er l‘ut“Jw r_n't present”>This device does not have a fingerprint sensor</
error_lockout">Too many attempts. Please try again later.
'fingerprint_error_no_fingerprints"”>No fingerprints enrolled.
gerprint_ r_user_canceled">Fingerprint operation canceled by user.
'fingerprint_not_recognized">Not recognlzed
'gem_defaultSenderId”>1094042365340
_error_no_device_credential”>No PIN, pattern, or password set.
neric_error_no_keygua ard">This device does not support PIN, pattern) or password
2d" >Authentication canceled by user.</
AIzaSyDWsQfmeRguk?m?RoVTpEgBRijnIthe
_1d">1:10940842365340:android:93aa3fe820a45920216c59</
crash_reporting api key" »AIzaSyDWs9fXWXRguk7m7RoVTpEgBRZpjnI
1o age_bucket">xenea-wallet-stg.firebasestorage.app
oject id">xenea-wallet-stg
& title">Search:
_bar_notification_i
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L-06  Remote Access Tool Detection not properly implemented

Severity Low Status @ Resolved Category Insecure Communication

TESTING DETAILS
e Original finding number: 5.21
e Tools used: Anydesk & Memu

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, we observed that the application’s detection for remote access and screen sharing is
not properly implemented. This allows an attacker to potentially perform actions by guessing the
application’s graphical user interface (GUI).

VULNERABLE LOCATION

The vulnerability is present throughout the xenea-wallet.apk

TECHNICAL IMPACT

A successful attack could lead to data breaches, impacting sensitive user information. The business
may face legal consequences, compliance issues, and a decline in user confidence, potentially
affecting customer retention and acquisition..

BUSINESS IMPACT

If remote access tool detection is not properly implemented in an application, attackers can gain
unauthorized access and control over the app or device. This can lead to data theft, manipulation, or
complete device takeover. Malicious actors may exploit this vulnerability for surveillance, deploying
malware, or stealing sensitive information. Inadequate detection puts user privacy and app integrity at
significant risk, compromising security and trust.

REMEDIATION

To remediate improper remote access tool (RAT) detection, implement robust monitoring and
detection mechanisms to identify suspicious activities or unauthorized remote access attempts. Utilize
security software and tools designed to detect RATs and continuously scan for unusual patterns. Ensure
proper access control measures are in place, like strong authentication and encryption. Regularly
update the app’s security features, and implement proactive measures such as anti-tampering and
root detection to prevent unauthorized access.

REFERENCES

» Stack Overflow Discussion on Detecting Remote Applications in Android Apps

STEPS TO REPRODUCE

1. Open the AnyDesk application from an android device.
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9:39 @ - all | G

= #> AnyDesk ®

{=

Enter Remote Address

Your Address

1962 445 221
® a < &

DR ¥

Help Us Improve

With your permission, we would like to
collect client, device and network data
to provide the most convenient user

experience,
Allow data collection...
. ® <4

2. Now paste the android device address.
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e - - -
@ | 1962445221 o3

vour address ] 600 218 353 o & [#mie)

E 2 o0
News Recent Sessions Discovered 00

@®) AnyDesk [l New Session

0

000
ooo

News A

What's NEW AnyDesk Status

in AnyDesk? Your AnyDesk version is up to
date.

Learn more

Help Us Improve

With your permission, we would like to collect client, device and network
data to provide the most convenient user experience.

Allow data collection...

3. Then click on "Start now".
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A\ Security warning

Another person would like to access your
device.

If you accept, this person can do everything
that you can do on your device (e.g. sending
money, reading text messages and emails,
etc.).

Not every supporter has good intentions.
If you have any doubts, please deny this
request and inform yourself in our help
article.

More information
| am aware of the risks.

Do not show this warning again.

CANCEL | ACCEPT

4. Now open the application.

safeedges.in Page 110 of 134



-
safe -dges Xenea Wallet App Penetration Test | Security Audit
-

a Incoming connection reque...

sampr (1600218353) would like to
view your desk.

=] openchat

Permission Profile

Full Access

Permissions

When other users connect to
me, they can:

o =¢ [l
BEEEE

DISMISS | ACCEPT

5. Then click on "Start now".
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Start recording or casting with
AnyDesk?

AnyDesk will have access to all of
the information that is visible on
your screen or played from your
device while recording or casting.
This includes information such as
passwords, payment details, photos,
messages and audio that you play

6. Now, open the application and navigate to the Private Key page. Observe the screen through
AnyDesk and confirm that the private key is visible remotely.
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@) AnyDesk [ 1962445221 o e = o X

® E 1962445221 2 X 2 % b O OE 4§ =8 & 7/

(111

< Private key

Keep your Private Key safe

Never disclose this key. Anyone
with your private key can fully

& control your account, including
transferring away any of your
funds

Private key

05fb131de9abd7585b9daeacb394a29cl
9cb0db742a097448e4c407Bacaa2db

Copy toclippoard ()

Download QR Code &

—
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L-07  Sensitive Data leakage via application screenshot (Screen Caching)

Severity Low Status @ Resolved Category Insecure Data Storage

TESTING DETAILS
e Original finding number: 5.23
e Tools used: Memu

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During the analysis, it was observed that the application allowed users to capture screenshots. Other
Malicious applications, users having access to the device could get hold of these screenshots and can
leverage this situation threatening data leak.

VULNERABLE LOCATION

The vulnerability is present throughout the xenea-wallet.apk

TECHNICAL IMPACT

Malicious applications can have access to the photo gallery of the user where the screenshots get
saved. Data leakage has several consequences such as compromise in privacy of customer, monetary
losses to client, lawsuit against client etc.

BUSINESS IMPACT

The exploitation of this vulnerability will require a significant amount of work and time and does not
directly affect the organization. Although, it is considered a security best practice to keep the users and
their data safe from malicious actors.

REMEDIATION

To prevent sensitive data leakage via screenshots or screen caching, use the FLAG_SECURE flag in the
app's activities to block screenshot and screen recording functionality. Avoid displaying sensitive
information in notifications or status bars. Additionally, minimize the storage of sensitive data in
memory and ensure it's encrypted both in transit and at rest. Regularly audit the app for potential
vulnerabilities related to data exposure and implement secure coding practices.

REFERENCES
e Detect Screenshots in Android

e Screenshot detection while user using your app

STEPS TO REPRODUCE

1. Open the application and take a screenshot. Note that the application allows taking screenshots.
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M System v

Screenshot saved
Tap to view your screenshot

SHARE EDIT  DELETE

—
Never disclose this key. Anyone with
your private key can fully control

A ) p ¥
your account, including transferring
away any of your funds

& N

Private key
05fb131de9abd7585b9daeacb394a29¢19
cb0db74aa097448e74c4078acaa2db
Copy to clipboard ©
\. J
s N
Download QR Code &,
A s

Done

2. Now open the screenshot.
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Keep your Private Key safe

your private key can fully control
your account, including transferring
away any of your funds

Never disclose this key. Anyone with

Private key

cb0db74aa097448e74c4078acaa2db

Copy toclipboard ©

05fb131de9abd7585b9daeacb394a29c19

Download QR Code .\,

Xenea Wallet App Penetration Test | Security Audit

L-e8  Permission Overload: Dangerous Access Granted

Severity Low Status ® Acknowledged

TESTING DETAILS
 Original finding number: 5.26
e Tools used: jadx-gui

» Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

Category Improper Platform Usage

During testing, it was observed that the application has unnecessary permissions enabled, including:

e android.permission.READ _EXTERNAL_STORAGE
e android.permission.WRITE_EXTERNAL_STORAGE
e android.permission.MANAGE _EXTERNAL_STORAGE

e android.permission.POST_NOTIFICATIONS

safeedges.in
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These excessive permissions may pose security and privacy risks if exploited by malicious applications
or attackers.

VULNERABLE LOCATION

AndroidManifest.xml

TECHNICAL IMPACT

Unnecessary permissions can increase the application’s attack surface, potentially allowing
unauthorized access to sensitive user data, file manipulation, and exploitation by malicious
applications.

BUSINESS IMPACT

A security breach due to excessive permissions can lead to data leakage, regulatory non-compliance,
reputational damage, and potential legal consequences, affecting user trust and business credibility.

REMEDIATION

e Follow the principle of least privilege and remove any unnecessary permissions from the
AndroidManifest.xml file.

e Use Scoped Storage to limit file access instead of READ_EXTERNAL_STORAGE and
WRITE _EXTERNAL_STORAGE.

e Avoid MANAGE _EXTERNAL_STORAGE unless absolutely necessary and provide proper justification if
used.

* Restrict POST_NOTIFICATIONS permission only to required scenarios and request runtime permissions
only when needed.

e Regularly audit and review permissions to ensure minimal exposure to security risks.

REFERENCES
e Permissions Overview

e How Malicious Applications Abuse Android Permissions

STEPS TO REPRODUCE

1. Open the APK in JADX-GUI and analyze the AndroidManifest.xml file.
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w AndroidManifest.xml

<?xml version="1.8" encoding="utf-8"?>
2 <manifest xmlns:androi http://schemas.android.com/apk/res/android" android:versionCod:

android:versionName="2.8.8" android:compileSdkVersion="35" android:compilef

7 <uses-sdk android:minSdkVersion="24" android:targetSdkVersion="34"/>

11 <uses-feature android:name="android.hardware.camera" android:required="false"/>

15 <uses-permission android:name="android.permission.INTERNET"/>

16 | <uses-permission android: "android.permission.READ_EXTERNAL_STORAGE" android:maxSdkVersion="32"/3]

19 <uses-permission android:

28 es-permission sndroid:

23 RI

24 <uses-permission android: android.permission.MANAGE _EXTERNAL _STORAGE"/> I

32 <queries>

33 <intent>

34 <action android:name="android.intent.action.PROCESS_TEXT"/>

36 <data android:mimeType="text/plain"/>

33 </intent>

38 <intent>

39 <action android:name="android.intent.action.GET_CONTENT"/>

a1 <data android:mimeType="%/*"/>

38 </intent>

32 </queries>

a4 <queries>

45 <intent>

46 <action android:name="android.intent.action.VIEW"/>

48 <data android:scheme="https"/>

45 </intent>

a4 </queries>

52 <uses-permission android: android.permission.ACCESS_NETWORK_STATE"/>

53 <uses-permission android: android.permission.WAKE LOCK"/>

54 [<uses-permission android:name="android.permission.POST NOTIFICATIONS /5]

55 <uses-permission android:name="android.permission.VIBRATE"/>

56 <uses-permission android: android.permission.ACCESS_WIFI_STATE"/>

57 <uses-permission android: com.google.android.c2dm.permission. RECEIVE"/>

58 <uses-permission android: com.google.android.gms.permission.AD_ID"/>

59 <uses-permission android: android.permission.ACCESS_ADSERVICES_ATTRIBUTION"/>

60 <uses-permission android: android.permission.ACCESS_ADSERVICES_AD_ID"/»>

61 <uses-permission android: android.permission.USE_FINGERPRINT"/>

62 <uses-permission android: com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE"/>

63 <uses-permission android:name="com.google.android.providers.gsf.permission.READ_GSERVICES"/>

65 <permission android:name="com.xenea.wallet.stg.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION" android:protectionLevel="signature"/>
69 <uses-permission android:name="com.xenea.wallet.stg.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION"/>

71 <application android:label="XENEA Wallet Staging" android:icon="@mipmap/ic_launcher” android:name="android.app.Application™ android:extractNativelibs="false" androi
78 <activity android:theme="@style/LaunchTheme" android:name="com.xenea.app.MainActivity" android:exported="true" android:launchMode="singleTop" andreid:configChar
93 <meta-data android:name="io.flutter.embedding.android.NormalTheme" android:rescurce="@style/NormalTheme"/>
97 <intent-filter>
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L-09  Weak Encryption Algorithm Compromises App Data Security

Severity Low Status @ Resolved Category Insecure Communication

TESTING DETAILS
 Original finding number: 5.27
e Tools used: jadx-gui

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that the application uses a weak encryption algorithm (which is
MD5,SHAI) to protect sensitive data.

VULNERABLE LOCATION

The vulnerability is present throughout the xenea-wallet.apk

TECHNICAL IMPACT

If an application uses a weak encryption algorithm, sensitive data becomes vulnerable to attacks such
as brute-force or cryptographic cracking. Attackers can easily decrypt confidential information like
passwords, personal details, or financial data. This compromises user privacy, allows unauthorized
access, and can lead to data breaches or financial losses. The overall integrity and trustworthiness of
the application are severely undermined, exposing users to significant security risks.

BUSINESS IMPACT

A weak implementation of a hashing algorithm can lead to security vulnerabilities, such as password
cracking or data integrity breaches. To mitigate this risk, use strong, industry-standard hashing
algorithms like bcrypt, Argon2, or PBKDF2 with proper salting and key stretching. Avoid outdated
algorithms like MD5 or SHA-1, as they are susceptible to collision and brute-force attacks.

REMEDIATION

To remediate the use of a weak encryption algorithm, replace it with a modern, secure algorithm like
AES-256 or RSA with appropriate key management practices. Ensure that encryption keys are stored
securely, and implement strong key derivation techniques such as PBKDF2 or bcrypt for password
storage. Regularly audit cryptographic libraries and algorithms to stay compliant with industry
standards and best practices, ensuring the application’s security remains robust.

REFERENCES
e MD5 vs SHA-1vs SHA-2 — Which is the Most Secure Encryption Hash and How to Check Them
» Weak Hashing Algorithm Vulnerability

e What is MD5? Understanding Message-Digest Algorithms

STEPS TO REPRODUCE

1. Open the app in the jadx-gui and search “MD5”
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& Text search: MD5
Search for text:
[ mos |

Search definitions of:

Search options:

| Class [ | Method || Field (V] Code Resource Comments [/ Case-insensitive | | Regex Active tab only

Node
“m, com.google.android.gms.measurement.internal.z5.v(byte[])
|7 com. google.android.gns.measurement. internal .d6.Q@() Messagedigest

', com.google.android.gms.measurement .internal .d6.u(Context, String) long

223().B().a("Failed to get fIB5");
messageDigest = MessageDigest.getInstance("HD5");
223().B().a("Could not get DS instance");

2. Now, open any of the highlighted value and observe it

return le0("event param”, 40, str) ? 3 i ©;
return 14;

return 3;

}

private static int Ko(string str) {
return "_1d1".equals(str) ? RecognitionOptions.PDF417 : "_id".equals(str) ? RecognitionOptions.QR_CODE

? "_lgclid" .equals(str) ? 100 : 36;
+

private static boolean NO(String str) {
1 com. google..android. gns . comnon . internal.r.1(str);

return str.matches("~(1:\\d+:android:[a-F0-9]+]|ca-app-pub-.*)$");
t

/* JADX INFO: Access modifiers changed from: package-private */
public static MessageDigest Qo() {

MessageDigest messageDigest;

for (int i5 = 0; i5 < 2; i5++) {

try {

: messageDigest = Mejsagﬁl)igeﬁl.gft[nstancE{"i‘DS")
} eateh ( i ion unused) {
if (messageDigest I= null) {

return messageDigest ;

3
}
return null;
public static void S(C0956x4 c0956x4, Bundle bundle, boolean

25) {
if (bundle == null || c@956x4 == null || (bundle.containsKey("_sc") & !25)) {
f (bundle != null & co956x4 == null & z5) {

bundle.remove("_sn");
bundle. remove("_sc
1 bundle.remove("_si");
return;
raturn;

1
String str = c0956xd.F9066a;

3. Do same for SHAI

@ Tons

Search for text:

h: SHAT

] Auto search
Search definitions of: Search aptions

Class [ Method [ |Field (/] Code [ |Resource [ |Comments (] Case-insensitive [ | Regex [ | Active tab only

Node

[ A1-a.2(Content, String) byte
7, 02.b.c (PublicKey) String

, 62.C0701K.2.a(0) ¢ ol S e e v . - R
li% b2.corerk.c.{...} void irr[u. SHAT ordinal()

li% b2.co7e21.b.F(int, ) v throw new GeneralSecuri tyException(string. format(
& b2.Co7e21 c publde statte timad c 7310h = ouu <5

Ed (;;gmum\»»
byte[] ¢

T (55

null &2 signatureArr.length ("SHAT™)) 1= wull) {
; “sAL i ns

nvalid tag size in bytes %d; <an be ot most 20 bytes

G b2.n.a. (...} voic iArr2(u. SHAT. ordinal (}] =
a le. android.gns. internal .pee2fi i.1280]. 22adj (String, String, Intent, CL2S6g, zzadl) buildipon.appendPath(” gec?rnumwnﬁs ’ “key", 5) “androidpal
7 con.google. android. gas. internal ) 2 throw new GeneralSecunityExcaption(string. format(“Invalid tag size in bytes %4 be at most 20 bytes
', droid nal d ) Cheaw new GaneralecunityEncaption(tunknoun hosh €ypes must oo GBS, SHAZ2G, SWASG, SHASSA en SHASIZ"
& R it i d public static final zzc zza = new zzc("SHAI");
r le. android. gns. internal i b(zzdg) covs zzunVar - 220r. SHAL;
3 le. android. gns. internal .pog2fi .22gf{...} void idrr [z2ur SHAT ordinal ()]
e le. android. ternal i213p.226 public static final zzb zza = new zzb("SHAI");
% lo. androtd. ternal. Lzzkz.{. z25 = zzam.zza().2za(zzur SHAL, 223p.2:b.224) .20 (zszur SHAZ2, 223p.21b.12b). 120(220r SHAZSG, r2jp.zzb.
o le. android. gns. internal .pog2fi L2zpe.226() return SecureRandom. getTnstance("SHAIPRIG", 22a2);
| le. android.gns. internal i b() © return SecureRandon. getInstance( "SHAIPRNG", 27b);
W Le.android.gas. internal . K throw new GeneralSecurityException(string. format("Invalid tag size in bytes %d; con be ot most 20 bykes
& le. android.gus. internal i K public static final zzc 20 - new zzc("SHAI");
5 1o. android. nal h.{...} void 22¢ = 22mm.22a().22(220r. SHAL, 220k (220r.5HA224, 220k, b). 22a(z20r . SHAZS6, z20K.22C.
B Sl o i s i shu1 (1),
A android. gas. intenal o021 szatint) raturn SHAL;
1 ring return “HnacSHL";
le. android. gns. mmm, i ing, Key) void ¢ (ste.equals("HIACSHAL"))

con-google. firabase-auth-internal Genenicliphctivicy.Ie(Unisuilder, ‘Intent, String, String) Lnissuiics sppendlueryporaneter appendluery?arameter
Fire it 1 10 (U rxtBudeer‘, Intent, String, String) UrifBuilder
Paranet

"X+ stringExtras) . appendQueryParaneter (" SpaiTest Sy

", "X > ") .appe]
GELY, [ it SHAL, Psource vspmr)ea,nzuum,

wm.nmeds.ﬂm=rsesur=swrm.nphers,!.f() Algor
f2.u

return new OAEPParameterSpec (" SHA-256"

(1),
® f2.u public static final int SHAI VALUE - 1;
[ f2.u.bint) u return

SHal;
7 82.n.0(String, Key) void i1 (str. equals( "HHACSHAL" ) {

Loadall i Stop Found 31 (complete) Sort resuls

Cance
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b
p— — e e — o
L String f5 = €1296g.r().f();
9 if (f5 I= null) {
11 return 55
1
16 String €5 = ¢1296g.r()-c();
26 if (lc5.startsWith("1:") && !cS.startsWith("2:")) {
36 return c5;
39 String[] split = c5.split(":");
46 if (split.length = 4) {
45 return null;
}
58 String str = split[1];
56 if (str.isEmpty()) {
45 return null;
i
246 return str;
¥
private static String c(PublicKey publicKey) {
try {
| 11 byte[] digest = MessagEDigest.getInstancdiges‘t(publicl(ey.getEnched());
25 digest[@] = (byte) (((digest[0©] & 15) + 1 %
31 return Baset4.encodeToString(digest, @, §, 11);
} catch (MoSuchAlgorithmException unused) {
48 Log.w("ContentValues", "Unexpected error, device missing required algorithms");
43 return null;
1
¥
private String d(String str) {
try {
8 return new JSONObject(str).getString("token");
} catch (JSONException unused) {
13 return null;
b
¥
private PublicKey e(String str) {
try {
18 return KeyFactory.getInstance("RSA") . generatePublic(new X509EncodedKeySpec(Base6d._ decode(str, 8)));
} eateh (IllegalArgumentException | NoSuchAlgorithmException | InvalidKeySpecException e5) {
4 . L0 i\ La] A S s | O £y
@ Textsearch SHA-1 - o X
Search for text:
] Auta search
Search defintions of Search options
Class [ Method [ Field (7] Code [ |Resource | | Comments (] Casesinsensitive [ | Regex | Active tab only

Node

droid ternal .p0OZTL g (...} voic
-&() String

P 5 -PUE( 17028, new Pair<>( ERROR_APP_NOT_AUTHORIZED", "This app i3 not suthorized to Use Firebs:
return b(MessageDigest . getInstance("SHASL") .digest (this.F9867a.q(). getBytes ()));
")

7, £2.Abstractc20321. x(String) Strin return r(str, "SHASE

3 1
I‘v:,cam google. firebase.nessagin

©) AbstractC2032i

14

16

11
19
30

32

~ e e

39
42

51

return false;
i
return true;

}

public static boolean w() {

if (!Build.PRODUCT.contains("sdk")) {
String str = Build.HARDWARE;
if (!str.contains("goldfish") & !str.contains("ranchu")) {

return false;

¥

}

return true;

}

public static boolean x() {

boolean w5 = w();

String str = Build.TAGS;

if ((!wS && str != null && str.contains(“test-keys")) || new File("/system/app/Superuser.apk").exists()) {
return true;

}

Eile T516 = v E¥Ial*Fipataninbitatin®y:

if (lws && file.exists()) {
return true;

}

return false;

¥

bl atetie beelusn sl Steing ste, Steiig ste2) |
if (str == null) {
if (str2 == null) {
return true;

return false;

}

return str.equals(str2);

public static Strig
return r(str,

¥
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L-10  Missing cookie attributes - httponly,secure,SamesSite and path set to root

Severity Low Status @ Acknowledged Category Missing cookie attributes

TESTING DETAILS
e Original finding number: 5.29
e Tools used: Burp Suite

» Date of reporting: 10th March 2025

VULNERABILITY OBSERVATION

The API response contains a Set-Cookie header with missing security attributes:

e HttpOnly flag is not set, making the cookie accessible via JavaScript, increasing the risk of XSS-based
session hijacking.

e Secure flag is not set, allowing the cookie to be transmitted over an unencrypted HTTP connection,
making it vulnerable to MITM attacks.

» Samesite is set to None, making the application susceptible to Cross-Site Request Forgery (CSRF)
attacks.

 Pathis set to /, increasing the attack surface by allowing access to the cookie across all endpoints.

VULNERABLE LOCATION

http:// api-stg.xenea.network/*
https://mobile-api.staging.xenea.app/*

Set-Cookie headers in the response.

TECHNICAL IMPACT

Session Hijacking: Attackers can steal session cookies via JavaScript execution (XSS).MITM Attacks:
Cookies can be intercepted if transmitted over an unencrypted connection.CSRF Attacks: The
application is vulnerable to unauthorized actions performed on behalf of an authenticated user.

BUSINESS IMPACT

User Account Takeover due to session hijacking.Data Leakage if cookies are intercepted.Unauthorized
Transactions via CSRF exploitation.

REMEDIATION

Set HttpOnNly flag to prevent JavaScript access.Set Secure flag to enforce transmission over HTTPS.Use
SamesSite=Strict or Lax to mitigate CSRF.Restrict Path to the necessary scope to reduce exposure.

REFERENCES
¢ Mozilla HTTP Cookie Security

e Secure Headers
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STEPS TO REPRODUCE

1. Capture the APl Request in Burp Suite. Send the Request to Burp Suite Repeater. Analyze the Response
for Missing cookie attributes - httponly, secure, SameSite and path set to root.

Original request v
Pretty Raw  Hex  JSON Web Token

1 POST /wallet/vl/create HITR/Z
Host: mobile-api staging xenea app
User-Agenc: Dare/3.5 (dare:ic)

4 Content-Type: application/json

n

Response

Pretty

Raw Hex

HTTP/Z 200 0K
Content-Type: application/jscn;charset=UTF-8
Content-Lengeh: 10

Date: Wed, 2 Feb 2025 15:32:40 GHMT

Accept-Encoding: g=ip, deflate, br Accepr-Charsec: big, bigS-hkscs, cesu-8, euc-jp, euc-kr, ghlB030, gbZ31Z, gbk, ibm-cthai, ibmO00ESE,
& Content-Length: 160 ibm0LL40, ibmOLldL, ibmOLLZ, u:-o.uu ibm01144, ibm0L145, ibmOL146, ibmOll47, ibm0ll48, ibm0llds,
7 Autherization: Bearer ibu037, ibml0ZE, ibml047, ibm277, ibu278, ibmB0, ibulB4, ibm?05, ibm250, ibm297, ibwd0,
SyITaWQioid ZEVLRvQ VVavZIHARLATKD LCINBGEL0LISUZILNLIS. eydzaWT ibm4Z4, ibm437, ibmS00, n--'ns, m.ssn, ibmgsz, ibmBSS, ibmgs7, ibmgs0, ibmBel, u,-ae- ibmBE3,
104 TkNZYONZF10CL IMDExL 1 gD L LCIibIduarBvondy yI&UyThet 3QEHVS 4, ibuBES, ibmBEE, ibmOES, ibmOES, ibm870, ibmSTL, ibmS1B, iso-202I-cn, ise-2022-3p,
yeI40414CHHT ¢P2SvZ 211108 Il zey 1S IanOdHE =01 e cC She C Lub3T0aChe 2022-9p-2, is0-2022-kr, is0-08089-1, iso-B0E$-13, is0-0855-15, iso-9889-2, iso-8858-3,
EXCSheClubh3 LAGMHILLCIZZXIZaNEUT JoyLCIILCLLLNREANTLOLTZ WRrbEASZ) PRNGR LI palR o . i50-8858-7, iso-BE5S5-8, is0-0859-9, jis_x0201, jis_x0212-1850,

p—— 19qdGk1CLI1 1ZDB1LTOINWILOWTONCO3Z ke NTUATNnZ 4 LCIOB2E 1b1S1eTUL 01 ThY 2] KoiB-r, koif-u, shifc_jis, Cis-820, us-ascii, ucf-l6, uct-iébe, ucf-16le, uzf-32, wet-itbe,
1e3Hil §pbi51cIVyLuFibViulHBob251 1IGVE YW s Liwi VXV utf-32le, utf-8, windows-1260, windows-1251, windows-1252, windows-1263, windows-1264, windows-1255,
0aFS0aV11T) £3Lxmios Mz0s InlhdCIEN: Pp1)oilijZiZTRhM=UCYININID windows-125¢, windows-1257, windows-1258, windows-313, x-bigS-hirscs-2001, x-bigs-solaris
02323 LThiMuly Iiw. ©49m 2S5 GY tNTASN) QST GLIT G411 0Y2) Y SHZUS 100 e ALDHI S 1RD x-compound_text, x-euc-jp-limux, x-ewe-tw, x-eucip-open, x-ibmi008, x-ibml0ZS, x-ibml04é, x-ibm10S7,
7260 1wsBLUgsOTKBHP quz.;araxnw- 35VDOzeshxFIGk L H_x15qSpU x-ibml098, x-ibmlllZ, %-ibmll2Z, x-ibmllT3, x-iballld, x-ibmllE6, x-ibmllE4, x-iballel, x-ibml383,
rRVEUGgSBxoESS_he0TSFIne_gzxdsT - t EB13g Wtk tAPCA x-ibm300, x-ibml372Z, x-ibw737, x-ibm@?I2, x-ibmdld, x-ibmdsE, x-ibm74, x-ibm875, x-ibmll,
=Ky)FTCBGATrL _ruit0)oddpyAc-DIoN1vHASY] 78T5_0L %-ibm922, x-ibu830, x-ibm933, x-ibm835, x-ibm937, x-ibm933, x-ibm$42, x-ibmS4lc, x-ibmSd3,
TxmkoXE_x--KCGalahl7JtWa_tisE_Q x-ibmS43c, x-ibmS48, x-ibm$4S, x-ibmSdSc, x-ibmS50, x-ibmSE4, x-ibmS70, x-isciifl,
x-i%0-202%-cn-cns, x-iso-202-cn-gh, s-iso-8855-11, x-3is0208, x-jisautodecect, s-johab,
s Sie, Leurope, x dan, 1lie, 5
"address”: OxbSEeEc0IL1Tn4TIZITA0CT434050cATIALLSCEOL", x-machebrew, x-maciceland, j 1 ish,
“creavedAt”:inull, x-macukraine, s-msS33_0313, 3 P , x-pck, x-s3is_0713,
x-ocl thlaben, s-ycidn . B . 220, 221, 5
% is0707n
"name": "CWALLETE427030", ¢ [sec-cookie: AWSALE=
“imported®: false, 1tpczSDST: FhSh7nSZiamdVL4F2I EKHDTYe] 13kK1 oX03xHx03
"urlAvacar®: a/zolv/ThneSWecrzaclilaa; ExpiressWed, 05 Mar 2025 15:32:40 GHT; Pache/
) 7 [set-cookie: AWSALBCORS=
1£pcZSDSThSEFARbBWRvT aeFbShTns i xmdV14Fa] EKHD 7Y eI FZr 8 JupDhY1upgl Ik 1 CFPAHRACKA0X0 )2 Hx 0 CPLIYqLWOAE
|a/z0lv/ThnesWecraasViLaa; Expires=Ved, 05 Mar 2035 15:37:40 GHT; Path=/; SameSite-None
o Aecess-Control-Allow-Credsntials: true
5 X-Applicavion-Context: applicacion:staging-hosts,staging,pach-ip, quarez-ip,cognito, staging-web:8443
10 ¥-Cache: Miss from cloudfront
L Via 1.1 748 cloudfront.net (CloudFront)
12 K-Amz-Cg-Pop: CCUSO-PL
X-Amz-CE-1d: V-HCEpeqsbel-0iXqltgleSkBApIVAUCYP THNCK L0 Lk T2 3CkD- T ==
{
]
a--
Request Response
Pretty Raw  Hex  JSON Web Token = Pretty Raw Hex =
POST /api/vl/wallet/pre-recovery HTTP/1.1 1 HTTP/1.1 200
2 aceepe: */% 2 Dace: Sun, 05 Mar 2025 16:40:29 GNT
: Muthorization: Bearer 3 Ccmm:-‘tvp applicacion/ison
ey % aW01017 PIVEyOUxxZWRuEX oy ST2EVL RvinZ RMUCT VVwv! LNLIS . eyTzdVI Connection: —alive
xElIlH"HﬂHGlJEEﬂlHGI!xch\I‘!ﬂctmﬂhox(‘l}‘{!“.?llb!lljQlLEth duaXBy T&WyIhet v,l oo ausun-
ye240d1dCHHI £RISvZ2x 1110 Inlzey 6T SheClub3J30, w28 /%00hTp/uNESL LPbht T3] TpIYaylyd]
XCSheClub330a6Vhc IO V24041 dGHHI A LCIZZXT zaWEul joy bRELa¥li0i 1MZ3paWR UnTVHD(SLU’!Benuiqsﬂy\mEv, Bepiresetun, 1€ Har 2086 16:40:25 cu Pachs/
wdmMzHS1e IxM3BmMVEL »Tusnﬂc\’)u\'mw‘lhhJ!V“l“GbnLL‘Jub”tlhAQJe“Uiﬂ.\.lh\("N ¢ |sec-Cooirie: AvSALBCORS=
LeaMILCTEY2SwZS 16 InF Sy S Ina phi 188 WxLIGVE WL S Tiwi TRV OIWC PB4 s aWV+ak /%0 0RTp /uHE £ 1LIXV RunlDin L Phhé Tewl/ sh¥Wa Rdy 59 £ #h0vhaIHEO 0 SHEGLT ) ShnOmuyKz aBXTp1 Tdylyc|
0a790a¥11T3 1eHAL03 BINDE nnyv;mvgx,umhmnm:umyn UnTYAR(SLUxBc0Q3q5SyVGEy; Expires=Sun, 16 Mar 2026 16:40:38 GNI; Path=/; SameSite-Hone
OYmYOLWFPhZGHE OWZ M V12T T4MIUYT ivi dXi1 cmShEWUL 04 Jnh 'A4OTgxNDMSH;, Y4InD 3bEHwzCrowy 7 Vary: origin
D! 1 TSXCY L~ csmovw:?- 2xRIRIAQ SkY9BE-Rs TNIhoMOET7SLO_x4Tr IxnM Vary: Access-Control-Request-Mechod

-ps_BOUB3x2xX4 BuTSUppwWHL) CRuzSsthuba YTl
IYFIh4LEVZXILLqg=B07 TVFPhggHq” xBel Lm0V tnThI LbINScwIxMepUY__4bgZuc8qléads 7L SRVRHBYE Lol10vDd gl LVNLzuL
chlo-T3t_0-za0z_SC4TxZWHANGVS2Q

Vary: Access-Control-Request-Headers
X-Content-Type-Options: nosniff
H-¥SS-Frotection:

4 Content-Type: application/json Cache-Control: no-cache, no-store, mac-ages=D, must-revalidate
5 User-Agent: PostmanBuncime/7.43.0 Pragma: no-cache
¢ Cache-Contrel: mo-cache Expires: O

Postman-Token: 0£035b22-7hOb-4116-a72t-c21702£24873
Host: api-sty.xenea.network
Accept-Encoding: gzip, deflate, br

®@ € |||  search

fe)

safeedges.in

onighights | (3) 3 (€| > | search

¥-Frame-Options: DENY

Content-Lengeh: 331

£ | 0highlights
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L-11  Concurrent login allowed

Severity Low Status @ Acknowledged Category Concurrent login allowed

TESTING DETAILS
e Original finding number: 5.34
e Tools used: Memu

» Date of reporting: 10th March 2025

VULNERABILITY OBSERVATION

The application allows a single user account to be logged in from multiple devices simultaneously
without any session management restrictions. During testing, it was observed that a user can log in
from two or more different devices using the same credentials without being logged out from the
previous session. A secure authentication system should restrict concurrent logins or provide an option
for users to view and manage active sessions to prevent unauthorized access.

VULNERABLE LOCATION

Module: Authentication & Session Management

Affected Feature: User Login & Session Handling

TECHNICAL IMPACT

Account Takeover Risk: If an attacker gains access to a user’s credentials, they can log in from another
device and maintain access even if the real user changes their password (if sessions are not properly
revoked). Weak Session Security: Without session tracking, users cannot see or manage active logins,
increasing the risk of unauthorized access persistence. No Session Expiry Control: The system does not
enforce session invalidation after password changes or logouts, making it possible for old sessions to
remain active indefinitely.

BUSINESS IMPACT

Allowing concurrent logins weakens account security, increasing the risk of unauthorized access,
credential sharing, and fraudulent activities. Attackers or malicious users can maintain persistent
access, leading to data breaches, session hijacking, and identity theft. This vulnerability also violates
compliance standards like GDPR, PCI-DSS, and ISO 27001, which mandate strong session management
policies. Failure to address this issue may result in regulatory fines, reputational damage, and loss of
customer trust if exploited at scale.

REMEDIATION

To mitigate this issue, implement strong session management by restricting the number of active
sessions per user. Enforce device-based session tracking, allowing only one active session at a time or
providing users with the ability to view and manage their active sessions. Enable automatic session
invalidation when a user logs in from a new device, prompting them to confirm whether they want to
terminate the previous session. Implement session expiration and token revocation mechanisms to
ensure that old sessions become invalid after password changes or inactivity.
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REFERENCES

e session-management

STEPS TO REPRODUCE

Xenea Wallet App Penetration Test | Security Audit

1. Open the Android application and navigate to the login screen. Enter valid credentials and log in with
Device 1 (Mobile A or Emulator A).

10:12 @ *o

Enter your PIN code

00000

Forgot PIN code?
Please re-login and
reset your PIN

10:12 B v

Enter your PIN code

JOUUUU

Forgot PIN code?

Please re-login and
reset your PIN

2. Take the same credentials and log in from Device 2 (Mobile B or Emulator B). Perform the same
actions on Device 2 and observe that both sessions remain active simultaneously.

QR Code X

Address

QR Code X

Address

0x529b61a9706b191761852318418c94 (m}
969443ccfd

0x529b6fa9706b1917618523184f8¢c94 D
969443ccfd

Share your address

safeedges.in

Share your address
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L-12 JWT injection

Severity Low Status @ Acknowledged Category injection

TESTING DETAILS
 Original finding number: 5.35
« Tools used: Burp Suite, jwt.io(website)

e Date of reporting: 10th March 2025

VULNERABILITY OBSERVATION

The objective of this test is to assess the security of JWT implementation by identifying vulnerabilities
that could lead to authentication bypass, privilege escalation, or unauthorized access. The focus is on
detecting weak signature validation, algorithm (alg) and key ID (kid) manipulation, improper token
expiration handling, and insecure claim modifications. The goal is to ensure that JWTs are securely
validated, protected against forgery, and properly enforced to prevent unauthorized API access, data
exposure, and security breaches.

VULNERABLE LOCATION

The vulnerable endpoint http://api-stg.xenea.network/api/vl/auth/jwks.json exposes sensitive
information, including JWT token algorithm and key ID (kid). The affected server URL http://api—
stg.xenea.network/api/vl/ reveals a staging environment, which may have weaker security controls.
This exposure could allow attackers to enumerate APl endpoints, exploit authentication mechanisms, or
manipulate JWT validation.

TECHNICAL IMPACT

Manipulating multiple fields within a JWT can lead to authentication bypass, privilege escalation, and
unauthorized access if the server does not properly validate token integrity. Modifying the alg field to
"none’ could allow the server to accept unsigned tokens, effectively disabling signature verification.
Exploiting the kid field, an attacker could point to an attacker-controlled key, forging valid JWTs and
gaining unauthorized access. Adjusting iat (Issued At) or exp (Expiration) could extend session validity
indefinitely, preventing automatic logouts and session expiration. Changing sub (Subject/User ID) could
enable impersonation of other users, including administrators, while altering scope or role may grant
higher privileges, allowing unauthorized actions within the application. Additionally, modifying aud
(Audience) could allow tokens to be misused across unintended services, leading to cross-system
authentication bypass. If these manipulations are not properly restricted, attackers can exploit JWT
weaknesses to access restricted APIs, escalate privileges, hijack sessions, and compromise sensitive
data, making this a critical security vulnerability.

BUSINESS IMPACT

Unauthorized JWT manipulation can lead to account takeovers, financial fraud, and data breaches,
severely impacting business operations. Attackers can exploit forged tokens to access restricted
systems, modify transactions, or extract sensitive user data, leading to regulatory non-compliance
(GDPR, PCI-DSS, ISO 27001) and potential legal penalties. A security breach due to JWT forgery could
result in reputation damage, customer trust loss, and competitive risks. Exploiting session expiration
manipulation may lead to persistent unauthorized access, increasing operational security risks. If left
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unpatched, this vulnerability could cause severe financial and legal consequences, making immediate
remediation essential.

REMEDIATION

Enforce strict signature validation to prevent the acceptance of unsigned or altered tokens. Disallow the
use of alg: none and only permit strong, predefined algorithms such as RS256 or ES256. Implement
proper key validation by ensuring the server verifies kid values and does not automatically trust
external JWKS sources. Restrict JWT claim modifications by validating iat, exp, sub, aud, and role to
prevent privilege escalation, session hijacking, or unauthorized access. Use short-lived JWTs and
enforce automatic token expiration and refresh mechanisms. Monitor and log JWT-related
authentication failures to detect suspicious activity and potential abuse.

REFERENCES
e json-web-key-sets

e rfc7517

STEPS TO REPRODUCE

1. Intercept the APl Request in Burp Suite. Send the Request to Burp Suite Repeater. got an access 200 ok

2 x sl 4 % L 6 % 7% 8 x 9 x 10 x 1M x 12 x 13 x 4 x 15 x 16 x 17 = 18 x 19 x 20 x + P

= e <iv|[>0n Target: http:/fapi-stg.xencanetwork /P HTTP/1 (3)
a= = Inspector a) = -&® X g

Request Response
Pretty  Raw a B wn = Pret Hex B v = requestawibutes 2 ~ K3
g

Request query parameters 0 v

Request body parameters o)

Request cookies 2 v

SeI0N (i)

Request headers 8 v

Response headers 5 v

got access

@@ (€|[>) [searcn o onighigns | @ & €| > rch D | Ohighlights

2. Try to login with no token then we will get a no_permission response.
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— o W
Response
n Pretty ‘ n Request attributes 2 v
nrTE/l
- Request query parameters 0 v
5 Request body parameters 0 v
YWEID+ tYEEJHU4 IWYSInt | $6n0pJ 1
Expires=Mon, 10 Mar 2025 11: :
Request cookies 2 v
70T AY £ duzCDSbUAE I ISBYX
Tb+ tYEEAAU4 1w «
B¢ o] on, 10 Mac Request headers 8 v
Response headers 15 v

after removing access token got 401 unauth response -

@ @& €][>] | searcn £ ohighighs | D & €[> [

arch O] ohighights

3. change algo from RS250 - HS256

m ) <[> Target: hetp://api-stg.xeneanctwork /P HTTP/1

il

Request Response

Prety  Raw  Hex

Encoded Decoded

Jopadsu)

oy ca¥Q1 03 JF YVEYOUsZl Oy SEZEVLRVORZFMUEVYWVES
M4RLAEHDSyaRhORVRHRT 0L LOThbGEi04 ISUZT 109  ydzdWl
1011 SNZEDZWFKOGOYMDURLTCVHNMEZ 1 010G 04 Y2dhODIKZGThi
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L-13  Disabled X-XSS-Protection Header Leading to Increased XSS Risk

Severity  Low Status @ Resolved Category Vulnerable and Outdated Components

TESTING DETAILS
 Original finding number: 5.38
e Tools used: Burp Suite

e Date of reporting: 11th March 2025

VULNERABILITY OBSERVATION

During testing, it was observed that the X-XSS-Protection: 0 response header, which disables the
browser’s built-in XSS filter. This could expose users to cross-site scripting (XSS) attacks by preventing
the browser from blocking malicious script injections.

VULNERABLE LOCATION

Throughout the url: http://api-stg.xenea.network/*

TECHNICAL IMPACT

Disabling XSS filters increases the attack surface for malicious payloads to execute in users’ browsers.
Potential exploitation of stored or reflected XSS attacks, leading to unauthorized actions on behalf of
users.

Increased risk of phishing or credential theft through injected scripts.

BUSINESS IMPACT

Potential risk of data theft, session hijacking, and reputation damage if attackers exploit XSS
vulnerabilities.

Compliance issues with security best practices, which could impact trust and credibility. Increased
likelihood of regulatory non-compliance (e.g,, GDPR, PCI DSS) due to weak security measures.

REMEDIATION

Enable the browser's XSS protection by setting the following response header:
X-XS$S-Protection: 1; mode=block

This ensures that if an XSS attack is detected, the browser will block the response entirely instead of
attempting to sanitize it.

REFERENCES
e reducing-risk-of-xss-with-modern

e CSP

STEPS TO REPRODUCE

1. See the response, there is response header X-XSS-Protection: 0
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Pretty Raw  Hex  JSON Web Token - Pretty Raw  Hex =
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07

Summary of recommendations

To mitigate the identified vulnerabilities and enhance the security posture of Xenea Wallet, the following
recommendations should be implemented:

1. Secure Communication & Application Integrity

N

Implement SSL Pinning correctly to prevent Man-in-the-Middle (MITM) attacks.

Strengthen root and emulator detection mechanisms to prevent attackers from running the app on
compromised devices.

Use Android Play Integrity API to detect tampering and unauthorized modifications.

Implement anti-hooking techniques to prevent attackers from modifying app behavior at runtime.

. Authentication & Authorization Hardening

Enforce strong authentication mechanisms, such as multi-factor authentication (MFA).
Implement account lockout mechanisms after multiple failed login attempts.
Enforce session expiration and invalidation after logout to prevent unauthorized access.

Prevent concurrent logins from multiple devices unless explicitly required.

. Secure Storage & Data Protection

Store sensitive data in encrypted form using AES-GCM (256-bit encryption) instead of weak
algorithms like MD5 and SHA-1.

Do not store sensitive data in local storage, logs, or shared preferences. Use Android Keystore System
for cryptographic keys.

Prevent backup of sensitive application data by setting android:allowBackup="false".

Implement data masking techniques for sensitive user information (e.g., account ID, email, and
private keys).

. Secure APl & Server-Side Controls

Implement proper authorization checks for all sensitive APl endpoints to prevent IDOR attacks.
Restrict access to the admin API by implementing role-based access control (RBAC).

Implement rate limiting to prevent brute-force attacks and DoS attacks.

Use JWT best practices (e.g., secure storage, token expiration, and proper signing with HS256/RS256).

Ensure public JWKS keys are not exposed to prevent cryptographic attacks.

. Secure Cryptography & Input Validation

Replace weak encryption algorithms (MD5, SHAT) with AES-GCM (256-bit) and SHA-256/SHA-512 for
hashing.

Implement input validation and sanitization to prevent SQL Injection, XSS, and template injection
attacks.

Use parameterized queries and ORM to prevent SQL Injection.
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 Implement output encoding to prevent cross-site scripting (XSS) attacks.
6. Secure Permissions & Component Exposure

e Remove unnecessary permissions such as READ_EXTERNAL_STORAGE, WRITE_EXTERNAL_STORAGE,
and MANAGE _EXTERNAL_STORAGE.
» Disable Android export flag for sensitive activities and services to prevent unauthorized access.

e Implement secure deep link handling to prevent unauthorized navigation and intent hijacking.

e Restrict broadcast receivers and ensure file writes are properly secured to prevent arbitrary file
manipulation.

N

. Secure Logging & Debugging Controls

» Disable debugging symboils in production builds to prevent attackers from extracting sensitive
information.

» Remove printStackTrace() and other debugging functions that expose internal errors.
« Ensure sensitive data (tokens, passwords, APl keys) are never logged.

» Implement secure logging practices by using log sanitization and log rotation techniques.
8. Secure Cookies & Headers

e Implement security headers such as:
 Content-Security-Policy (CSP)

e Strict-Transport-Security (HSTS)

e X-Content-Type-Options: nosniff

e X-Frame-Options: DENY

e X-XSS-Protection: I; mode=Dblock

e Configure cookies with HttpOnly, Secure, SameSite=Strict attributes to prevent session hijacking.
9. Secure Deployment & Monitoring

 Implement Web Application Firewall (WAF) to protect against common web attacks.
 Conduct regular security testing (penetration testing, code reviews, and SAST/DAST scans).
e Continuously monitor logs and security events to detect anomalies.

e Automate security updates and patches for both backend and frontend applications.

By implementing these recommendations, Xenea Wallet can significantly enhance its security posture,
protect user data, and reduce the risk of exploitation by attackers.
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LEGAL

Disclaimer

This report is based on testing of the application and endpoints listed in the Scope section and on
information the client provided during the engagement. It reflects Safe Edges’ assessment at the time
of testing and is not a guarantee that the application is free of vulnerabilities.

Changes made after the test window, components not listed in scope and third-party services are
outside the scope of this report unless stated otherwise.

Security is ongoing. We recommend continued testing, monitoring and bug bounty coverage alongside
any audit.

This report is not investment advice and is not an endorsement of the project, its team or any token.
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Safe Edges is a Web3 security firm and official security partner for the Fuel, ENI and
X1 EcoChain ecosystems. We work across smart contract audits, Rust and WASM
reviews, ZK circuit review, Al and MCP security, and penetration testing.
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